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FOREWORD

The history of sclence shows, aimost without exception, that new knowl-
edge of any nature, no matter bow acquired or with what cblective, eventu-
ally finds useful applicetions. Suck knowledge may be gained for ils ewn
stke, as in basic research programs. The resulis of basic research may
bacoms useful in many aress, the exaci nature of which can seldom be
ascertalned &t the tlms when the rasearch s sterted. Similarly, upplied
research underiaken with mors or less spwcific objectives In m!nd may find
epplications quite unrelated to the original objectives,

This is the cuse with the electronic countermeasures program. Since its
inception on a large scale under the auspices of the Naticnal Defense
Research Commitiee and tha Armed Services during World War 1i, this
program has resulted In the development of techniques applicable not only
to the particular objectivea originally established, but also to many other
purposes not originally eavisioned. Some basic research, for which genecally
useful applications wers to lLe expected, has been done as a part of this
In other cases, applied research projocts originally directed toward
specific ends ylelded nct only tho resuits Intende. but also othep techni
snd kuowledge of general usefulnoss,

Itis partly on account of this aspect of the ECM program tha¥3his book

is primarily & textbook of electronic counter: enaures
techniques intended {or use in teaching those engaged In work or 1!, ECM
program, In addition, it docurients research and development \#~u'is wkich
can be used not only for countermeasures but for cther purposes us well. For
example, 21l the following materlal i3 of geneu! intercat: Cbg;;:‘r 6, “Inter-

cept Prchability and Receiver Par meters Chspter 7, ection and
fg vels of Slgnals”; Chapter 9, 0 Intucept Receiver”; Chapter 10,

irection Finding'’; and ali of Part IV, ‘Compomntl" including clrcult
t  techniques, various types of microwave tubes, ferroelectric and ferromag-
| neiic devices, and propagation. On the cther hand, Pert II, which covers
| specific countermeasures equipment and techniques, will probably be most
é useful to those actively engaged in the ECM program.
1

Many of the authors started thelr association electronic counter-
mensures during World War II at the Radio rch Laboratory of
Harvard Unlversity, at the Airborne Instruments e tory, or st private

i
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or government laboratories engaged in ECM work. Other authors have
been recruited from thoss actively concerned with ECM sirze World War
II as empioyees of cortractcrs of the Depertment of Defsnss, or as members
of tke staffa of government isboratories. They were selectcd for thelr knowl-
edgs of purticular subjects. The work of writlug end publishing this textbook
was carriad out with the support of the Department of Defense, including
all branches of the Armed Services, under U, S, Army Signal Corps sponsor-
ship. It is hoped that thia voluma will be useful as & textbook for courter
measurss ralning purposes, and e 2 genersl reference source for the
techniques described, whether or not confined to countermeasures afpiica-
tions,

F. E, TenuaN
Stanford University
October 1961
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Introduction and Summary

J. A, BOYD, D. B. HARRIS, D, D, KING,
H. W. WELCH, JR.

IL... Introduction

"he first large-scale introduction of electronics into military
operations took place during World War IL, Since that time, the part
played by electronics n weapons systems has increased; often to the
pceint of dominence. This growth in military electronics has been
characterized ny a profusien of diverse techniques aimed at fulfilling
parzicular military requirements,

Probably the most confusing and litile understood aspect of military
ele:tronics deals with countermeasures., Since it is concerned exclu-
sively with other electronic devices, primarily in the possession of
th: enemy, electronic countermeasures is removed from the main stream
of weapons technology. However. the grewing dependence of modern
weiryons on electronics and a recogunition of their vulnerability has
increased tremendously the importance of countermeasures, The complex
tecmiques evolved to effectively countzr electronically aided weapons
hav2z not been surveved and made available to the practicing engineer
sinize the publication of wartime accomplishments., The present volume
pririides a summary of modern countermeasures techiuclogy for those
working in the field, The scientific and engineering aspects, as well
as the military requirements, have been treated; both technical and
opurrational problems must be solved to achieve successful counter=~
we:dscres., Therefore, both engiieers engaged in equipament devel pment
and those concerned with operational characteristics should find this
boot: valuable,
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1.2 ELECTRONIC COUNTERMEASURES

1.2 Deéfinltion

There has been a tendency in recent years to distinguleh between elsc-
ttonlc countermeasures (ECM), electronic reconnalisarce, and clectronic
counter-countermessures (ECCM). When takca tcigether these functions ars
wsually referred to a: elec*ronic warfare (EW). I practice, one can seldom
vuinpletely separate these functions. It ie necessary to conduct electronic
reconnalasance both for direction of the ECM ressarce and development
progrem and for the operstionul (tactical and strategic) application of ZCM.
2 this book. emphezis I3 o wlsctronic countermeacurs: and electronic re-
sonnalssance; howeve., studles of jamming effectiveness are pettineat ro
the evelustion cf jamming techniques and counte:-ccuitermeesures tech-
aiques,

Electronic waifurs may be definad as the employment of electzonic devices
and techniques for the purposss of:

(8} Determining the existence and disposition of the eneriy’s eiectronic
aids to warlsre,

(&) Destroying or degrading the eMsctiveness of the enemy’s elsctranic
alds to warfare.

{c¢) Preveniing the destruction cf the effectiveneca of frisndly electrenic
alds,

1.8 Poeuiiarities of EX Systems

Electronie warfure eysteins occupy a special peaition in that their pddmary
function Iz to be maponelva to enemy action or potentisl. Ths character of
affective EW syetemin andd thelr development cycle does not follow the pattern
#o) Ly other actlve weapina and electronlc systems znd subsystems, The
estlenl pistate of difference may lie Msted as follows:

(W) THE need tor EW aysters |6 secognired when the existence of enemy
“leeirunts plida has been sutabilahed ur postulatea,
(8) The chkincieiletiea of EW aystema ere determined by the natuie of
enemy ele:iiinl heviorn—inows or anticipated.
(c) The '-'“fc‘“”"““ il kit KW systom cannot be demonstrated Independ-
ently of enemy devivas, slibiar real or slmulated,
{#) The future course of ¥W (4 only be predicted in tarms of the an-
telpated electronic envirinment 1o be crented by the enemy.
Fhe dependence of EW methada o the precant and future enemy elec-
‘; ';”-'*‘ fiisture places the entire el wf KW In & purilcularly close relation-
:': ”f’i :\;Nh the intelligence commuilly. The techniquee of signal Intercept,
a3 *“»":; ""“‘ '°¢f“0“ ere primary touls for slectronic Intelligence (ELINT)
1 vHiiunication Intelligence (COMIN'T), Conversely, the Informaticn on

A RA’»’@’M&“‘(’MM&W&!\W QN0 B R ——
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CHARACTERISTICS OF ELECTRONIC COUNTERMEASURES -3

snemy sctivity and lts interpretation !s haslc to EW development ana plan-
ning. In the case of a complex transmission system, classification of ths
eigral s ELINT or COMINT may not be & simple matter.

1.4 Resoarch

The development of elestronis countermeasusez systems places unusus!
demands on technlouas and components research fn that:

(6} Gperatisnzl requirenients sre continually chonglag with the develop-
ment by the enemy of electronic sida to warfare which are the po-
tential targe: of coun’ermeasuree.

(&) Characteristico and vulnerability of targset systema are known only
through tests made with the aid of countermensures &nd reconnals-
ss:ice equipment developed to mee; these opsretional requlrenents.

(¢} The potential utilization of the complete frequency spectrum, sil
types of medulstion, and maximum efclency and security of infor-
ration handiing In the target oystem requires extreme vecsatility in
devices and techniques in tz>ms of design and operationel paramesers,

Frequently these demands require the use of tecliniques and components
which cre not {ully matured. Much of he research s directed toward evalua-
tions of feasibility and “trude-ofis” inhasent in the choice from & multiplicity
of alternative approaches tc a given problsm. An intercept or jamimin_ sye-
tem designed specifically {oz u glven target system Is limited in [ts appiica-
tion tc other target aystems. On the othar hand, a system: designed to handie

a number of target systems is liinited In fis capability aga.nst specific tar-

gets and is usually extrsordinarily complex “‘rom an one:ationsl standpoizt.

Certaln techniques, suck as (he ablility to sort end analyze sigasls and
aclectively sadiate large amouats of power over & wide frequency range, have

relatively little value {or epplications other than countermezsuies. The de-
velapment of these techniques requires in many cases the development of
components cuch as electronically tunable devices, broadband amplifiers and
mixers, hizh power CW oscillators, and nolss generators, which in turn find
littie epplicaticn in other than countermeasures equipment, On the other
hand, since the rcsearch on thess techniques and components is continuowaly
pushing the state of the art, much of cur knowledge of the iimlits of elec-
tronlc performance has resulced from the countermeasures effors.

15 Suminary of Subjesiz Treaisd

Iin the following secticns, @ short summary s glven of each subject treated
in this bonk, with emphasiz on the particularly significant results presented
ip each cuse.
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1-4 ELECTRONIC COUNTERMEASURES

1.8.1 [nireduction ans Sumiaary
This chapter Ia edequately represented bv the material In Sections 1.1
through 1.4 and needs ro further summary.

1.5.2 History of Electronic Counlermeasures

This chapter glves the historical background of the ECM research sad
development progrem and dizcusaes features of this program which are
unique, The development of ECM since World War I §y traced,

‘Techniques developed in the World War II programs are discussed, and
the genersl cheracterisiles of specidc oquipments ure described. Some of
these equipments are now ousolete; some are siiil in use, Emphasis I3 lsid
on the evolution of ECM techniques which led to modern requirements and
methods,

A zection of Chapter 2 deels with the postwar research and development
program in the ECM fleid, Many of the equipmonts described iwre are in
current use, The recscna for devaloping the techniques descrived and theis
effect on the Loundarles and objectives of the ECM ressarch and develop-
ment prograta now fn progress are discussed.

No attempt is made to provide & complete Hat i egulprent, techniques,
specifications, and agplicationa. Ivsizsd. emphesis is laid on the probiems
encountered and the ways In which they ars solved, The progrem csrried
vut immedistely aiter the war for appraising the eflectivenss- of slectronic
warfare techalques, perticularly as appiied agoinst the Germanas, Iz described.
Informailen was obtained on the cpot, by observars In Carmany, ss to the
axperiences of Germar redar porsonnel operciing thelr equipment while it
was being lammed by Allled slrborne ECM equipment. This information led
to the conclusion that the ECHM pingram was highly successful, and greatiy
reduced the effectiveness of the German radar.

1.5.8 Perapective of ECM in Mcdern Warfare

The ways in which the military sitvatlon and the geography of the Gattls
and supporting aress alfect the problem of destroying or degrading the utiity
of encniy communications, weapen systems, and survelilance devices iz con-
sidared in cetail {n Chapter 3.

Alrborne ECM has both defensive and recunnalssunce functlone; ezst :a
considered separately s well as I systems that combing them. Chapte: 3
alsc includes consideration of countarmeasures agalnst carly warning rndar,
alrborne intercept, =ud tracking radera, snd communlcations, guldance, and
fuze countermedsyraa,

Utitization ¢f ECM by aaval forces 1s discussed,

ECM fu pir dofonse s largely corerned with counterlng bombing and
navigation cadar. Passlve detectlon by scanning receivers and target track-
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ing also have an important place in air deferse: soveral typrss of systems
are lllustinted.

ECM In ground operations s considzeisd from the tactical employment
standpoint only. Some of these applicaticns are: ECM against surveillence
drone systems, against unenciphered tactical communication nets, against
enemy mortar and artiilery tracking radars, agsinst tactical bombing radars,
against nilsslic aystems, and sgalnmat electronic survelllance cevices such as
intercepi recsivers, MTI radars, and infrared scanners, both ground-based
and airborne. Predetanation of varlable-time fuses, and counter-counter-
measures against ECM repester-jaramers are briefly considered.

ECM in aerc-apere has not yet been thoroughly Investigated. Two areas
of interest are countermeasurss againot eloctronic survelllance of objects or
earth, snd against AICBM complexes,

1.5.4 Operational Objectives of Intercept Sysisins

Intercept systems gather twvonnaissance Information by recelving and
analyzing enemy signals, The knowledge gained by this cperation permiia
a more accurate arsessment of enemy facilitles and preparations than wouid
otherwise be possible, The general value of Intercept systems lies in rro-
viding information on the enemy signal environment which is useful fror: an
intelligence point of view. The location and character of enemy elactronic
emitters ruch as radars, navigation alds, and communications transraitters
clearly has & direct operaticnal significance. The application of sucls inter-
rept data to active zlectronlc countermeasures represents a specific tactical
application, Thus, exact knowledge of radar characteristics permits the
preparation of cptimum electronic countermeasures for use against the par-
ticular target racar. In a broader sense, the increasing use of elec'.romagnetic
slgnals in military operations hus equally increased the scope anc, importaiace
of eisctronic intercept systems. To obtain comprehenslve ir/ormation on
enamy radistions is & tremendous task, but the inteiligence tr be gainzd on
enevay military and technologlcal posture is proportionate.

1.5.3 Signal Envircnment Study

The design of Intercept equipment for the detection, location, and recogni-
tlon of signals associsted with particular radiating equipments dejends to «
significant extent on the environment !n which the Irtercept recelver will
operate, Signcl denaity i an Important parameter of this environment.
Varlcus workers have upproached the problem of predicting signal density
in diverse ways, Geographic maps showing typical deployments of tactical

units In the field, with their assoclated radiating equipment, have been

prepaved, tog.ther with complete lists of enemiy and {riendly radiating
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ec ulpment for the particuler model chosen, From this informaticn, predicted
7.gnal densities have been derived. Studies slong these lines lead (o a predic-
tion of the numbar of cignals which dn Intercept symm will be required to
handle simultaneousiy.

Recent work ncluass three siznal denslty studies t‘nploylng. respectively,
s Monte Carlo techinique, a deterministic model, 7and a atochastic-process
model. All of these methods glve high values f,ﬂ“'r signa! density, pesing a
serious problem for recelver designers. PrelimiGary studies simed at com-
paring the resulis of the Monte Carlo inodel a4d the stochastic process modei
suggest that perhaps the Monte Curlo metkod counts the signals from one
transmitter too often. In the other appioach, the basic assumption of a
uniformly :andom distzibution of transinitters i« actuslly violated, and thus
ity result jiives too low an estimate of the eignal density In some regions.

Studles /'oased cn modeis, such as those deacribed above, may be supple-
mented for purposes of verification and of intelligence by obeervations made
in the Held by means of a drone alicraft equipped with simple intercept
equlpment The drone Is equipped with three low-scaultivity receivers along
with pislse-counting and recordiag devices. The system counts tha number of
pulses received and records the results as & function of time. The signal
density Is read out and plutted on maps of the tactiral ares. The contours
resuliing may then be used to show indications of ke locations of major
supply areas, depots, and rail heads; concentration of troops: and shlifts in
alr defense,

1.5.6 Intercept Probability and Receiver Paramotors

The ellectiveness of an intercept recelver dependa primarlly npon the
length of time required for the recelver to Intercept a signa!. and secondarily
ca the length of time the intercepted signal continues to acthvate the recelver,
Where CW signuls are involved, the length of time required for an Intercept
Is dependent upon the recelver tuning rate and the signal:to-noise ratic: for
pulsed sigiials, signsls sweeping fa direction or freguency, or both, the fore.
going foctors are pertinent as weil &> the probability of frequency and
bearing coincidence bet ween the tranzinitter and recelver.

In the first part of Chapter 6, the probability reiationshipt appiying to
the intercept problem are developed In u general manner. It is shown, for
example, that, if a colncldence probability of unliy is escutned, & slgnal in
the form of & 0.5 asec pulse of S waits peak pover masked by geusslan
noise having a uniform power density of N watts per cps over a bandwidth
of 1 Mc requires a signal-to-nolae 1atio of 13 db to glve a detection prob-
ability of 909 on a single triat with a false alorm prebubility of 6.001. This
result appl(cs where everything is known abcut the signal,

S
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Other zelationships are devaleped for the case of A ortiiogonal aignals
where the time of occurrence or the {requency nf sach signa! may be un-
known, Curves are prcvided which permit the prediction of detection prob-
abllities az a function of peak power, detectability Index, and false alarm
rate. An ldesl recelver is considered, and it !s shown that this receiver,
which is prohibitively expenrive, can be simplified by the use of & gated
matched filter. The colncidence concept Ia considered In a general manner,
and unit colncldence probabilitles snd the time required for intercept are
developed as functions of system paramcters, such as thie duration of &
oulse, the recelver sweep perlod, the signal pulse-iepetition period, the
signal spoctral bandwidih, the recelver acceptance ba=' 1'th, the transmit-
ting antenns look peried, and the transmitiing anten. - ution period,

Starting with Section 6.4, the colncidence propertles of various types of
recelvers are conaldered. It is shown that, for recsivers sensitive only to the
major lobe of the iransmitting antenna, if Lhe acceptance band of the re-
celver is displaced by its own width In one revolution period, sn intercept
is certals in ono scanning peri:d of the recelver: the tima reguired for inter.
cept is, however, uaduly long. Where the scannlng parlod is comparable with
the revolution perlod cf the transmitting antenng, results become unpredict-
able. If the scanning perlod s comperable to tha duration of & ‘““look” of
the transmitting untenna, ss In the case of & rapid-scan receiver, an inter-
cept during the time of the “look” s certain, and the time required for
completing the intercept iz cmall. Where the scanning repetition Irequency
of the recelver Is comparable with the PRF cf the transmitied signal, predic-
tion is difficult, but satisfactory resuits are obtained because of the instability
of the syatem. If the scanning pericd is comparable with the pulse length of
the transmitted signal, an intercepi is cbtalned on the first pulse “seen” by
the recelver. In all cases, the proportion of the pulses intercepted {s equal

to ths ratio oi the receiver acceptance bandwidth to the recelver scanaing
bandwidth,

1.8.7 Detrction and Analysls of Slgnals

The theory of signai detactability is & specific application of general statis-
tical decisicn thecsy. The problen: Is ora of deciding whether & signal was
present in the nolse and interference or whether only noise and interference
were present, It differs ‘rom the usual signal-to-nolse ratio approach to
receiver design by considering the objectlves of the recelver first and work-
ing backward toward the mctusl receiver design, On this basls, designs can
be obtalned which can be sald to be iruly optimum; and nonoptimum re-
celvers can be rated againat the optimum,

The history, mathematical development, and applications of the theory

ot e
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sre reviowed. Multiple-decision probleras snd sequential detectisn processes
as extensions of the theory are thon discussed.

The second section of the chapter suminarizes methods of mathematical
signal enalysis that have been used in the past In various fields, including
electromagnetic reccnnalssance. in racoruiniysance, one of the raajor problems
is that of defining a set of significant ressursble properties of the class of
all signals. The relevant equations for the decomposition into classes and
subclasses of signais are glven and anslyzed, Some physaical measurements
and apparatus useful in analyzing rignals sre discussed; the measurements
are meaningiul for both stochastic and deterministic signals. A low-order
statistics] anc'yszer aystem for crder-of-batile slectromagnetic reconnalusance
Is glven, followad by a description of the slgnal intercepts at the cutput of
a reconnalssance recelver,

1.5.8 Peychrophysics in Elecircnic Warfare

The human being may be cousldered an Integral part of many systems
employed In the dita coilecilon, daia storsgs, data dissemination and
decision-making procesces involved in modern warfare The ‘*‘operating
characteristica” of the human observer in man-machine systems may be
apecificd and quantified through the use of psychophyrics.

Paychophysics employs the experimental methodology of paychology and
makes use of statlstical decislon theory and Information theory in determin-
ing the limitations and capabilities of the human component.

Chapter 8 gives examples of analyses of conventional commurications
systems, ra”’ iz sysiems, and the effect of countermsasures action on these
systems. The applications of the methods of peychophysics to the counter-
measures problem are described In detall,

1.5:9 The intercept Recslver

Factors affecting Intercept recelver design are considered, Including lack
of ¢ priori information; Inability to use Integration techniques; complexity
of aignal characteristics; divergences in operatlonal reguirements; diver-
gences in physical requirements; requirements for wide frequency ranges
and wide dynamic ranges encountered; complex data handling problems; and
the presence of ialse signals. The Intercept probability problem ls appralsed
with particulsr emphasis on the effect of this parameter on receiver design.
The necessity, In designing a recelver, for taking Into account the high
signat d=nsities encountered, and the consequent data handling problems
are d'scussed, Consideration Is given to the relationship of an intercept re-
celver to a complete intercept system which, In addition to the receiver, in-
cludes the antenna, possible suxillary display equipment, data processing
and recording equipment, etc.
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A very general relationship s introduced, leading to a figure ci merit based
only on the composite abilities of sn intercept system to monitor simuita-
neovsly both frequency and volume of space. The cspeblilities of recelvers
having various cheracteristics and configurations is reviewed in the light of
this figure of merit. Sensitivity standards are considered, and methods for
estimating recelved puwer and signal-to-noise ratio are described. The Im-
portant recelver characterietics, such as nolse figure, bandwidth, gsin and
dynamic range, turing range and tunsbility, and zpurlous signal response
are considered, as thay are affected by the environment In which the recelver
is required to operate, taking Into considerstion such factots ez Intercept
probability and the time required to schieve interception. Direct detection
recelvers for broadband operation, with or without rf preamplificsidon or
tunable preselection, including wide-open electrenically sweeping and mul-
tiple-channel detection types sro described. Similariy, superbeierodyne re-
ceivers, mechanically ot electronically tuned snd with or without of
preamplification; are appraised. A particuiar case Is the microsweep super-
heierodyne, which has the capablilty of sweeping through Its entire tuning
range In the period of one radar pulse, thus achleving periect {ntercept
recelving probability. Speclal requirements for CW reception, the intercep-
tion of “varlable frequency” radars, other signal recognition problems, and
receiver ““look through' are reviewed,

1.5.10 Direction Finding

The iocation of enemy emitters is & prime intelligence datum io bo galned
from an intercept system, Tc cetermine the source location, the diraction ¢!
arrival of the recelved aignnl must be measured at several pcints, The inter-
section of the direction lines then iocates the source, The necessary angle
coordirates are furnished by the direction finder at eaca location. Antennas
used for thia purrose sample the amplitude or phase delay of ihe incident
wave front. Sequentlal or instantaneous compatisons then Indicate the angle
of arrival. The accuracy in angle measurement generally increases with the
avallaple antenna dimensions In wavelengths. Significanc bearlng ervors are,
of course, introduced by propsgation cffects which muy distort the wave In
a viriety of ways, The techniques chosen for measuring the direction of
arrival vary widely, and depend on the type of signal bz intercepted, on
the operiting wavelengths, and on the local environment, f.e.. on whether
alr, sea, or land-based operation is required. Although direction-finding
methods occupy an important place in navigation, communication, and detec-
tion systems, the reconnalssance function emphasized in Chapier 10 offers
perhaps the broadest application of direction-finding techniques,

e Ao M A
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.51 Tha Anslys!s of Reconnalssance Informution from the
Daia Handling Point of View

Electronjc reconncissance data contains informatior. on the location ana
echnical character of the various enemy emitters. The analysia of the dats
« ilectadt aims to extract this information. Deprt..ding on the degres of pre-
ciafon reached, the results are labeled Eiectronic Order of Battle (EOB) or
Electronle Intelligence (ELINT). Tho types of recelvers wvallabie for col-
lecting enemy eignals seiect a certain sample of the enemy emlssions; the
nature of the sample depends on the receiver characteristice, but generaily
it contalns a tremendous mass of iaigely rsdundant date. Analysis of this
mass of data involves the perception of previoucly ee'anlished forms, The
nrimary anaiyals function provides rapid cleesification snd Indexing of the
incoming aignals, In many cases, the pnmary class!dcations provide an
adequate Identification of the signals involved. A few of the coarse categories
may bs further studied {n a secondary analysls deslgned to extract the
mazximum Information from a glven signal, Many of the eperation: required
in enalysle such »s digitelizing, sorting, and storing require high-apeed
machine techniqu#s. Others, such as complex waveform analyeis and langusge
transiation, demend human ssaistance. Of course, the final step in analysls,
namely, Interpretation and dissemination of intellizence Information, is
always a human opetation,

1.5.12 Basle Types of Masking Jammers

The general chamiacteristics of masking jemmer transmitters, Jammers
capabie of obscuring Inforiation, nre treated in Chaptes 12, The bandwidth
of e jammer and its radlated power are both important facters in masking
Jamming. Wide bandwidths sre de:!rable if radars and radio recelvers cover-
ing & boad fiequency spectrum are to be jammed. High output powers are
required to Jam high-powered radars or to jam st long ranges. Genoraily,
bandwidth may be traded for power; i.e., high jammer powei oumpu¢ msy be
achleved by sucrlficing bendwidth, Masking Jamming Is alss effected greatly
by the type of modulation used. The moduletion type, such &2 amplitude or
frequency modulation, and the mcdulating waveform, such as a sine-wave
or sewtooth functicn, determine how the available jamming energy Is dis-
tributed in the {requency specirum. Usually, it is desirable to distribute the
Jamming energy evenly over the bandwidth wi'h the slgnal amplitudes fol-
Inwing a gaussian dist_lbution, The spectrum obtainsg from frzquency mod-
ulation by nelse combined with frequency mudulation by a sine wave ap-
proaches the “ideal” spectrum. Another means of obtaining such a spectrum
is the direct amplification of nolse (DINA). In practice, amplitvde distribu.
ticn ie not truly gausslan because high nolse peaks are sliced off either in-

-
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tentionally or because of equipment limitations. Clipping can reduce peek
power requirements and can minimize power wastcge In the carrler.

Masking !ammers may be placed In the categories of barrage jasmmers,
spot jammerr, swept fammers, and sweep-lock jammers, Some jammers fall
into two or more cf these categories by hzving alternkilve modes of opera.
tion. Barrzge ‘ammers are wideband noise trensmitters dasigned to prevent
use of frequencies over wide portions of the eleciromagnetic spectrum, Many
receivers can be jammed simultaneously, or {requancy-diversity radars can
be jummned without readjusting the iemming irequency. Barrage jammers
may not work effectively sgainst systems whick use high-powered trans-
mitters becauve jammer power mey not be sufficiently high In the transmliter
frequency band, Spot jammers, manuslly tunable tranmnitters which sre
amplitude or frequency modulated by noise or by & pariodic function, can
concentrate iigh power !n a narrow hand; these jammers can be used to
mask specific tranamitters frora communications or redsr recelvers, Where
tunablie recelvers cannot be used as an antijom feature, spot jammers can
bs used to good edvantage. Swept jammers mre transmitters In which
nerrowband jamming signal I8 tuned over a broad frequency band. These
jammers combine the high power cepabiiities of spot jammers and the broad
bardwidth of barrage jammers. An important factor In considering the
efiecilveness of swept jammers {s the dwell time, the period during which
jammer noisa Is In & recelver's bandpass. A sweep lock-on Jammer Is eisen-
tially 8 swept jummer with ihe additional feature of lock-on capablility. The
sweep lock-on jammer can concentrate much nolise power In a nacrow band,
This type of jammer can lock on to & second signal much more quickly than
a 5pot jammer can,

1.5.13 Gecmetry of the Jamming Problem

The locations of jammers and recelvera affect the required jamming pswer
levels. Equstions are readily derived for particular gecmetries and partic-
ular jemming situations; parameters entering Into these equations must
be carefully considered for esch individual problem. As wouid be expected,
the threshold of intelligibility must be defined differently for each gystem
and for each type of jamndng signal. Some of the factors which eppear when
considering geometrical relations In radar jemming Include the lamming
nolae-to-signal ratlo a¢ the recelver, recelver bandwidih, :ange between jam-
mer and receivers, anienna gains, and radar cross zecticns. How a particelar
jamining situntion Is examined determines which of theee and other {uctors
popesr In the equetions, Fer example, If s self-screening alrborsie radar
{aminer Is aboard the target aircrafi, the minimum rsnga at which the
jommer is effective is exprecsed in terms of the Jadar puak power, the rader
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transmitter antenna gain, the radar recelver bandpass, the jammer powe: per
magacycle, the jammer antenna gain, the radar croae secilon of the target,
the ground reflectior. facior, and the camouflage factor. For the case of
{amming a search redar from a target aircraft carrying the jammer, many of
theze same expressions can ba used in deriving an equaticn. Here the final
equation may bs a comparison only of maximum detscilon ranges out of and
in & jamming environment. The ratic of the rangec can be expressed rimply
in terms of the normal minimum detectakble signal and the minimum detect-
able signal in the preseuce of jsmming noles, For communications jamsmiing,
two ranges, that between the communications transmitter and the receiver
and that between the jaramar transmitter and recefver, must be considered.
Tn a cas2 auch as this one, more attention must be paid to propagation con-
ditions since the tranamission paths are not the same for the communications
and jamming sirnals. The geornetrical picture of the radio proximity fuss
Jamml: g problem is more compiex tkan those of communicaticns and radar
problems. It is recessary to consider the trajectory of the fuzed missile, the
locution of the jammer, and the target area to be protected. If a fused missile
is to be predetonated at a certaln height above the yround, the jamming field
steength raust be sufficientiy greater than the threshold field strengik above
this height. Other, more complex, geometry problems involving the use of
jammers exist. For example, a difficult zituasion to evaluate would be one In
which multiple !ammers are used against air-to-alr misslles by alrcraii fiylng
in formation. In such a case, to Getermine ths volume of protection, the
pattern of the !smmers’ antennas, the jammey powers, tne spacing between
jfammers, aid the direction of acrival of & missile, all must be taken into
account,

1.5.24 Effectivencss of jamsming Signals

The problems of evaluating the offectiveness of jamming signals in search
rader, tracking radar, und communications situstions are treated in Chapter
14 with consideration being given to those signals established as being
forsible of generation and effective a3 electronic countermeasures.

Firat, the general concepta of determination of effectivencss of signals is
consldered; then search radar is discussedd from both theoretical and experi-
mentai points of view. Criterla are cstablished, and the responser of recelvers
to DINA snd FM-:by-noise jamming are ascertained. The influence of
standard antljamming techniques on the effectiveness of the jamming la
considered.

In tracking radar, the influerce of the type of tracking employed on jam-
ming signals to be used ia established. Experimentul methods of determining
Jjamming effectivenesa are discussed.

The jamming of data links is considered only briefly, Resultz of jamming
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volce-communicaticiig svstems of common types where continued degradation
eather thas thresbold type of fallure {s experienced are shown to be de-
pendent on the svasive action permitted the recelver, particularly in the FM
case, A valld measurement technique for the establishment of Jamming
effectiveness in communications systems Is noted.

At the time of the writing of Chapter 14, little quantitative information
was avallable regarding the «flectiveness of signals in jammiag of single-
tideband and pseudotandom communication links.

1.5.153 Radar ECM Repoaters and Transponders

The advent of broadband radio-irequency amplifisrs, such as traveling-
wave tubes snd disteibuted amplifiers, and of eiecironically tunble oscil-
lators, such es baskward-wave oscillators or carcinoirons, has made possible
the develcpmert of jamiming systems which are relatively sophisticated in
comparison with brute-forcs barrage-jamming equipment. These sophisticated
systemg generally are designod to decelve the radsr operator by producing,
on the radar scope, ‘alse tarpets or targeta giving !ncorrect information, as
contrasted with Larrage or spoi-jamming systems, which depend upon ob-
scuration of the radar scope. Deception-type systems may employ eliher
repeaters (devices which amplify and reradiate ths rider zlznai, adding
incorrect information) or tranaponders (devices which produce simlilar effects
by means of local vsclliators and memory circuits). Repeaters and trans-
ponders have advantages with respect to brute-force devices In that their
pover-cutput requirements are relatively low; and in many situations, decep-
tlon Is achieved without betraying the fact that countermessurer are belng
emninyed. On tha othar hand, harrase and spat lammevs possess the advan-
tage of universality,

Apgiysle shows that the gain required In a self-screening repeater ia
independent of the range, aad is, in fact, a function of the ratio of the
effective 7adar crous section to be esimulated to the capture area of an iso-
troplc radlator, On the other hand, the power requirement is in accord th
tha usual jamming equation, and is inversely proportional tc the square of
the range.

Varlcus types of repestars are described, including straight-through repeat-
erd, swept repeaters, and gatsd repeaters, Such repeaters may be used to
change the apparent size of the target. In the case of the swept repeater, the
disruption of the operation of seml-active systems utilizing doppler shift
may be efected,

In addition. as discussed in later eections of Chapter {5, various deception
techniques can be incorporated o preduce false targets or to generate false
range or bearing information,

Single frequency transponders have been used for some time to produce
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false target informstion in a limited frequency range. This technique has
been extended to the dovelopment of search-lock-jam transponders covering
& broad band of fiequencies, utilizing traveiing-wave tubes and backward-
wave osclilators. In such transponders, a sweeping osciilator stops sweeping
when it encounters the radar signal end triggers on & jamming t(ransmitter
on the same frequency. Such search-lcck-jam transponders zcan the eniire
frequency band in the period of a single pulss,

Devices {or obtaining broadband amplification are discussed, including
distributed amplifiers for low frequencies (below 400 Mc) and traveling-
wave tubes for microwave frequencies, Electronically tunable resonsut cir-
cults msy be used for the rapld tuning of oscillators in the low frequency
ranges. Backward-wave oscilletors and carcinotrons are useful in the micro-
wave range.

Deception techniques include false target generation, employing straight-
through repesters sensitive to minur lobea of the radar antenna, and gener-
ating false targetn of a constant range but varying azimuth, Another highly
effective deception technique, employed sgsinst tracking radar, is “range gate
pull-0fl.” This technique Is Implemented by means of & repsater with fre.
qguency memory, which records the frequency of the recelved signal and
reradiates the signal aiter a lapse of time, which is successively and con-
tinucualy Increased in order to pull off the range gate in the radar recelving
equipment. Other repeaters or transponders may employ scan-rate moduta-
tion to generate large error signals in the radar servo loop. Bearing errors
may be introduced into lobe gwitching or conical scan radar tracking systems
by mesna of Inverse gain modulation, which returns strong signala when
wesk ones are received, and vice versa. The velocity gate in active radar
nysteme of the CW doppier type may aiso be pulled ofi by varying the
frequency of the return of the .epeater or transponder.,

1.5.16 Fuse and Communications Repesters

The applicaticn of repeater-type jammers ageinst radio doppler proximity
fuzes and communication links is discussed. In comparison with other fuze
countermeasures equipments, repeaters have a high potentlal against broad
classes of radlo doppler fuzes, Simple repeater jammers have little merit
against communication links; hnwever, variations {rom a almple repsater
may have value &3 a communicaiion jammer.

A brief theosetical discussion is given of the single-channel radio doppler
fuze, including the following types: CW, FM, PD (pulsed doppler), and
nolee. A more gensrai description is glven for zpecial fuzes and multi-chsnnel
fuzes. A basic range equation which relates the range at which a fuze wiil
be predetonated to the fuze perameters and repeaier lammer pirameter Is
given,
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‘The problem of obtaining sufficlent izolstion betwsen input and output of
repesters to prevent oscillation hac led to wide use of time-shared repeaters.
Distributed amplifiers, when used as the final ampiifier of superheterodyne
time-shered recelvers, also serve as the transmit-receive switch, Basic con-
figurations and specisl problems associxted with superheterodyne time-shared
repeaters are discussed, The special characteristics and applications ¢f iong-
and short-delay repeaters are discueseci. The operation of a superregenera-
tive repeater Is deecribed, and its application as a fure jammer s discussed.
The usefulness of the superregenerative repeater is limited by the fact that
It is Impractical to maintain an artificial doppler shift, and the rf band which
can be covered effectively with such a Jaminer Is very narrow,

Care must be taken in the use of ropeaters against volce-commuaication
links since simpie repeaters may actually augment the direct traasmission, A
“bebble-of-voices' jamming signal can be generated by demodulating the
communication signal ther retransmitting the carrier with some new form of
modulation which may be related to tka origiral modulation,

Coded radio-tranemission links are classified a3 asynchrancus or synchro-
nous. The informatior bandwidth of asynchronous coded radio links, such as
common teletype, Is small, and the spectrum of the transmitted signal ir
comparable In bandwidth. Efficlent jammers for this type link can be
produced. As the degree of synchroniam ls Increased, the jamming problem
can be made insreasingly difficult. Speclal faatuies of synchronous systems
using pseudo-nolse encoding, which make them susceptibie to jamming, ars
digcussed,

The advantages of jammers with provisions for monitoring while jarmming
are discusaed. Examnles of lammers of this tyne are clted,

1.5:17 Programimed Aulematie Jamming Syetems

The timeliness which ia essentis]l to the effectiveness of many {amming
cperationa has created a continuing interest in automatic systems. For single
cases, such as jamming of a specific type fuze, a repester which responds
only tu the specific type of signal radiated by the fuze is al! that is invoived.
For more complex cases, such as protection cf n strategic bombing mission
that passes through friendly, early warning, area defense and local defense
zones, more elaborut- programming is required. The key to programming !y
mode nselection, Selection of mode of operation may depend on instructions
fed Into the programmer before the mission, updated instructiony communi-
cated to the vehirls carrying the jammer durlng the misslon, or current in-
formation based on Intercept and analysis of enemy slgnals duriag the actual
jamming perlods. In the example of the atrategic bombing mlssions many
inputs and responses muat bie accounted for. Inpuis may be: type of radar
to be jammed, directior of radar, frequency, scan rate, pulse repetiiion fre-
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quency, ete, Reaponses may be designed to decelve the enemy s to the direc-
tion or size of the attack force or to conceal the attack force completely.
Capscity of the mode selector in terms of nunbers of inpit signals, instruc-
tions, und decisions poesible must be compatible with rellability and wuight
requirements as woll &s with the type of mission. Geographical programming
may be used, hased elther on preprogrammed misslon instructions or on in.
puts from & navigailonal system. This method may provide weight and
simpiicity advantages. In all cases adequate stiention must be given to inter.
ference and electronic compatibility and to proviulon for self-testing of
comiponentz or programa within the jarnmer,

1.5.18 Confusion Reflectors

The radar echo from a target can be masked not only by jamming signala
but alzo by other ochoes. Such echoes are produced by cenfusion refiectors
specifically dealgned for thls purpose. Tha almplest confusion retiectore,
called chaft, ure very fine foll strips cut to resonsnt langths. At longer wsve.
lengihs, untuned lengths of foll, called rope, are commorly used, In both
cases, the echolng area is vesy iarge In proportlon to the weight of :materlal.
Indeed, the basic purpose of confusion reficzters In to provide a large echo
over a brosd frequency band in a compact, lightwolght package. The de-
signer of confuslon reflectors sttempts to place a sufficint number of fslse
targets about the real targel to render difcult its radar igentiilcation and
teacking. ‘This requires rapid and unlicrm dispersal of the ir-ividual ele.
ments sfter ¢jection, as weil as a slow rate of fall of \ne resuivng cicud. In
principls, the different velocity of the real target permits the radar tv die-
criminete against surrounding confusion reflectors. However, the ‘3chniques
required to perform the necessary discrimination lUmit the over-all per-
formance cf the radar. Only a slight degrauation of this sort may strongly
affect the outcome of an engagement, For exampl, » tracking rader sy be
forced to reacquire its targst because cf the nolselike signal introduced by
chaff. In ar ¢ngagement beiween high-velocity vehlcies, the res:ling logs of
guldance informatlon may suffice to cause the atiack co fall. Simlilarly, in a
search radar system, when the number of tirgets approachzs the available
cepacity, tha Introduction of added discriminetion requiremenis may aaturate
the aystem,

1.5.19 Target Maskiag and Fiodification

The echo from u tsrget 's docermined by Its geometrice! shape and by ihe
reflaciivity of its wurface. By controlling these factors, the radar visibility
of a target can bs reduced or Incresezd. In the cac? of real targeis, & redus.
tion Iz deslved, while In the case oi false targets, enhancement of the echo
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is scught, Shape fectors control the directional propwrties of tho reflected
signal, Thus, a flat surface, large comared to the wavelength, concentrates
the reflected energy In & narrow beam; unless tne surface lu exactly normsl
to the fncldent signal, there {5 no reflection toward the scurce. Converaaly,
thrse veflecting planes at rigint angles reflect the incident energy back toward
the source. These two types of aurfaces respectively reduce and enhence the
radar visibility over & wide range of aspect angles. Absortent coatings can
be made eectlve cver a limited band of froquencles and engles of incidence.
In general, the wider the range of performance, the bulkier the material
becomes. The e¢xtent to which the countermeasures designer can control
shape and surface paramsters {3 usually limited. This s particulsrly true In
the case of airframes. However, for ground targets, very effective transforma.
tions of the radar scenery have been achleved.

1.5.20 Decoys

\n effective defense must send weapons agsinsi all targets that are threats.
When the number of threatening targets oxceeds the sunply of weapons, then
the excess cannot be engaged at sll. The alm of decoys s to provide enough
false targets interspersed with the real ones to saturate the defense in
thls manner. The key to the decoy problem i3 evidently the discriminztion
batween true and felse targets which can be exercised by the defense within
the time and apace limite of the engagement. Accordingly, the dscoy Cealgner
sttempts to make discrimination difficult by closely simulating the raduy sid
infrared characteristics of the resl targe:. Since the decoy must be subsian-
tially less cosily than the real target, only the critical characteristics can be
troated. Even with this limitetion, the cost of a flock of decoys expended in
one engagement may be high. Ageinst this cost must be balanced the cost of
other protective measures. The poanibility of Improvements in radar dis-
crimination must slso be considered, since a single change in radar technique
might unmask the decoys and render them useiess. The Interpiay of thes:
factors glves the decoy problem broad scope in countermeasures, even
though its practical application has been llinlted, To illustrate the many fac-
tors Involved, the problem of decoys for heavy bombers is considered in
Chapter 20. The ground defense, bomber, and decoy characteristics ali enter
this studs,

1.5.21 Characteristics of Infrared Radietion

Infrarcd refers tv the portion of the electromagnetic spectrum lylng be-
iween the vivible end short-waveiength microwaves, Since all objects st a
temperature above absolute zerc emit infraved radiation to some extent,
many objects of military Importance are unavoldabiy good infrared targets.

B, i RN
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The wavelengih region irom 1.2 to 7 microns {s &t present the moat Im-
portant from the militsiy standpoint.

Some of the advaniagea of infrared over microwaves follow. (1) Much
greater resolution can be obtalned with infrared devices, which use very
much smsller “spertures’” than microwave devicea do. (2) Many infrered
systems are pessive. (3) In an active system (¢.g,, communlcations), the
onergy cannot be intercepted by th. enemy without getting directly in the
beam. (4) The electronic clrcuits are ususlly simpler and cheeper than those
in micrewuve devices,

Some disadvantages of infrered aa compared to microwaves follow. (1)
Clouds and water vapor greatly reduce tha effectiveness of infrared systems.
(4) Background radiation, particularly in deylight, Is often troublesome.
(3) Infrared sourtes end detectors cannot be “tuned” aw sharply as micro-
wave devices, (4) Pastlve Infrered systoms do not give range Information,

Detectors which hava found the widest applicstion among talitery Infra.
red devices are the high-sensitivity, short-time-constant photoconductors
such as lead suifide, lead telluride, end indium antimsnide, Thermal detec-
tors such &s bolometers and thermoplies are used less frequently in military
applications, especlally in tke short-wavelength reglons, bsciuse of thelr
relatively slow response and, frequently, low sencitivity.

Tae chief military uses of infrared are in tracking, I« mepping, and in
communicaticns. Trecking devices have ‘cund wide application in afr-te-2lr
and surfuce-to-zir missile systems. These passive devices track the radiation
from slrcraft sngines. A number of infrared acanuning devices have giso heen
developed for cbtaining high-vesolution mapi of ground inst: -tions. Infra-
red strip maps can be used to idantily objects which cannot be identified

from nhotooranha.
rom b pahs,

e =gy e

1.8.22 Infrared Countzrmeasures Techniques

Most military Infrured devices are paszsive in that no active source fs
required to Hluminate & potential target. These deviczs conerate solely an
radistion which originates from their intended target. Because cf this, prac-
tically all infrared countermeasures ars based on two besic concepte; these
are the concept of a false target and the concept of suppressing rediation
tom potentiai targets. Consideseble study hes been devoted to the use of
decoys us faize targeis againsi air-to-alr inissijes sttacking subsonic jet alr.
craft, The decoy In its most common form conalsts of a pyrotechnic flare
similar to those whick hisve been vsed for illumination snd identification pur-
poses. Those factore which are Important In deeigning and using & fiare properly
incluge Infrared intensity ratio between flare and aircraft, fiara irajeciory
with respect to the fiare-dispensing alrcraft, charrcteristics of the mlssila
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soeke:, and the misslle guldance criterion. Decoys might be uied more ef-
factively if they are used In conjunction with some fort of radiation reduc-
tion, Shiclding and vooling of jet engines cun be used te alter the radiation
pattern of aircraft such that the aons in which these alecraft can be tracked
by infrarec seekers I3 reduced, Infrared engagemsant warning systems can be
used to detect rocket radistion of ale-to-alr imissiles. When a iaunch is de-
tectsd, countermeasures can be initiated. Such warning systems do not have
the czpability of indiceting whether the mimile Is an infrered or radar-
guided weapos.

Decoy radiation sources and camouilage techuiques could concelvably be
uzed to protect grouad inataliz:lons, However, the most effective means tor
the protection of ground Inswsllations appeers to be the use of screening
agonts such o smokes composed of plastic particles, Principa! problen:s in-
clude producing a sufficlent quentity of smoke o protect a large area, the
settiing rate of the particles, and the toxiclty of the mateiial uced,

1.8.28 Undervater Acenstic Countermeasures

Chapter 23 describes the basic concepts of underwater acoustic counter-
measures, including system description and deslgn requirements. Thie ocean
presents & very poor enviroument for the propagation of electromagaetic
waves; therefore, underwater communication and detec‘ion musi rely on
other jorms of enargy propagation. Acoustic energy Is most commonly used,
both In the soric and uitrasonic frequency ranges. The word ‘‘sonar” is vsed
to desciibe, !n general the detection end tracking of underwater tarzgets,
whether by pasilve listening or wtively trangmitting pulses,

The geners! functlona of intercept, jamming or masking, and deception
are discussed, and the rpecial problems sssocisted writh surface shin and
submarines are comsidsred. Nonucoustic methods of datection are currently
unable to detect a submerged submarine, although 13search efforts which
may prove effective aré being made, The modern tubmarine is esssnifally a
true submersible; thus, acoustics pravide the only ready appreech to detect-
ing and destroying submarines, Submarines, therefors, should be primarily
capable of countering acoustic detection and attack,

The submarine platform i3 used as the basis for developing a counter-
measire system and showing the relationships of the subeystems. A func-
tionally iniegrated system is described which pesiorms the functions of
intercept, signal anaiysly and display, tracking of molsy targets, and auto-
metlc control of both mounwed and expendable jammers.

Design requirements for Interception, jamming, deception, and vehicles
are given, The basic difference between an intercepr recelver and a passive
sonar is that the former iy designed to Intercept deiiberately transmitted
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aslgnals, whereas the ‘atter is designed to detect nolse ehips make In transit-
ing the 1eas. Specia! probleme assoclated with the dealgn of passiva sonar
systems are discussed. Requirements based on system oDerating paramsters
are glven,

The relative merits of masking and jamming are given, Dealgn require-
ments for jammers are discusced Io relation to the system-operating pars-
meters. Specific Jammers are doescribed end evamples of jemming effective-
nass against sonar are givan,

The generc! battie sitvation in which the need for deception devices arlses
Is desctlbad, and decoys which inay be used to zimulate a submarine are
discussed. Jammers used In protecting either submarines or surface ships
may be mounted on towed or expendable-type vehicles, The requiremen.s
for such vehicles are considerably different for the two platiorms. Tha re-
quirements and dealgn of these vehicles are dircuneed,

1.5-24 Circuls

Chapter 24 {a a compendium on circuit techniques, techniques which may
be applied to dovices In many fields besides thst of countermeasures. Linear
video emplifiers are descrihed with empliasis on the time or transient rs-
aponae of these amplifiers to » square-wave Input, How rice timas, consider-
sbiy snorier than .- .»¢ cbtalnabls with video amplifiers, can be obinined
with additive ampuiners (such as distributed amplifiers and split-band ampli.
fiers) Is ulso discussed.

A section on flter amplifiers treats the subject fzom the standpoint of
freguency response. In many systems, there is & requirement fcr producing
2 signal gain over a tand and for rejection of signals outside of this band.
As examples, {-f amplifiers, with and without staggerad tuning, are discussed,
The effects of single and donble-tuned intersiage networks are alsc deseribed,

The general characterlstics of passive frequency-selective filters are de-
scribed briefly. There la a shnilar section on time-domain or correlaticn
filters, Other <lrcuits briefly discussed Include amplitude lmiters, super-
regenerative circuits, and locking-in osclllators,

1.8.25 Mechanically Tuned High-Power Oscillators and Ampli.

fiers :

Historically the developinent of new applications of electronics fn war-
fare, other than countermeasures, has gone hand in hand with the develop-
ment of naw devices for power generation, modulation, tuning, rf switching,
etc. For exam,.!e, radar develnpment was made possible and hes continued
with devzlopment of high-power, pulse-modulated tubes; high-power modu.
lator tubes; gaseows TR tubes; ferrite isolators clrculators; and antenna
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switching slements. Requirements end the value of countermessures equip-
ment to destroy or minimise the effectivercse of radar were definabie ar
rudar cheractaristics; andg limitations become known. Thus, ths general
cherecteristics of devices useiul in the countermessaiizes application bave beer
defined and are weli known. Some of these ars: broad bandwidth, high cw
power, wide tuning range, rapld tuning, high eficiency, and susceptibity to
& varlety of modulations, It is characteristic of countermeasures-device de-
velopmenta that they have been “forced” in reaction io tha development of
terget equipment. This has led to much use of state of ke art development
end reiatively rapld chsalsscence,

Chapters 25 through 28 cover the background snd present picture of
device develoyment.

The first significant serles of developmente beginning during World War
IT and centered around more or leas conventional mechanically tuned triodes,
tetrodes, magnetrons, and klystrons, The magretron by virtue of {ts basic
hig* efficiency and high power cepabliity has been u.d still {s widely used
in the microwave regicn, Below 1000 Mc, tetrodes have been a atrong com-
petitor. The kiystron has sulered primarily becruse of the interreinted
relatively low effciency, tunability, and bandwidth prublems. Accessory
equipment such as modulators, filament coniral, focusing magnets, and mag-
netic supplies have been the source of many difficult problems primarily
associated with cise and weight of enulpm.ent,

Developinent of counter-countarmeasures auch as {requency-diversity radar
has jimited che sppilcability of mschanically tuned devices and stimulated
the development of direct generation of nolse for barrege-type jamming
and electronically tuned devicea discussed in tho {oliowing sections.

1.5.26 O-Type Mierowave Tubes

The Invention of the treveling-wave-tube amplifier with its basle broad-
band charucieristics was the beginning of a series of devslopments caplializ.
ing on the basic principles of interaction with traveling waves in both
nonre-entrant and re-entrant structures. Design of beam-forming ejectron
guns, magnetic focusing, and slew-wave stiuctures have progressed together
to impreve nolee characteristics for recelving applicutions and power and
efficiency charac istics for trarsmitting applications,

The discovery . -d spplicatini of backwerd-wave Interaction led to another
lmpotteny feature, electronic tuning, orders of magnitude fasizr than was
possible mechanically,

This type of tube, classified the O-type tube, inciudes all traveling-wave
types, and emplifiers and osciliators not having & magnstic field perpen.
dicular to the flow of electrons, O-type tules find thelr most significant ap-

Ny AR SRR i
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plication In recelvers. As power-transr:iiling tubes they suffer from low
eificlency, generslly less than 30% for surward-wave atructures and of the
order of 10% for backward-wave electronically tunsble structares. Beck-
ward-wave oscillators have genorat: 1 frequen .es up to 100,000 *ic st mitll-
wati power levals, Several hundred stts have been achieved at S-band.

1.8.27 Crossed-Field Misrowave Tubes

Probably tho most signlficant single factor slnce World Wer 11 {n the
development of potential for Jamming capability has been the increuse in tke
verseiilliy of crossed electric- and magnetic-fiold microwave powsr generators
and amplifiers. The mechanically tuned magnetron which has been basic to
mokt microwave jamming systems is notable for its high efficlency and rels-
tively high power capabilities, However, it does not provide all ths: tho
designer requires In flexibility when cne considers modulation, tunabllity,
bandwidth and emplification requirements, The so-cailed if-type backward-
wave osclllatcrs and amplifiers (54 for magnetic), Bitermitrons, voltage-
tunable magnetrors and, more recently, crossed-field forward-wave emplifiers
have done much to remove these I!mitations,

With the high-power hackwerd-wave osclilators, 200 to 400 watitz can
be obtained at any frequency from 200 Mc up to 11,000 Mc at 20% to 40%
efficiency. Tuning ranges of 30% to 50% are pessible. Radiated noise band-
widths up te 25% of the operating frequency ara possible. Power outputs in
excess of 1000 watts are availabis below 3000 Mc; 10 kw has been obtained
in the 300~ t5 400-Mc ranges.

With a Bitermitron {backward-wave amplifier) snd oeclilator driver, com-
bination power outputs in oxcess of 100C watts have been obtained in the
2800 to 1300-Mo runge, and 450 watts huve beon obtained at Y-band, At
high power levels, ti  Bi:ermitron ia more precisely descrined as a locked
oscillator than as an amplifier, At low power levels, with the tube acting as
8 supsrregenevative amplifier, gains from 30 to 70 db have been obtainsd at
S-band, Stability in this mcda of ¢ peration requires carsful attention to the
design of accessory circuitry,

The voltage-tunsble magnetron has simplicity as its great virtue. It e
inherently low power and low efficiency for tuning ranges similsr to those
of backward-wive oscillators but has many applications as & local ozcil-
lator or driver In ECM systems. When it Is assoclated with & power travel-
ing-wave tube, very flexible jamming-systems design is possible since it can
provide driving powers of ! to 7 waits tuned over & 2:1 frequency range.

It the tuning range Is restricted io 10-15%, 50 to 100 watts of output
power is achlevable at greater than 507 efficiency. Above 6000 Me, the
power output s restzicted to the mililwatt favel in the preaent state of the
art,

N
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Future devclopments promise higher powers and slightly Increascd sfficien-
cles for all of these tubes combined with the attractiva festurer of wide
bandwidtk and electronic tuning rangs.

1.5.28 Ferrimagnoetic, Gaseous Electronie, and Ferroclestiric
Devices

Ferroelcctric, ferrito, and gaseous electronic devices scem fo be unrelated.
However, at frequencies below 50C to 1000 Mc, ferrozlentric snd ferrite
dovices exhibit anajogous dielectric and magnetic nonlinearities applicable to
electronic tuning, modulation, and other parametric applications, At fre-
quencies above these values, ferrite and gaseous electronic devices in the
presence of a magnetic field exhibit analogous magnetic and dielsctric ten-
sors, dependent on the applied magnetic field, leading to nonreciprocal wave
propagetion, variable phess shift, wave switching, variable attenuation, and
diglectric breakdown, Thete phenomeng find many potential applications in
countermesaures equipment.

Tha contrel of properties of ferroelactric and ferrite ceramics, ai well as
gaseour eélectronic medis, is relatively difficult to schieve. Certain inherent
properties, suck as teinperature and frequency sensitivity, ulso create prob-
Iems. Howevsr, much progress has been made in the spplication of thes
devices to tuning of search recelvers, antenna switching, modulation, broad-
band isolation, ampiltude regulation, And limiting phase-shiit control and
polarization rotation, Continuing effori will mature these applications and
discover more,

1.5.29 Anionnas

The impedance end radistlon properties of aniennas sre corsldered in
genersl; end in detzll for the countermeasures spplication. The lnput im-
pedance of the antenna Is expressed in terms of the voltage stending-wave
ratio. The radlation pattern Is s two-dimentional plot of the variation of
antenna response a3 the antenns s rotated about a specified axis. The power
gain of an antenne is defined as the ratio of the power delivered hy the
untenna to the power which would be dellvered by an lsotropic antenna
located at the same point in the incident field. (An isotropic sntenna is an
idealized, and fictitlous, sntenns whose radistion pattern iz a clrcle for any
orlentation of the axis o the pattern.) The directive gain of an antenna is
defined In the same fashion as the power gain except that the antenna Is
sssumed to be free of losses. 1t Is useful to rafer to the aperture, ometimes
called the collecting aperture, or recelving cross section of an antenna, and
to define effective gain and effective aperture as the values observed when
the load is mismatched by some known amount., Aperture efficlency is the
ratio of the aperture of an antenna to its physical cross section.
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Bondwidth considerations particularly important for ECM applications
ere discussed. It is shown that every radiating device is a high-pass struc-
turs and that, tho higher the Q of an mntenna, the more difcult it Is to
match over a wide band. The jamming equaticn s stated, and the effect of
the gain parameters in this equation Is discusssd with particular refsrence
to the development of optimum jamming antenns peiterns, Examples are
given of optimum patterns for various situations. Similar treatment s glven
to optimuin intercept antenna patterns,

Typical ECM antenna detigns are described, including electric dipoles,
magnetic dipoles, helical and spiral anteunss, logarithinically perlodic anten-
nas, Lorn antennas. reflector-type antennas, surface-wave antennas, and
antennas for direction finding; and thelr VEWR and patiern characteristics
sre discussed. Sliing problers are reviewed ir a gener:l fashion.

1.3.30 Supplementary Circults eand Technigues

In Chapter 30, an assoclated group of techniquis, which are of special
value in the design of countermeasures equipment, are described. The main
subheadings of the chapier are Recelver Circuits, Ansiyzer Circuits, Trans-
mitier Clrculis, and Recording Techiniques.

Under each subheading » brief discussion s given of epeclal requirements
placed on countermessure equipments, and specific techniques for handling
some of the requirernents are described. Clrcuit disgrams or block diagrams
are shown for ail techniques ciscussed. All discussions are based on con-
cepts and techniques which have been demonstrated with working models
of equipments.

1.5.31 Propagation

Aspacts of propagation which are oi most direct cclicern in electronic
countarmeasures, and particularly in radsr countermeasures, are ccnsidered
In Chapter 31. Since the propagation characteristica of the transmission path
afiect both active countermeasures (powe: jamming and Jeceptive jamming),
and passive countermeasures (detection, location, and detalled signal analy-
gis), attentlon is given to both of these functions, in addition to the propaga-
tion question in general,

In the case of line-of-sight propegation, the frec-space propagation equa-
tion, given In Chapter 31, is afiected by meclecular absorption, lonospheric
dispersion, tropospheric refraction, ionospheric absorption, tropospherie dia-
persion, ionospheric refraction, and polarization. In tiie absence of any of
these effects, & sample figure of 157-db attenuation applies to transmission
at a frequency of 100,000 Mc over a distance of over 10 miles; at 10.000 Mc,
over a distunce i over 100 mlles; at 1000 Mg, over a distance of 1000
miles, or at 100 Mc, over a distance of 10,000 miles. Thus, other things
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being equal, free-space propagation favors the lower frequencles, Molscular
sbsorption modifies this sample result considerably. The rrincipa! gasecus
molecular sbsorption bands axist at frequencies of 22 kMc (H;0), 60 kMc
(Og), 119 kMe (Q;) and 170 kMc (HyO). Because of such molecular ab-
sorption, the losses In the transmission path may be increased by unex-
pectedly large values. For examplas, vertical transmission ¢o & helght of 10
miles at 60 kMc may be subject ¢o an zdditions] 100 db of loss dus to
oxygen absorption, A tangent ray traveling to a height of 300 miles may
experience absorption as high as 4600 db at 60 kic,

Ionospheric ebserption in the case of & radio wave propagating through
the ionosphere has s negiigible effect at frequencles above 30 Mc. Tropo-
spheric dispersion also has a smali 2fiect, In comparison with the absorptior:
suffered over & glven path, Physe distorticn i encountered due to lonoapheric
dispersion. ¥lowever, it I found thai reiatively narrow pulse widths tan be
transmitted through the fonosphere without excesalve distertlon, For example,
the minimum pulse width st 1000 Mc {5 0.2 usec; and at 5000 Mc, 0.02
usec, Accordingly, ionospheric dispersion 1 not usually a ssrious problem.

In line-oi-sight propagsiion, variations in the Index of refraction of tbe
atmosphere cause smsll changes in direction of arrival, which, however, may
result in destructive Interference. Tropospheric reiraction, where strong
stratiflcation of the atmosphere exists (ducting), results In strong downward
bending of rays within line of sight and sngles of arrival higher than would
be the caze under standard conditions. Similar downward bending iz caused
by ionospheric refzactlon, even when the frequency le suficiently high to
penetrate the lonosphere. Changes ir polarization, when transmitting through
the lonosphere, may also affact the line-cf-sight caze,

Transhorizon propagation may result from the ph~nomenon of refra.iive
bending. In addition, there are other mechanisms such as difiraction, scat-
tering, and reflections from meteor trails and aurorss which help clrcumvent
ths limltations of the horizon. Tropospheric refraction resulting from tem-
perature inversions and strong vertical iwumidity gradients may permit trans-
mission far beyond the horizon. Signal levels In & duct may average &round
the free-space lovel sppropriate to the distance covered when well beyond
the horizon. Torospheric refractior. and refiection are effective at horizon dis-
tances generally below i00 Mc. Tropospheric scattering efiects result in
exterued transmission beyond the horlzon. A useful, though not exact, rule
of thumb for estimating signal levels at frequencies in the general region of
several hundred or a few thousand megacycles Iz to consider the signals at
{00 miles to be 60 dt Lelow the free-spcce value, and io be decreasing ot
0.17 db per mile. Tropospheric ecattering also has the effect of spreading
the power over & range of angies 1° or 2° In extent,

o
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History of Electronic Countermeasures

D. B. HARRIS, H. Q. LORENZEN, 8. STIBDZIR

4.1 The Develepmusat of Countermcnsures Througk World War I

3.1.1 'The Early Days of Hlectranic Warfare

Electronic wariure was first employed &3 ¢ preliminary to the Bsttle of
Jutland. Ia the dsys preceding 31 May 1016, the Admiral of the Fleet, Sir
Henry Jeckson, umployad evidence of coastal radio direztion finders under
Admiraliy supervision to detect movemeat of the German fleet. The changes
In ths spparsnt directions of airival of radio signals from the enemy fleet
were very slight, but Sir Henry dared to move the opposing British fiset on
the basls of this information. An interesting related fact is thst the British
ked the code books racovered when the German light crulse: iMagesburg
ren syground aiong the coast of the Russian Black Sea twu years eatlier;
hence the damage infilcted by the British wes no secret as ibe Hattle of
Jutland developed, since the Admiralty was able to decode the German
radlo messages,

The British Adiniralty and the U. S. Navy later worked togother o2 a
scientific team, even before 27 Juna 1940 wheu ths Neational Defense Re-
search Committee was formaliy established In the Uniied States. The Navy,
a3 well as the other Sccvices, has continued to be active in the ECM efiort,
to this day. During World War II the Navy effert was centered at the Neval
Research Laboratory in Washington, where in-liouse rosearch wes carried
ori by the MR stafl. Thic Naval Laboratory served to fill the Navy's urgant

2-1




2-2 ELECTRONIC COUNTERMEASURES

flest requirements until the iznmediate threat could be neutralissd and com-
mercial talent could be brought into pley to furnish the production quantities
of the equipments needed.

Similarly, effort in the ECM field on the pact of the U, 8. Army, by the
Signal Corps, provided the ground-basad and sirborne U, S. Army Alr Corpe
equipments, Direction-finding (DF) techalques !n the hf band had siready
been developed to give satisiactory performance nrior to Worid War II.
Ground-based end sirborne directisa finders wers develeped by the U, §.
Army Alr Corpe. Wher experiments showed radar to be a practical device,
DF technigues wers extended upward in frequency, siid some preliminary
thought wes glven to methods for neutralizing radar technology.

History of ECM during the Battls of Britaln. The {orerunner of ECM
was the Jamming and decepilve tactics of the British against the navigational
2ystems of the Germans early in World War II, In June 1940, the Germans
esicblished an extensive serias of short-wave stations (200 kc o 900 Mc) in
northern France, Theoe stations were beamed ovar London. An alrcraft
squipped with a loop antenna could gev on any one of thess heams and foi-
low it directly over London. This quits successfv! navigationsl &l¢ waa
known as Lorems.

After a great amount of study, the Britlsh countered with a system they
called Meaconing. Combinations of recelver and tranamiitar, separated by &
to 10 miles, were established. A Biitish recelver pickad up the navigational
beams {rom a German transmitter and sent the elgnal by land lines to a
Britlah transmitter, German planes attempting to gst hearings then recefved
signals from the original {German) transmitier and the British transmitter
or masking baacon (meacon) and obtalned either mo besring or the wrong
bearing. On severs! occasions German planes becameo completely lost and
landed on British air fields,

Then the Gsrmans used two intercommunicating trenamitters on the
French coast, and vhile one transmitted dots the other transmitied
dasher, on paralisl beams, When the plane wes on the courss betwzen the
beams it recelved a steady tone In its recelver. When off to one side, It re-
celved ecither dots or dashes, The steady tons was 0.3° wide. Using this
system, the Germans werc able to determine their positica over London
within 900 yards. This Knickbein was called Headacke by the British, who
countered with a system called Aspiris, » recelving-transmitter setup work-
ing on the same princlple as Meaceoning, This system simply retiansmitiod
the German beatns on to a new locatien,

About September 1940, the navigational war really got down to business.
The Germans initiated the use of Ruffai, a propaganda project which cper-
ated on 70 Mc. The propaganda wus used to conceal a directional purpose,
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and it fooled the British for & long time. Shortly before a raid was scheduled,
this propaganda bsam continued broadcasting but was narrowed down to
3°, and this, called the pliot beam, was the beam that the formations fol-
lowed over the target. In addition, they had a second 3° boam which crossed
the pllot beam at predetermined polnts. A clocking device, which gave the
plane’s ground speed, was turnad on when the piane crossed the pllot beam.
Then, according to his alr spesd, aiter the plane crossed the second beam,
the bombardier dropped kis bombs at certaln polats or time intervals. The
method used in obtaining such ¢ narrow bearawidth hes never been doter-
mined,

The British counter for Rufian wes Bromide. Again, the Meaconing idea
wss used on & different frequancy. The Britlsh :ebroadcast the narrow pilit
beam with a nondliections! antenna, making the beam useless for nuvigation,
They also used dizactional antennss to rebroadcast bsams across the pilot
beam in such a manner that enemny bomb loads would bs dropped In the
English Cheanel, During this period, newspapers carriod the story ihat the
bomberz dropped their losds in the Channel becauss they were running from
the Sritish Spitfires. This was 3 securlty messure taken to keep the Ger-
mans from realizing tbe effectiveners of Britlsh countermeesurss, Ruffion
waz usad by the Germans untl Januery 104!,

‘The third phase of the navigational wer brought out still another com-
plicated German syatem called Bemito, The Bemito consisted of a 45-Mc
beam, {requency modulsted, This again was the pilot heam with the London
area as the target, The lead plane in a formation waa squipped with a trans-
mitter, The plane flying down the beam received end rewranzmitied the
modulated signal back to the ground station. By measuring the phase dif-
ference between the transmitted signal and the recelved sigral, the ground
station couid inform the piane by radio of its exact distance from London.
Aiter & period during which London was heavily bombed, the British coun-
tered with the Domino. They agaln rebreadcast the German heam. with &
nondirectional antenns. As a variation, the British rebroedsast the German
beam so that it would appear a3 If the planes were far from London, or past
London, Ancther variation which vexed the German pilots very rauch was a
Germen spcaking volce coming In on German recelvers, giving them wrong
directions. This volce, originating in an English station, often led the German
bombers to land st British alrpcris. Bemito was used by the Germans uatil
about June of 1941,

It ecemed that the Germans hed exhausted thalr power to bulld new
navigationsl slds, but they still managed to devise now methnds for using the
cld systems, The Germans egu:pped oine squadron (KG-100) with all their
available navigational aids and uzed the varlous tvpes alternately, The KG-
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100 dropped incendiaries o= Londen, makine it poseibls for bombing plsnes
which foliowed them in to drop their loads on the fires, The British countered
with false fires set up outside of London in the path of the advancing bomber.
Theve fires were pilss of waste which were prepared in advacce, Thoe false
fires were cailed Starfish. After the CGerrmans droppsd thelr incendlaries,
several Starfish would be ignited. The bombers, seeing tho Stardish first,
would drop thelr bomb loads on them, thinking them: (he target, When the
British first used Starfish, az many as 95 percent of the bombe wers dropped
on thece false targets. When the Cermans reslised the ruse, they dropped
th=ir »ombs on the second ares of fires, Agaiv Starfish was used, but on the
other shde o the city, so that the socond fire was vot tha target. The results
were & divislor of droppings of the Cermars’ bsmb loads. About 30 percent
of the bombe we, he.: usuelly drospad on Starfisk.

Several importamt  son- epplizable to ECM were learned In thiz naviga-
ticnal phase of the war, In the first place, the Germans carried on thelr
experiments In range of the British monitors, or trisd cut new systeme n
advanca on a small g2ale, As & resull, Britain had a big advantage in time
for developing countermessures. The Germans slso set up thelr heams eerly
in the sfternoons, giving the Eritisk cpportusity to fly down the beams snd
determine the targets to be bombed that night.

Lityasw Compeiga, British jamming of the radlo chen<eia began in the
Libyan campaign, starting 18 November 1941, The British had nrot used
jamming prior to this time because of their feer of retalietion by Germany.
Toe communications channel jammed was the German tank radio on 27 ‘o
35.5 Mc. To carry out the jamming, Wellington bomber: were equipped
with 30-watt transmitiers covering the frequancy range. The frequency of
each trensmitted signal was modulated to prevent glving a steady tone., A
speclal antsnina was made which sculd be towed by the bomber and which
was about 3 inches in dlameter and about 9 feet long. The lamming operation
was very successful, Stations more than 2 miles apart wero unshle to com.
municate with each other. Those close: together than 2 miles ked vary er-
ratlc operation. The jamming equipment consisted of ax osacillator fed to a
power emplifier, The f{requency was varied by mechanically rotating one
element of & condenser in the cacliiator circult, The British negiected to
pravide fighter protection for their jamming planes, and &3 & reault, the
Jamming was soon interrupted.

Brisish Jemming of German SSV Egwipment, The next operntionsl jam-
ming was done against the German SSV (Shore-to-Surface Vessel) located
off the French cuast. Each time the British brought & convoy through the
English Channel, German radar-controlled guus would fire on the convoy.
The British aet up land-hased jammers across the channe! and !ammed this
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radar effectively. Some Importent facts relative to ECM came out &t this
timis. The Germans had ali their zquipment on approximately the same
frequency, thus making it eany to jam. The first time the British jammad,
the Germanz turned off their radur, thereby divulging that jamming wae
effective, Later, the Germana atagpered the frequencies used, making jem-
ming more difficult, The Germans started jamming in Fobrusry 1942 and
eventually built a jammer for e sery English radar unit, Including gun laying,

2.1.2 Iviidal United Sivtes Efiorts in Eloetronic Warfare During
World War 1

In an effort o supplement the already overburdened Army sud Navy re
geerch programs, OSRD, the Office of Sclentific Research and Development,
wis established by executive order {n June 1941, It contsined § major
branches, of which one, NDRC, was {a turn divided lnte 10 divisions, Ad-
ministrative functions and lisison witk: the Army and Nuvy were performed
by tho headguarters of OSRD,

OSRD was feunded for the purpose of cerrylng on research In support of
the Army and Navy on an emeérgency basis. It was provided with its own
funds for finencing research contracts with univarsities and Industrizl organ-
izations throughout the country to fulflll the urgent wariime remulrements
of the Army and Navy.

3.2.2.1 Naticnal Defense Research Committee (NDRC)

NDRC was the branch of OSRD which was concerned principally with
the physical sclences, and it was witkin the siructure of NDRC that the
GSRD countermeasures program was carried out. Each of the 19 “divisions”
of NDRC was headed by a committes. The Divislon 15 Committes, under
Or. C. G. Sulta, sdministered the countermeasures program. Divialon 1§ con-
talned several major subdivisiors, Inciuding an office at Schenectady, New
York, responsible for tube contracts with verious manufacturers; an office
In New York Cliy, whizh udministered contracts for counterreasurss; and
an office in Cambiidge, Maszachusetts, responsible for the sdminlstration of
contracts In the Boaton sres, including the contract under which RRL, the
Radio Research Laboratory at Earvard University, was operated.

2.1.2.2 Coordiration of the Program

The Army and Navy coorginated ECM program was carrled out by
NDRC in cooperation with the various lsboratories and bureaus of the
Armed Services. Chief ainong the agencies representing the Services were the
Alreraft Radio Laboratory at Wright Fieid, Ohlo, the Naval Research Labo-
ratory, the Office of the Chic! of Naval Operations, the Bureau of Ships,
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the Bureau of Aeronautics, the Ofice of the Chief Signal Cfficer, and the
Signal Corps Erngineering Laboratories at Fort Monmeuth, New Jersey.
Each of the service laboratories involved had its independent program of
vesearch and develcpment, but coordination among laboratories was maia-
tained. For example, one of the Services might express an operational re-
quirement for a articular type of equipment. The Initin} investigation might
be carried on solely by NDRC or by one of its laboratories in coilaboration
with the operating Service. Later, development and procurement would be
bandied by the Service iavclved. In general, the operstional noed for pear-
ticular development was established and expressed by the Service on an
informal besia, ususlly in meetings attended by the personnel of the various
laberatories and agencies concerned.

2.1.2.3 Redio Researck isboratory

Work in the fleld of radar countermeasures was started prior to the
establishment of the Divislon 15 orgenization when, in 1942, a emall group
was set up In Divislon 14's Radlation Laboratory st M.I'T, under the dirac-
tlon of Dr. F. E. Terman, for the purpose of developlng jemmets to use
against enemy radar and slso of developing antijsmming devices for Incor-
poration in our own radar,

The genersl problem Invoived was the development of means whereby the
effectiveness of the ernemy's radar equipment might be nuilified. It became
evident in the early days of the war that rader was not ou'y a very useful
wespon but that it was useful both for ourselver and for tue enemy. It was
also evident thai it was a very vulnerable weap~n. Cu the one hand it ap-
peared prudent to take steps to make this weapon as useless to the enemy
18 possible In case he should sttempt to use it agalnst us, and on the cther
hand it seemed prectically essential to do sometking about the vulnerability
of our own radsr in case the enemy should attempt to jam wa.

It soon became clear that the rader countermeasures program vsas much
too extensive to ba carried on as s part of radar development actlivities.
Steps were accordingly takei soon after the establishment of the radar
countermeasgures group to move it to Harvard, where it was established as
the Radio Research Lasboratory, operated exclusively for Divizion 15 of
NDRC by Harvard University under the direction of Dr. Terman. During
Ite approximately 314 years of exisience, Radlo Research Laboratory grew
to & peak strength, In August 1944, with some 810 persons.

2.1.8 Iudtial Tactical Applications
Following the Issuance, in July 1941, of a Presidential order to the U, S.
Navy to attack all enemiy submarines, the Navy established a complex of
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shore DF stations with tho technical sssistance of the NRL. The succeseful
“Wol! Pack” tactici developed by the Germians for the exploltation of thelr
attacks on convoys required that high-frequency communicstions be em-
ployed in making a rendezvous for the pack. The DAJ hf direction-finding
equipment was gulded Into production by NRL engineers snd formed the
backbone of the Navy's shoze DF program. This 2quipment was produced
by the Bureau of Ships in large quantities, based on improved NRL designs,
A shipboard counterpart of the shore-based DI was also produced. Im-
provements in the model DAQ equipment were worked cut jointly with the
British, and a program was alsv Initiated to train personn2i to Install and
operate this new aquipment for the Navy. Unquestionably, these 2quipments,
developed jolntly by the Admiralty and NRL, and produced separately,
spelled the doom of the “Wolf Pack” (actics of the Germen submarines, svan
though thelr transmissions grew shorter and shorter as time want on, The
Initial location of the enemy submarine was the most Important phase of the
entisubmarine wai‘are success achieved by the Navy, Sonar and rsdar were
brought into play for the kill, but the ccsans sre largs and the amall number
of antlsubmarine v.aerfare units urgently needed clues on where to hunt.
These clues were always provided by the b! DF operators.

The use of Jamming during the escape of the German warships Sciarnkorst
and Gneisemau was perhaps the firat seriows Indication of the Importunze of
countermeasures in the naval warfure picture. General Martini, the Luft.
walfe's Director of Comsmunications, had compicied a ssries of jamming
exercisec which, when dltected a¢t the British radars at deswn exch cay, had
resembled atmospheric Interference. The length of jamming was increased
eack day until by 11 February 1942 the British radar operators were
thoroughly accustomed to this pariicular type of interferencs, which they
repocted ncrmally as caused by stmoapheric conditions, This cleverly exe-
cuted plan covered the escaps of the two German warships up the Channel
from Brest.

Later, German production jammers were employed extensively to ring the
Mediterranean. Allied shipborne metric radars had thelr scopes completely
jsmmed from the time they entcred the Meditervanean until they left, Ger-
man jammers passed the Allied ships from one CM group to another, keep-
ing the vessels constently under the devastating effects of the metric jammers,

The Germans also demonstrated thelr ability to take the offensive in
ECif when they Intercepted and took conirol of & group of U.S. radlo-con.
trolled boats glac in the Mediterranean. On this occasion the boats were
sent In tight clrcies; thus expending thelr fuel harmlessly. It was a dis-
heartening experience for the Navy to encounter such proficlent employment
of electronic warfare by the Germans,

o
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2.3.4 The Radar Countermearures Problem

When bombing ralds over Germany were started, the extent of the Cerman
radar development was immedistely reaiized, Not oaly wero there eanemy
interzeptor alrpjanes equipped with alrborne radar capable of locating our
bowabsrs through the heavieet overcast, or at night, 61 distances up to 10
miles, but also the dams jing antisircraft 8re into which our airpieres ran
was fouad to be directed by a very effective F-band gun-lsying radar knewn
a2 the Smell Wersburg, A similar (300 Mc) radar, the Giemt Wersbwrg (see
Figure 2-1) was wed by the Germans for fighter contrc!, and they depended

Fi6, 2-1, German Clant Wurshury,

on & 125-Mc set, the Frsya, for early warr'g. Ja the initiai days of our
bombing efforts against Germany, losses we extremely high due to these
enciy weapons,

The fArst report of German use of radar was In 1941, Electronic recon-
nalssence flights indicated that the Germans were using radar to guide their
anti-alrcrait defenses. Zventually, photographic coverage was focused on an
installation on the ¥reach coast at the town of Bruneval on the Engilsh
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Channel coast opposite Engiand. This radar watchad the coastsl shipping in
the Channel. The Germanr alic coupled the Glant Wursburg radsr with
some long-range coastal batteries which were sffcctively scoring meny hits
on the chaninel shipping. This was one of the first more modern radars since
it combined fira control with it search functlen, Its entenna was & 35-foot-
iameter parabolic reflector which operated at a frequency of 5§70 Me. The
Briilsh were indeed worrled sbout this racdar and the rapid appecrance of
the other similar racdars. [n February 1242 they declded t0 move in against
the radar et Brunevel. A very carcfully planned commando raid was crgan-
ised by the British, The risk was great and the possibility of suwccess was
highly questicnable. The Rritish aucceeded in capturing the recelver, parts
of tae ludieator, and other vital portions of this Wurzsburg. These units of
the radar ware set up in England and carefully studied. As a result, the
British were ebla to examine critically their jamming effectiveaness by noting
the performance of thelr equipment against this practical mock-up of the
Gorman Wurzburg radsr,

Thy prodlems !nvoived In developing sffective couniermeasures which
could be applied against this enemy radar equipment were not as simple as
they might seem on the surface. In the first place, there was nr assurance
thet enemy radar development would atop with the existing squipment. On
the contrary, it wee expecied that, as In this country, Germany would pro-
ceed with radar development activities in an effort to improve the deiinition
and periormance of thelr equipment. In general, such improveinenta could
coms about only through an expansion cf the frequency range. It was there-
fore probable that it would bs necessary to develop Jemming equipment for
use agaiust enemy radar equipment operating at much higher frequencies
thaz thoss which had been detected already. The only safe way to cope with
the situstion was to vevelop jamming squipment capable of being tuned to
any concelvsble frequet.cy which the enemy might employ.

Second, although vacuum tubes, which had been developed for use In
radar sots, were capsble of providing large power outputs at high frequencies
In pulses Issting & few microsoconds, redar jamming techriques required a
different approach, A radsr jamimning signal must b2 emitted continuously:
if it is not, tho “pip"” which reveals to the enemy the location, on his radar
scope, of our planss will show through In the intervals hstween Jamining
signals. The develcpment of new tuboe was therefore roquired.

Third, it was not enough merely to develop jammiing transmitters. In order
to operate thern succeesfully, it was necessary to know the location and the
frequency of ths enemy radar set, to thet the jamming system might be
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proterly tuned, turned on at the proper time, and in some cases, pointed
in the right direction. :

That the development of a successful redar countermeasures program
would invclve extensive effort along a number of lines was, therefore, quite
evident, As finally established, it was planned that a complete line of jum-
ming tranemlitters, rocelvers, and dirvecticn iindsrs wouid be deveioped to
cover the entire known ar possible radar spectrum. The size of the job in-
volved in implementing ths program may be judged by the fact thut, when
it was Initiated, even the fundamental techniques of generating radio-fre-
fuency energy at the {requencles involved were imperfectly kiown. Following
the development of the new types of vacrum tubes required for this purpose,
it was necassary to bulld not one, but dosens, of types of equipment, each
one capeble of coverlng a small part of the radio spectrum,

201-‘-1 Vacuuz: Tubes

The tube problem was solved In & number of Ingsnlous ways. It was
discovered that the magnetron, invented by Dr. A, W, Hull In 1921, was
an siiclent generator of high-frequency energy In the microwave region, At
once, acivity staried which resulted In the development of a great diverilty
of magnetrons suituble initially for use In radar sete, but later adapted to
redar countermessures, Division 1§ placed contracte with various contractors
for the developrient of a complete line of CW tubes capable of covering ¢y
raday spectrum at various power levels. Later, these tubes were Incorporated
in 100-watt jamming tranemitters.

The tube program included the development of s line of split ancde CW
magnetrons designed for m nominal power outout of 150 watis in the fre-
quency range from 90 to 1200 Mc. Successful experimental models of these
tubes were completed, and they formed the basls of certain jamming trans-
mitters which were develeped at RRL, auch as the AN/APT-4 and TDY and
TDY-1 equipments, later placed in procurement. Typical split-anods CW
magnetrons received the type numbers ZF590, ZP879, and ZPS84 (General
Electric Company). Another tube program contemplated the developinent of
a line of 1-kw CW inagnetrons ior frequency ranges above 1000 Me. A few
semples of these tubes were produced, but the majority never passed beyond
the devalopment stege in the tube laboratories.

Another program for developiug low-power S-band CW magneirons was
undertaken, One of thess tubes, the QX.44 (Raytheon) was used in the
S.band RRL F-$100 jemming transmitter, which was completed just prior
to the end of the war and was ths forerunner of the AN/ALT-8 and AN/
APT-16 jamming eguipments later produced.

Tubes of the so-called “conventional” type, but sdapted to operate in the
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microwave reglon by reduclag the spacings between the elements to almoat
microscopic dimensions, were develoned by several tube comipanies. These
tubes wore called “lighthouse” or “‘oflcan” tubes on account of the similarity
of tholr appearance to the objects named. They turnud 2ut to be very useful
in Doth t(ransmitting end recelving appilcntions where lower power was
required,

Another tube extensively used in roceivers on accoun: of its wide tuniug
range was the reflex kiystron osclilator. With the use of tubes of this type,
a line of search reccivers was developed which, at the end of the war, wes
capable of covering practically the entire radar spectrum. Asd finslly, the
“reznatron,” which wes capable of CW power outpiits of the order of 78 kw
st a froquency of 500 Mc was developed and later bullt into & mobile jam-
ming trensmitter (“‘Tubs”) in seven Army trucks, which was used for &
few weeks near the end of the war {0 clear & path for British bombers fiylng
across the Englisk Channel.

8.1.42 Aateanas

‘The antenns problem was difiicult, Transmitters and recclvers alone were
useloss without antennas. And, st the frequencies employed, conventional
antsana: were not satlsfactory. An antenns research program was under-
taken, ua & result of which the conventional “wire” and “‘whip” antennas of
radio broadcasting speedily shrank down into ‘‘stube” 6 to 30 inches long,
adapted to rsdiate the extremely high irequsncy energy withk maximum
sficlency. At still higher frequencies the stubs daveloped vertical slits slong
thelr sides and became ‘“‘split cans” and ‘slots.” In the microwave region
it wae poulble to dispensa with antennas entirely In the conventional sense
and spray the energy out of a horn,

Aa part of the antenna development p:iogram, extensive antenne-pattern
measurements were made by The Ohlo State University Resesrch Founda-
tion. This work aleo isziuded measurements of the echoing patterna of model
aircraft. The problem of vkf and uhf antennss wae studled with particuiar
emphasis on meand for reducing pattera distortion due to the characteristice
of the alrcraft, The result of thia resesrch was vhe “Stiugaree,” a relatively
broadband doublet antenna which was designed to be trailed bohind the
aircraft using & coaxial fitted cable aa a tow line, and whick was thuge re-
moved from the immediate vicinity of the aircrait.

2,.4.8 Window

One of the most successful jamming expedients was “windew"” or “chafl,”
the code rame applied to the use of tuned aluminum feli sirips which,
thrown out In large bundles from our bombers, created a ‘radar smuoke
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screen’ in the scopes of enemy radars and compistely masked the hombers
from radar detection by the ensmy. Chaif was used quite early In the war
by the British, who employed fiat, covernd matal cards printed with propa-
ganda msesages to mask the real purpose of the materiel. In it original
form, chsfl ‘was cumbersome and heavy; conseguently, the principal objec-
tive of the wartims chaif resoarch groups wes to refine this extramsly efMec-
tive “coniusion” technique by reducing the dimensionz of the sirips and
tuning them to tho ememy radar frequencies, Al of the sarly chafl was
actually cut with scissors by squadron persoanel, froma sheets of foil In the
fleid. Large quantities of the Improved chaff were used, both in the Eurcpean
thestre and in the Pacific, with great success in combinstion with electronic

Fi. 2-2. Dispercing chaf,

jamming (se¢ Figure 2-2), Ultimately, some 20,000 tons of chafl were pro-
duced.

The Luftwaffs in dssperation thre # roughly 4000 enginoers Into the breach
to soive the antijamming and window probiem that was plaguing its radars,
This effort represented roughly $0% «f thelr uhi enginasrs, In the United
States only about one-tenth this number were engaged in developing counter-
measures against radar, Finally, the Luftwaffe announced » public compeil-
tion with prises totaling 700,000 Relchmarks (free of ali taxes) for the best

Sl Sl R N Nl




HISTORY OF ELECTRONIC COUNTERMEASURES 213

sclution to tha problem of window, In thelr rush to eave the Wursburgs, the
Germans were distracted fromi the devclopment of microweve radar which
was already being exploited by the Allles.

Twsts of the completed chnll materizl uader operational conditions scon
disclossd that means would be required for ita sutomatic and homogensows
ajection, Dispensers were uitimately developed which, in conjunction with
purs foll Aluminum strips, wors able to efect large quantities of chafl in a
short perlod of time without “bird nesting”—the gathering of the material
into clumpa.

The low-frequsncy radars used by the Japanese required a window tach-
niqus different from that employed ‘n the Eurcpean theatre. In the i00-
200-Mc range, chaff bundles becarie long and bulky sand difficult to handle.
This ld te the development of a type of radar reflector known as ‘‘rops,”
which consisted of 400-foot lengths of thin aluminum tanc ¥4 Inch wide.

In the high-frequency raage, “corner refieciors,” known &s “angels,” were
worked on but {ound inefective,

2.1.4.4 World War 1l Direciion Finders

A number of types of direction inders were daveloped as m part of the
World War II ECM program, then known as the “RCM” program. One, a2
homlug system for use In fighter planes was known as the AN/APA.48
equipment, This equipment, which wey being placed In service when the war
ended, was to have Gesii wsed to locate Japanere radar-equipped “Snooner"
planca, which made & practice of (-acking our task forces from a distance
Just ontside the renge of U, S. ship radars.

A simple direction-finding system, known as the AN/APA-24, usug
dipole antenpa eiemants, wes developed for the lower frequency ranges. This
system covered a frequency range from 70 to 400 Mc, was provided with &
series of plug-in interchangesble heads, and was designed for mounting on
sircraft auch as the PEM, The APA-24 was a nuil-type device, which re-
quired manual adjustment to determins tle direction of n received signal.

A more complete cystem, in a different frequency range, capabie of slinul-
taneously locating & number of signals withcut manual sdjustment, was the
AN/APA-L7 rotating-reflector direction finder. By the end of the war, heads
for this equipment had been developed which permitted it to operate over
the fraquency rangs from 200 te 19,000 Mc.

The shipborne counterpart of the AN/APA-17 was the DBM direction
finder, This equipment covered 8 frequency range from 150 to 5,000 Me,
using two heads, and extenslon of the range to 10,006 Mc for sirborne appli-
cations was undertaken, Subsequently, a 4000-10,000-Mc hesd was d:-
veloped by NRL,
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The largest part of the ECM program In the Signal Corps was centered
in the Radlo Direction Finding Branch at Ectontown Sigeal Laboratory
(ESL), Fort Monmouth, New Jarssy. Hery, direction finders such as the
AN/TRD-S, a V-T fuse jammer locater, covaring 60-300 Mc, and the AN/
TuD-4, AN/TRD-10, and AN/TRC-2 communications DF systems were
developed. The AN/PRD-1 covering 00 kc to 30 Mc was the most &d-
vanced portable loop direction finder, The AN/TRD-2 was the first Instan-
taneous visual DF, This covered the frejquency range 1.3-18 Mc and used the
BC-342 recelver,

2.1.4.8 Test Equipment

In the intorest of assuring that equipment deliverad to the fisld would be
properly used, the dsvelopment program included a number of projects for
the development of test equipment, Among equinmienis which were com-
pleted in the lsboratory end turned over to munniacturers for production
were the BC-1255A hetercdyne-type frequency meter for the low-frequency
jamming transmitters Dina and Mandrel; the TS-92/AP alignment indicstor
{or Dina, the TS-47/APR test osciliator for the AN/APR-1 and AN/APR-4
recelvers; aad the TS-131/APT transmitter output [ndicator. Bocause of
production delays, many of these equipments wera not actuslly delivered
until late in the wer,

2.1.4.6 Antljamming

Representstive types of U. 3. racar were set v at RRL, NRL, aad ESL
for making studies of vulnersbility of particular types of radar. This pro-
gram rosulted in the production of a aumber of tralning aids, reports and
technical manuais, moiion victures, training signai generators, and training
jammers, which were used to carry out demonstrations of countermessurss
at Army and Navy operating sitee and training schoole, Several antijamming
devices for Incorporation in standard radar vquipment w2re also developed
and made avallable for uss,

2.1.4.7 World War Il Trenemittera and Eystems

In the lust analysis, all of the work of the World War I countermeasures
program was almed st making it poesibls to use active or passive lamming
sgainat the enemy. The passive jamming phase of this cbjective has aiready
been considered briefly in Sectior: 2.1.4.3.

In considering the active jamming question, many difficulties arcae,
Thara was, primarily, the question of tuning the Jummer to the frequency
of the device belng jammed. This required the use of search recelvers,
preferably of the rapld-scan cr wide-open type. Tuning of the trans-
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mitter wsa then necessery, The design of the transmitter itself was an
{mportant factor. Nolse modulation was, in general, employsd, but it was
posaible to employ clther wideband barrags jumming or natrowband spot
jamming. Barrage jamming was geuerally difficult to achieve, becauss of the
relatively narrow bendwidth of avallable nolse sources and the fect that it
was necessary to modulate the rf gemerutor with the nolse source. Oa the
other hand, varrage jamming possessed the important sdvantage that exact
tuning of the tranemitter was not required. With sufficlently broadband bar-
rage jammers it was possibie to locate a multiplicity of jammiag trexsmit-
tess in the alrcraft of a Aight (on the ground or cn shipboard), to tune these
transmitiers to adiscent sections of the spectrum, and to eliminate tuning
en route eatizely,

The earllsat trassmitter deveioped by the Radiz Ressarch Laboratory was
the Carpet I-Is, AN/APT-2, AN/SPT-2, designed for the frequency range
from 400 to 720 Mc, and adapted for use aguinet the Sermzs Wirzburg gun-
laying rader sote, This transmitter was designed for & power cutput from §
to 10 watts,

The Carpst jummer, Carpet III, AN/APQ-¢, AN/SPT-5, AN/UFT-i
(RRL F-2500) for the power range from 15 watts to 80 watts supplemented
the Carpet I-la equipments,

Tha Dina (direct molse amplifier) transmi‘ter, AN/APT-1, AN/SPT-{,
for the frequency :ange 90 to 230 Mc, having a power level ¢f 10 to 30
watts, was used against the Freve enrly warning radar (125 Me).

The Rug transmitter, AN/APQ-2, AN/SPT-4 (RRL F-1500), covered =
higher frequency raage (200-500 Mc) &t the 20-watt level. Carpet IV, AN/
APT-5 (RRL F-5500), again at 20 waits, covered the range from 350 to
1200 Mc.

Ths lightkouse tuba transmitter, AN/APT-9 (KRL F-4800), had a range
from 300 to 2500 Mc, again at 20 watts, The RRL F-4500 jamme: covered a
frequency range from approximately 2700 to 4200 Mc st 20 watts, This last
experimental jammer was, howsver, never completed but was replaced by the
S-band jammer F-$100C.

Quite early in the war, the research and development work at the 20-wait
power level had been completed, to the extent that the spectrum {rom 25
Mc to 4200 Mc was pretty well covered by jamming equipment of one kind
or another, including Cuarpet i-ls, Dina, HF Dira, AN/APT.1, Mandrel,
AN/APT-3, Rug, Carpet 1V, the F-4800 jammer, later the AN/APT-?, and
the F-4500 jammer.

Coverage at the 150-watt level was also fairly complete since it extended
from 90 to 1200 Mc, including the Dina emplifiers (RRL B-4100, B-2800),
the split anode magnetron trazismitter AN/APT-4 (RRI F-3400, F-3410),
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Fio. 2-3. Moagnotron jamming transmitier AN/APTA4,

and the magnetron transmiiter F-4400, The Navy sisc daveloped the TDY,
TDY-1 split-anods magnetron 150-wait tranemittsr, utitizlng the same tubss
employed In the AN/APT-4, the ZP379, and ZP5¢0. Figure 2-3 shows the
AN/APT-4 tzansmitter,

On the other hand, trensmittera for the 1-kw level were Lmited to rels-
tively narrow segments of the spactrum, and the 10-kw and 40-kw lsvels
were represented by research projects involving specific types of tubss, thy
ZP595 magnetron acd the Model 21 resriatron. This tapering off of frequency
ranges with incressing power was, of course, to be expected in view of the
technical limitations existing at the time,

The first operational use of production “Carpet” jammers was on October
8, 1943, only about sighteen months after the start of the program, Carried
on this date in 68 alrcraft of two groups of the 3th Air Force during & raid
on Bremen, the “Carpeis” resulted in s 5O peicent reduction In Insses for
the protectad groups.

In addition to the transmitter projects discussed sbove, and other such
projects not mentinned, three systems projects were established. These were
tha AN/APQ-20 and AN/APQ-27 systeme, which used the F-5100, 50-waxt
S-band jamming transmitter, in anticipation of enemy developraents; and the
XMBT “E epbant” 1-kw S-band jamming system, S-9000, designed for ship-
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borne use. After ‘he wer, the F-5100 project ultimately resulted In the AN/
APT-i¢ jamming transmitter, and the “Elephant” jed to the high-power
jammaers AN/MLQ-2, AN/MLQ-7, and AN/SLT-2 ard -8.

A major naval effort at the Naval Research Laborstory was concerned
with the employmsent of countermessures ageinst the Germuns’ HS-203 glide
bomb, Eariy in the war the 1ss of this bomb offerad severe resistance to our
naval units in the Mediterranean, This weapon was first used operationsily
te aink the Itailan battleshipy Roma as she was aitempting to escape ‘o join
the Allies. It was used alao to sink the British ship Warspriie, and It dam-
aged the U, S, Crulser Sevassnah, It was a report by the crew of tho Sevanmack
that gave the Naval Reisarch Laboratory the clue that indicated that the
Navy was {aced with a guided weapon. Later one of these HS-293 glide
liombs eank in u near miss in shallow water off Libys and was vecoverad by
the British, Meanwhile NRL engineers vere called to work around the clock
cn the research and de- mant of equipment to counter the threat of thie
bomb. Experimental equipment, fitted on ships In anly six weeks time, was
used to invercept, record, and analyse the gulded-bomb control signals, It
was dssired to obtain shipboard recoidings, while the ship waz under attack,
of the radic contrul signals for complete laboputory snalysis. In practice, two
of the four contro! tones employed weare above the audible frequency range,
and also were above the frequency range of World War II recordere, Ouly
efter & series of inganlous maneuvers were these radlc {requencles and their
assoclated tonee suctessfully lovated and accurately analysed. Soon after the
dirat control signals were analyaed, two dostrover sscorts, the U.S.5. Davis
and the U.S.S, Jomes, were suppliod with experimental NRL equipment
which o succsssfully jammed the guided homba that the effectivenesc of
ths wezpon waa very nearly neutralized. After thia jumming program gained
full momentum, nc major fleet unit was sunk by the glide bomba,

Followisig these Infilal succorses by the Navy with the Naval Resesrch
Laboratory experimental equipment, Alrborne Instruments Laborecories at
Mineola, New York, undertock a projoct for the developmeat of preduction
jammars for use agalnst the German HS-293 giide bomb for the Navy. This
equipraent, known a5 the MAS jamming system, involved the development
of several types of multiple-chantel recelvers end manually tuning spot jam-
mers, and some automatic search receiver-spot-jammer combinations. A
crash program was aiso undertaken at RRL at the time when these Germen
glide bombe were first used in the Mediterranean, in March 1944, RRL was
asked to produce on & crash basis & quentity of 30 lamming systems for use
ageinat the glide bombs. In response to this request, RRL converted & guan-
tity of AN/ARQ-8 tranamitter-recelvers, which were then in crash production
for the Alr Force, and made them sultable for the Mediterransan operation.
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Developments Ir the theater of cperation, however, changyd the operational
neads, end none of theso equlpments saw service In the Aeld.

Alrborne Inatruments Leborstories also worked on an alrborns jammer
(AN/ARQ-11) having & power output of about | kw. Ten of these unitz
were delivered tc the Alr Force as prototypes of a high-powsr girboine Jam.
mer, In the V-T fuse jamming field, the Signal Corps Luboratory, Fort
Monmouth, New Jersey, developed the AN/TKT-2, a convoy jammer with
approximately 100 watis output, swept CW, covering the frequency vange
73-200 Mc,

The Westinghouse Research Laborstories was responsibls for the deveiop-
ment of a 10-kw ground-based communication jammer known as “Cround
Cigsr,” for the frequency range from 38 to 42 Mc, Other work in the fiald
of communications countermeasures and coremunications antijamming was
done by the Bell Telephone Laboratories, by the Federal Teiephons & Radio
Corporation, and by the Raclo Corporation of America.

2.1.4.8 World War U Recelvers

The fundamental success of any countermeasures operaticn must be de-
pendent on the type of receivers availabie, because, belore recsurse can be
had to active jamming techniques, it In necessary to determine the location
snd frequency of the electronic systems (o be jammed. The primary einphasis
of the countermeasures program, when it was set up Initially was, tharefore,
on the development of recelvers.

The Navy, faced with locating Germian submsrines equipped with radar,
met this threat with simple cunable detector video receivers developed at the
Naval Research Lakoratuiy, Thoe first recelvers bhad atub antennas that
extended through the skin of t. ircraft, and the base end of the sntenna
inside served as a tuning c'vir to determiine the frequency. Tuning was
effaciod by aliding a shorting ..ar up and down the cavity unt!} a signal was
detected. The Iater quantity-produced sets were designated ,i\RD-1 and
ARD-2 snd included circuitry for determining prf sind pulse length,

These same sets were alsc used by the Naval Patrol aircraft in the Pacific
to locate the Jspancie radurs located throughout the islands. They were aigo
used to locate the firs: Japanese shipborne radars used in the Pacific flests.
These simple recelvers filled an important operstional gup for the Navy
prior to the production of replacement recelvers.

Subsaquently, the recelver prograra comprised, principelly, work on three
recelvers, the AN/ATR-i, the AN/APR-4, and the AN/APR-54. The
AN/APR-1 recelver and the AN/APR-4 receiver were, in general, similar,
except that the AN/APR-4 recelver perinitied a cholce of [-f bandwid:k,
Most of the work on these two receivers involved the development of three
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different types of tuning units, identified by the suffixes 4, €, or D, following
the project number, The A unitz were, in general, motor deive units for the
AN/APR-1 recelver: the C unlis were manual tuning units for use with the
AN/APR-§ recelver; and the D units were designed for use with the AN/
APR-4 receiver, end wero equipped both with motor drive and sector sweep.
The AN/APR-54 recelver was designed to cover the higher frequency range
frem 1000 to 6000 Mec. These recsivers went into large quantity production
and were extensivei used in the field.

In addition tc the wor™  the AN/APR-1, the AN/AFR-4 and AN/APR-
£A receivers, the program Included another recelver, the AN/APR-2, known
a8 the “Autosearch” recelver. Work was alzo done on “wide-coen” recelvers,
such as the “Spud,” the “Zero Catcher,” and the “Boocer,” but ihess wide-
open recelvers nover saw extensive use due to chzuges In the cperational re-
quirements

The frequency covercge afiorded by RRL-developed recelvers which
reached production was from 40 Mc to 6000 Mc. At the end of the w.», work
was just stariing on tha AN/APR-O recelver, which was intended to glve
greater frequency coversge and onhanced performance. Work on thy AN/
APR-9, was transferred to the Alrborne Instruments Laboratories at Mineole
where the development wae completed under Navy sponsorship.,

In the V-T fuse field, the Signal Corps Enginsering Laboratory, under con-
tract with Alrbornie Instrument Laboratories, developed the AN/ARR-24, &
lightwelght, rapid-scan superheterodyne covering the frequency range 60-
300 Mc in one band, This was completad in 1044 but was not used since the
Germans did not possess operational V-T fuzes. At the end of the war, work
was started gt SCEL on the AN/TLR-9 and -10 V-T fuze receivers covering
80-1050 Mc with high sensitivitv and probabllity of intercept.

2,1.4.9 Evalustion of ECM

Before the end of the German war, following construction of prototype
models, most of the equipment developed by the joint Army-Navy-NORC
program bad been placsd in procurement, end neariy every bomber In the
8th Alr Force bkad heen equipped with at least one, and in scme cases up to
four, Carpet janmming transmitters. Results were anxiously awaited. Repre-
sentatives of Radis Research Laborsiory etatloned at the Division 15 British
Laboratory, AEL-15, at Malvern, England, and at other strategic points in
the operationai theatres, made operational unalyses to determine the effect
on the enemy. Soon after the equipment came into full use against the enemy,
losses in the 8th Alr Force began to drop. While initially it hed beaen ex-
pected that an appreciable fraction of our bombers would {all to veturn from
raids over Germany, the percentaze of losses was now reduced to a very low
figure.
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These operational aralysce were not conclusive. The Germans had lost
much of thelr antisircraft equipment In hombing raids, and the Luftwsile
had practically stopped oparating, The weather had also changed during the
period when siatistice wars accuriulated. It was known that the Josses hod
decrenzed, but it could ri0t be proved that the countarmeasures program had
schieved this resuls, or hud even helped.

It was not untll after VE Day that the truth was jearned, frem the lips
of the Cermans themaelves, Within a week after hostilities had ceased,
almost the entire stafl of the American-British Laboratory of Divislon 18,
in England, had scattered to various points within Germany. Socn reports
began to come back. The records of the Relchforschungsrat {the CGerman
OSRD) had been examined, and It had been deterniined thet the American.
British program was a spectacular success. Geyman sclentiats kad boen inter-
viewed, who confessed themuelvea baffled by our countermeasures activity,
Representstivee hsd talked to radar officers In the CGerman ground forces,
who declared that our countermeasures hed rendered Cerman antlalveraft
raders useless,

The sum total of the investigations in Germany confirmed the view that
the ECM program had been a success. It was true, tc a very considerable
extent, that the countermeasurec gear had beer a major factor in the reduc-
tion In losses. The entire Nazl radar network, according o the pecple oper-
ating it, had been reduced to sbout one-fifth of Its norimal effectiveness,
Fairly easly in the wer the Germans had learned to depend aimost entirely
on rsdar for antlaircraft gun contrcl, becauss it gave a much more accurate
range and waa reliabie in all kinds of weather, When the 8th Alr Force began
using windew and electronic jamming, the German antiaircraft crews kad
been blinded. Try as they might, they had been unable tc determine the
location of our fights through the dszsiing glare of their radar acopes. Ordors
bad been issued to continue firing in spite of the Inte:ference, in order not
to reveal to us the fact that cur counterineasures had been successful. Then,
50 posr was the record of planes skot down under thess condiiions, that these
orders were veplaced with orders not to fire at ail unless good visual alm
could he obtained—orders equivalent to abandoning radar antizireraft con-
tre! entively,

In the Germaxn laboratozies, scienticts had been at work aitempting to
lessen the vulnerabllity of their radar equipment ever aince the Britiah had
dropped the first window in the rald over Hamburg in 1943, After the Ger-
man bombing raids on England in 1940, Hitler had thought the wir wes won
and had ordered the demobilization of & great part of the German acientific
efiort and the Induction cf the sclentists into the army. With the Hamburg
raid, and the capture of one of our advancad alrborne radar sets, the Ger-
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mans had deen the ¢rror of this decision end hiad immedistsly reconstituted
ths scientific organization. At the end of the war, the laboratories had been
operating at full capacity, and about hulf the German sclentific &ifort In the
field of electronics had hacn directed ngainst cur countermeasures activity.
So large a force, in fact, had baen engaged in this work, that efiorts along
other lines of acie *ific war developnments were neglected and it was the
opinion of investigatore that the couaieiineasures program hmd noi oniy
nullified the German antisircraft fire but the entire scleritific program In
general, through the preoccupation of the German sclentific organization
with the countermeasures program.

Prior to D-Day, the U, S. Nuval Research Laboratory had a team in
England worklng with the Admiraity scientists, preparing especiaily fitted
ebips for the countermeasures role in tho invasion, A total cf some sixty
ships were fitied,. NRL engineers in England fitted ten ships and an addi-
tional ive were fitted in the United States by NRL psraonnel. Those ships
were confipured with the countermeasures for the glide bomb. In addition,
NRL engincers worked with the British in developing the plans for counter-
measures doception, Smail boats were fitted with a series of towed deceptive
““targets” which were made oi chicken wire in the form of a corner refiector.
Other boats towed balloonborne deceptive reflectors. These units were towed
close ashore on the Fronch coast on the morning of the invasion and were
responsible for the early report by the Germans that the rttack vas coming
near the Pas de Calsls and Boulogne areas many miles away from where
the landinga were actusilly made. In spite of their dengercus deceptive role
the smell boats returned to England without loae in the face of heavy racar.
directed shora-based gunfive. The ships equipped '¢ith glide bomb counter-
measures did a commendable job alnce they protected the fiects from the
hundreds of gilde bombs loosed during the atiacks on the invasion fieet.

Window was also used extenslvely during the Normaady lavasion, Army
Alr Force B-24 alrcraft with window flew a racetiack pattern over the
English channel near the coast of Normandy before and after the Invasion.
B-24 aircrafi oquipped with “Carpet” jamming transmitters participated In
the dlversionary ctinn ageinst the Puas de Calals ares,

2.2 Eleci~onle Couriermessures Sizco World War I

When the Japanese war ended, in August 1945, steps ware immediately
taken to place ir effect pians which bud already been worked out for the
demobilization of the Radio Research Leboratory. Certaln projects for
which there was no further need were terminated immediately, Other activ-
itles which were near completion and which had continuing values, were
completed in order to preserve those values. Certain other projects which
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evidently could not be compieted In the near future, but which had consider-
able long-range importance, were transforrsd to Isboratories of the Armed
Services, auch as the Naval Research Laboratory and the Aircraft Radiation
Laboratory, Ali laboratory work at the Radio Ressarch Laboratory was
ptopped by Nevember 1, 1945, By Januaty 1946 only shout 280 persons
were left on the RRL payroll, and of thess; 'ess than 10 percent ware aclen-
tific personnel, all of whom were engaged in workirg on reports,

A limited amount of rescarch and development efiort took place &t the
end of World War IT and continued for a year or so thereziter, Many of the
perscnnel In the Arined Services who had been engaged in this effort returned
to civilian life, and the greater part of the equipment produced for ECM
purposes during World War il was scld on the surplus market,

In the late 1040's, ferret activities showsd that a radar net was belng bullt
rapldly arcund the Iron Curtain, The ECM prograin was thereupon re-ex-
tebiished, stezting, ca the pirt of the Navy and Alr Force, with a small
research and developmer! uf.rt, schools, and continued ferret activities.
World War II equipment 'vus obtained from warehousss and the surplus
market, and the need for 1.ver and better equipment was recognloed.

From 1947 to the present cate, an sxtensive countermmeasure research and
development program has been carried on under the direct sporinrship of
the Armed Servicys, Work hes been dong, in genernl, by Setvice Laboratories
or Unliversities and indvstrial organizatisrns under prime contrects with
various branches of the Services.

Because the pregram is now sc widely decentralised smong the varlous
branches of the Services and among a multitude of contractors, it Is difficult
to provide s full and complete picture of the curreai situstion, particularly
insofa: as the availability o’ production equipment is concernied. No at-
tempt will bz made tu present a f{ully comprehensive and wxact ansiysis of
the situation; but rather, especlaily significant developments will be reviewsd
without isbulation, and not secessarily In caronological order.,

Performance requirements for ECM equipment have now become much
mose exacting. While, during ‘World War II it was possible, under lavoratle
conditions, for an ECM operator to racertain the location and frequency of
& zignal to be jammed and to tune a jamming tranamitter to this frequency
manually, such procedures are now out of the question. Alrcraft rneeds have
increased manyfold, reducing the time avallable for manual aperation, The
density of radar signals may be exnected to be much greeter in any future
confilct, Weight limitations make it extremely desirable io dispense with
operators entirely In alrcraft, and on the ground and on shiphoard the necer-
sity for rapld action alsc favors the abandonment of manual control. The
postwar trend has accordingly been in the direction of the development of
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more sophisti~ated jamming techniques. World War II janming equipment
was, in general, of the “brute force” varlety, lacking in preclsion &nd finease.
We now have in production or development sutomatic jamming aystems of
the automatic seerch snd lock-on type, range gate and doppler gate putioff
repeaters, inverse gain repeaters, and other equipments utliising novel tsch-
nljues to achlevs automatic or semisutomatic operation. The B-58, B-52,
and BR.70 all irnclude an electronic warfare defensive position in the basic
design,

It is noted that, on account of the complexity of such systems, it ls, In
some cases, difficul! to meet welght and slre requirersents, It uppears, there-
fore, that there may stlll be a very useful application for conventiona! wide-
band, untuned, nolse-modulated, barrage-jamming trensmitiers. This problem
Is aggrevated by the fact that the power requirements of jamming equip-
ment have cointinuouely Incraascd in step with the increased cutput of the
t<az or other systems to bs jammed,

Ths ressarch and development program is following, In genersl, the same
lines which ware established during the war, In cther words, the program ls
stlll girected toward tha developmsnt of squipmert for radar countsr.
mersures, communication countsrmeasures, guided-misstlcs countermensures,
and proximity-fusa countermessures, Important changes in emphasis have,
howsver, taken piecs since the war. While a major amount of effort is still
heing expended on rader countermeasures, the portion of the progrem de-
voted to communicetion countermessures and proximity-fuse counter-
mosrures has Increased materlally. Additional emphasis Is elso now being
placed on guided missiles countermeasures, principally through the establish-
ment of the Elecironlc Deiense Laboretory of Sylvania Electric Products,
Inc, at Mountain View, Californiz, under the sponsorship of the Signal
Corps, Conslderable e¥ort Is taking place in the development of techniques
and equipment to support the ELINT (Eiectronic Intelligeiice) programs
of the various services,

I'rom the standpoint of atructurs, the prog-am ls alsc divided into abhout
the same categories which existed duzing World War II, We stili huve work
on transmitters, recelvers, antennas, dizection-finding equipment, testing
and tralning eyvipment, window, and auiijamming devices. Here, however,
even greater changes In cinphasis have occurred than in the case of the
various applications toward which this program iz directed. Due to the fact
that operatlonai requirements &:o now considerakly more stringent; and due
to the necessity for integrating the Jamining equipment used by ihe operating
forces with cther types of electronic gear available for their use, en in-
creased amount of effort is now belng expended on the development of com-
plete systems adupisd to do the jamming Job more rapldly and effectively,
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With the objective of satlsfying these rew operationsl neede, Teuirements
hsve baen sltered to call for more rapid asquisition times, higher jamming
power !avels, enhanced sensitivity in recelvers, tha use of directional anteana
to obtain increased radiated powsr, lniproved recelver rewlution, ard ex-
pended freuuency ranges.

22,1 Peostwer Tronsmitters snd Systews

Shortiy bafore the end of the war, work on the first S-band nolse-moq..-
Inted jamming trensmitter was completed, This carried the RRL project
number F-5100, and was supplied as a part of the alrborné jamming system
A /APG-20, Later, the Service nomenclature AN/APT-10 was assigned to
the transmitter proper, which employed the Raytheon QXK.44, 50-watt mag-
netron, Production of 36 AN/APQ-20 equipments were comipleted belore
the war ended.

In 1946, contracts were established hy the A.r Force for the development
of an Improved and expanded i50-watt jamming tranemitter, extending In
frequency through the L- and S-bands, to be known 23 the AN/APT-16
Jamming tranamitter. Thls project is a part of a program for the Cevelop-
ment of a serles of Jamivers to cover the irequency range from 10 te 10,000
Mec. It has beet. supplemented, within these limits, by the AN/APT-13, a
150-watt, 70-150-Mc transmitter for jamming ground-to-ale kf communies-
tions und uhi proximity-fuse signals; and outside the progran range by the
400-watt AN/ALT-3 transmitter for the frequency range irom 2 to 30 Mc.
As a part of this same program, the AN/ALT-S, & 360-1000-Mc tranzmitter
was added to bridge the gap betwesn the AN/APT-6 aid the AN/APT-16,
Thess jammers are manunily tuned, and adapted to be used In conjunction
with = conventions] search receiver and apactrum analyszer. The abllities to
tune rapidly and to radiate increased powers sre the Improvements clered
over World Waz II equipment.

On account of the requirement for automatic operation, a program was
set tip to develop & serles of automatic single-frequency spot Jammers ccver-
ing the frequency range 30 to 10,000 Mc. The AN/ALQ-3 and the AN/
ALG-7 were developeii on a development-production contract to provide a
rapid S- and X-band capability. These ara alrborne transmitters adepted to
jam fire-control radars.

In 1947, the Bureau of Ships established a project for the development
of & 1-kw, S-band shipborne jammer aiso proviced with iow-Irequency cover-
age for communication jemmming. The equipment, xnown as the AN/SLT-1
jamming transmitter, was placed in production. This transmitter covered
the frequency ranges irom 90 io 270 Mc and from 2460 to 3600 Mc at the
1-kw lavel.
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A project for the development of the AN/TPQ-8 jumming system wac
sitablished by the Signal Corps in January 1950. Tals system was designed
for a 1-kw output in the frequency range from 9100 to 960¢ Mc. It was in-
sended primerliy for use In making operstional and engineering tesis against
sirborns radar. Avother Signal Corps Jamming equipment was the AN/MLQ-
2 equipment. This was a 1-kw jemmer for the {requency range 2500-iC,500
Mz, The complate system Inciuded an acquisition receiver, s seiting-on re-
ssiver, and directional transmitting antennar operaied in conjunction with
an sutomatic tasget-tracking systemn, Eech complete unit provided four
channels, each one of which covered the entire {requancy range. The actual
aystem produced by Giiftilan Bres., Los Angsles, is the AN/MLQ-7 Sovering
the frequency range 7200-10,500 Mc and providing the outputs describert
fo: the “planned” MLQ-2, which was not completed.

The Alr Force 500-watt AN/ALT-1 transmiiter is demgned for the fre
cuency range from 7500 to 11,000 Mc. This ‘requency range Is divided Into
two bands, snd is covered by means of two fioating-drift-tube klystrons,

When the pianning of the B-47 equipment was carried out, In 1932 and
1953, only manuaily tuned spot jammers were available; but an ECM cper-
ator was not planned for the B-47, As a reault, a crash program for tha provl-
sion of an unatiended jamming capability for the B-47 was carried out. The
existing jammers, the AN/ALT-3, the AN/ALY-6, the AN/APT-16, and
the AN/APT-6 were utilized In thls crash program. Since these jammers
were provided with single-dial tuning they ware converied to sweep jamming
with the Iniention that they wers to ba preset to the center {requency of the
band in which the radars were known to he operating aad would then be elec-
tronically tuned over the radar frequency band. The AN/APT-6, the AN/
ALT §, and the AN/AFPT-16 were succesafully converted. As the AN/ALT-$§
could be swept only over that porticn of its frequency band {n which the one-
quarter mode was used, it waa discontinued. The swept versions of the AN/
APT-6 and AN/ALT-3 as well as the AN/APT-16 were redesignated the
AN/ALT.7, the AN/ALT 64 and AN/ALT-§, respectively. While slow sweep
jammirg Is considered to be a poor technique today, large numbers of these
jammers In dispersed airplanes were very effective against the radars that
were in production prior to 1957, Bettcr radar designs and ECCM fixes have
provided & way to reduce the confusion effects caused by these jarmers.

Projects under the sponsorship of the Burean of Aeronautics include the
AN/APQ-33 semiautomatic or meaual search and jom system for the fre.
quency range from 40 to 1600 Mc, employing conventional tubes; and the
AN/ALT-2 jammer for the 8500-10,000 M: range, employing 2 megneiron,
Prototypes of the AN/ALT-2 wera developed at NRL, and this transmitier Is
uszd In the AN/ALQ-23 automatic search and jamming system, whick has
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been adapted to the standard shipbouxd jamming system AN/SLQ-10.

Jammera for the low-frequency ranges, intended for communlication and
V.T {uge jamming Include the AN/MRQ-2A, & 400-watt, 1.5-20 Mc com-
munication jamming system (Signal Corps); the AN/TRT-2, a 100 watt,
75:200 Mc tralning jammer (Signal Corps), which s also provided with
swept AM for fuzes; *he AN/MRT-4 tunable jemmer for operation at the
1-kw level in the frequency range {rom 75 to 1200 Mc (Signal Corps); and
the AN/APT-13 swept jammer for the frsguency rangza frem 70 to 25C Mc
(Signal Cotps). ARDC alsc sponsored a variation of the AN/APT-13
equipment for the frequency range 70-1000 Mc, and a low-frequency com-
munication jammer {or the frequency renge from 2 to 30 Mc designated as
the AN/ALT-3 equipment. This development finally appeared as the AN/
ALQ-14, a rapid search and Jen aystem using s carcinotzon,

The Bureau of Aeronautics established a project wiih tke W, L. Maxson
Company for the development of an sutomatic search and isck-on system at
the 200-wati level, and for the frequcncy range 1000-11,000 Mc, which was
designated ax the AN/APT-20 equipment,

‘The AN/SLT-2 cquipment was a 1-kw shipborne jammer for the fre-
quency range {rom 15 to 1000 Mc aeveloped by the Genersl Electric Com-
pany under contract with the Bureau of Shipa, A related cquipment, the
AN/SLT-3, wu also a General Electric Company development, under
ByShips sponsorskip, with extended {requancy range, to cover the spectrum
from 930 to 0,300 Mc. This jammer, similar in many respects to the AN/
MLQ-2, covered tke required frequency range by meanz of 11 maguectrons,

Numerous studies have been made by contractors of all branches of the
Services |~ the field of transponders for use sgainst guided missiles asid other
types of targets. Theso studies Included work on such equipment as the
S-band and X-band “Owi" and the AN/ALQ-! equipment, &t the Alrborne
Instrumsnts Laboratory,

A large amount of effort hus been applied to various types of repeaters for
use againat proximity fuzes. The Electronic Defense Group at The Univer-
slty of Michigan accompliched a iarge share both of the research and of the
deveiopment of experimenta! proximity-fuze repeaters. Somse of the repeaters
are designated for {requency ranges lylng between 70 Mc and 30C Mc, and
power outputs range from 0.1 watt to !0 watts. In geneva), these projecte
employ narrcwband conventlons] tubes; zome of them employ superregenera-
tion; some are dual antenna repeaters; and some are aingie antenna repest-
ers, In this categery are the AN/URQ-S, the AN/ARGQ-16, the AN/ULQ-3,
the AN/TLQ-2, the AN/TLQ(), and the AN/ULQ-1 equipments. Unlike
these narrowband devices, the EDG at Michigan employed wideband, dis-
tributed amplifiers In the design of thelr successful V-T fuze repeater AN/
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MLQ-8. This equipment employs one anisnna, and a thne-sharing transmit-
ter and receiver. Further development of this equipment In tacticsl form
was accomplished by Instruments for Industry, Two projects, ARDC Project
R-112-132 and BuAer Project NL460-052, ir:volved the study of traveling-
wave amplifiers for use in broadband repeaters. Work along these lines was
also dorns at the Stan’ord Electrenics Res2arch Laboratory under jolt-
Service sponsorship.

Quite eariy in the postwar program it was realived thst auiomatic jam-
ming equipment must be provided for manned zircraft of the Alr Force
because it was not planned tc provide such alrcraft with ECM operators. In
1950 and 1951 study projects were established with the Sperry Gyroscope
Company for investigating the feasibllity of providing browdband coverage
in semi-automatic and fully automatic search and jamming systems. These
study projects resulted in the AN/ALQ-5 and the AN/ALQ-27 systems. A
second tachnique was the AN/ALQ-6, in which a recelver and an FM car.
cinotron were combined to provide an sutomatic jammer capable of jeinming,
sequentially, ali signals on the victim aircrait. Provisions were rizde to seiect
the type of radars tc be jammed by the use of prf and pulse-width discrim-
inatlon. Another technique furnished multisignal jamming capabilities using
a recelver to determine the {requencies present, conirol circuite to set up
voliage-tunable magnetrons on these frequencies, and traveling-wave-tube
amplifiers to raise the output signal to the proper leve:,

Unlversity programns for basic work in the ECM techniques area were
established throughout the course of the postwar ECM program, Sizable
programs were established at Stanford Univereity, the Johns Hopkins Univer-
sity, and The Unlversity of Michigan, which heve made, and are still mak-
ing, significent contributions to tha ECM program. For instance, The Johns
Hopkins Unlversity work in Infrared, during the eerlier years, provided ihe
knowiedge to start a hardware program, whern the need aross in 1956, At
Stanford, work In the deception: erea was started on range-gats pull-off and
inverse gain modulation a3 Dhroadband multisignai radar track-breaking

devices, Broadband multisignal repeatera were also Investigated. Equipments,

such as the AN/ALT-10, the AN/ALQ-11, the $-440, and the AN/ALQ-17
are the direct outgrowths of th:ls effort. The Navy at NRL alzo sponsored a
complementary repeater program for thelr ship and air research programs,
Mcjor technique contributions were aiso made by NRL in this ares.

The Alr Force has made important changes in policy with the objective
of e.pediting the general procurement program. These changes include the
weapons sysizms concept of development, Involving the over-all contracting
of an entire ayatem, including the alrframe, to a manufacturer; the esta-
blishment of a Quick Reaction Capability (QRC) for rapld hardware de-
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velopment; and the planning and contracting of sn infrared countermeasures
(IRCM) and radar absorbent (RAM) sesearch end develapment program.
The use of infrared in alr-to-alr gulded mlusiles and the added Infrared radi-
ation due to missila launch started the need for infrured warning equipment
as well as infraied decoy devices.

2.2.2 Portwer Recelvers

One of the outstanding accomplishments of ths interim perlod since World
War II hes been the aucceasful development of the AN/APR-9 recelver,
under BuAer, which was placed in production. This recelver covers the fi
quency range from 1000 to 10,75C Mc in forr tuaing units designaied
TN-128, TN-129, TN-130, and TN-131, Its sennitivity ranges from —%0
dbm, employing a narrow video bandwidth, to —73 dbm at the high end of
the frequency range, 2amploying a wide video bandwidih, The development
work on this roceiver was done by Alrborne Instruments Laboratory, Alr-
craft Radio Corporation, and Coullins Redio Company.

Supplementing the AN/APR-9 recelver, the AN/APR-13 recelver was
developed by the Navy to provide coverage in the low-{requency range fiom
50 to 1160 Mc. This recelver Is provided with five tuning heads, designated,
in order of ascending irequency, es the TM-200; the TN-178, TN-179, TM-
180, and TN-181 tuning unlis and has a sensitivity ranging from —87 dbm
at the low-frequency end of the range to —76 dbm at the high-frequency
end of the range, emploving a wide videu bandwlidth,

The AN/BLR-1, AN/SLR-2 recaiver Is the shipborne counterpaci of the
AN/APR-% recaiver, also Including, however, the frequency ranges of the
AN/APR-13 recelver with the exception of the lowest frequency tuning head,
TN-200. Thus, the AN/BLR-1, AN/SLR-2 recelver provides [requency
coverage from 90 to 10,750 Mc, in eight tuning heads. The AN/BLR-1 re-
celver Is intended ior use on submarines, and the AN/SLR-2 recelver is
designed for installation on surface vessels und lasnd stations. In both cases,

uise analysis and direction finding systema are included.

At the end of World War II the Signal Corps Engineering Laboratory
developed the AN/TLR-1, ihe first ground-based intercept system to be em-
ployed by the Army. This equipment wae designed by Polarad Electronics
Corporation, New York, and fabricated {n quantity by Radio Corporation
of America, New York, The frequency range covered is 10 Mc to 12,106 Mc.
Three types of antennas are provided: omnidirectionsl], broadiy directionai,
and high gain. A signal analysls cupability i3 included. Sensitivity ranges
from —120 dbm at the low-frequency end of the range to —90 dbm at the
high-frequency end of the range.

Tne U. §. Nuval Research Laboratory ploneered in mechanlcal rapid-scan
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microwave recelver development. Utilizing the baslc mechanism of the
AN/APR.9, it adapted & servo sweep aystzm to provide scanning rates of
roughly 1000 Mcs. The receiver aiso had the abilliy to present ten frequen-
cles which were previously selected and retuin to these with grest precision
through the serve control system. Frequency was read oi & Vaeder Root coun-
ter. The top four heads of the AN/APR-9 system were modified and Included
in the protoiype system. Associated with this system development was &
compiete signai eoquisition indicator utiiizing the F-i9 iong-persistence screen
and a time-frequency raster. Also a part of this system was a new !ndicator
for signal analysis and display. A five-gun cathode-ray tube waze utilized in
which three traces were devoted to pulse anziys!s, one being an exponential
sweep and two belng two-decade log sweeps. These traces gave an indication
of pulse width, prf, and antenra beam-pattern width. One sweep was used as
& DF indication utilizing a rectungular sweep in which the top trace gave a
downward deflection and the jower trace gave an upward deflection, Tne last
trace is utilized for panoramic display. Production versiona ¢f this equipment
resulted lin the Nuvy shipboard sst AN/WLR-1 aud the alrhorne AN/ALQ-
28 zystem. ‘These aystems have the same coverage as the AN/APR-9, 90 to
10,500 Mc, and the same order of sensitivity and selectivity.

‘The Signai Corpa has also plonesred in the deveiopment of a mechanically
tuned rapid-scan recelver known as the AN/TLR-9 and -10 receivers. The term
“rapld-scan” is here used to Ideutify a receiver in which the entire frequency
range of a given tuning head Is scanned In a period of time comparable with
the duration of a radar “look,” ssy 0.0% second. The AN/TLR-10 recelver
Is provided with five tuning heads and covers the irsquency range from 60 to
1050 Mc. It is a superheterodyne receiver having sensitivities ranging from
=101 dbm at the low frequency end cf the tange to —73 dbm at the high-
irequency end of the range. The AN/TI,R-4 extends the {requency range of
the AN/TLR-10 from 108G to 360C Mc., The AN/TLR-7 is electronically
tuned and employs saturable reactors. The AN/TLR-15 extends the fre-
quency range of the AN/TLR-1, It covers 8 kMc 10 41 kMc and utllizes
backwazd-wave local oscillators.

Signal Corps projects for AN/TLR-2 and AN/TLR-17 receivers cover ihe
extension of the AN/TLR-1 receiver. The AN/TLK-3 receiver has a {re-
queiicy range from 12,000 to 18,000 Mc with one head, and the AN/TLR-17
recelver covers the range from 500 Ke to 12 Mc In ¢ight tuning bands.

A somewhat similar airborne rapid-scan rece'ver, the AN/ARR.RA re-
ceiver, has also been placed In production by the Air Force. This recelver, a
motor-driven repid-scan superheterodyne, covers the frequency range from
70 to 960 Mc in four tuning ranges. Its sensitlvity averages —8C dbm, and
it employs an I-f bandwidth of 0.5 Mc.
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In the rapld-scan recelver feld, the Alr Research and Development Center,
ARDC, has spoisored two projects sonmewhat eimilar to the AN/ARR-84
recelver, Thesa projecis are the AN/ARR-~1 recelver for the frequency range
from 0.09 to 35 Mc, and the AN/ARR-3$5 recaiver with 2 frequency range
from 50 to 1030 Mec. These receiverz difier from the AN/ARR-84 in that
they are adapted for cperatior. opilonally s rapid-scan o: &3 high-resclution
recelvess,

The AN/APK-14 recelver developed under ARDC sponsurship s & super-
heterodyne receiver, cimilar in some respects to tha AN/APR-9 recelver, for
the frequency rangs frem 30 to 1125 Mc, using five tuning ranges. Thiz re-
celver Is intended primarily for setting jammers on frequency, and is also
considerably more compact than the AN/APR-9,

The feld of elecivonically tunable rapid-scan microwave recelvers has
been actively investigated, snd work along these lines has resulted In oper-
ating ecuipment, The Electronics Research Laboratcry, ERL, of Stanford
University developed prototype modeis of the S-121 recelver covering the
frequency range from 500 to 4000 Mc with three tuning heads. This recelver
depends for its operation on the use of electronically tunable “'dispersive”
traveling-wave amplifiers, and scans over & 2:1 band in approximately .08
secoud. Frequency indication Is provided by the display of the vider signal
on a scope, the time-base of which {s synchronized with frequency. This i3
not a seiting-on receiver, but doss afford good frequency resolution, and as-
suzes almost perfect intercept probability on account of lts extremely repid
scen rate,

In parallel with the Stanford project, and with the asslatance of ERL, the
W. L. Maxson Company has workad on a similar 2-4 kMc rap.ld-scs © receiver
known as the AN/ALR-2 recelver,

The Stanford S-151 recelver is an X-band converter desigied .o accept
signals in the X-band end beat them down to the S-band rang. where they
are fed into the Input of the S-121 recelver, The S5-152 recelver is an elec-
tronicaily tunable rapid-scan X-band superheterodyne with variable sweeping
and acceptance bandwidth. The receiver is thus adaptable for high intercept
probabllity witk, wide sweeping and acceptance bandwidth; and alternatively
for high resolution, with narrow sweeping and acceptance bandwidths, The
sensitivity is high in either case,

A considerable amount of activity is also goirg on In connection with
wide-open recelvers of various types. Soms uf these wide-open recelvera are
merely ‘‘zero catcher” recelvers designed for early warning without any
frequency indicaticn. Others have multichannel operation, capabls of indl-
cating frequency with an sccuracy of =13 percent. In this category falls
the muitichannel recelver of the Airborne Instruments Leboratory, ia which

\
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each channel employs a four-stage cavity Qltsr for frequency clacrimination.

Another type of wids-open recelver which is engaglng considerable stten-
tlew at the present time is a multiple-horn recelver being developsd by
do¥oon ot Federal Telecommunication Laboratories. Recelvere of this type
are discussed in connection with direction-finding aystems in the noxt sec-
tion,

2.2.5 Direction-Finding Sysiemo

‘The program contalns numerous projects for developing high-frequency
7. ction-finding systems. Theso equipments sre principally intended for use

/F communlcation clrcuits,

The Navy at the U, S. Naval Kesearch Laboratory hae maintained one of
the major research efforss in the field of hf direction-finding research. Sincs
1950 NRL has had an experimentel wide-aperturs direction-finder system in
being and under atudy. Continuing studies have rasulted in the development
of suitabls muiticoupiers for direction finding systems apolicetion, This has
resuited In the development of a AU-eiement “Wullenwebst” type array cap-
able of simultaneously forming precise beams for very accurate direction ind-
ing, fixed beam antenna patierns evory 9° of asimuth and less sccurate
steerable beams for Intercept search purposes. Diverse Instrumentstion in-
cluding several systems of combination intercept and DF functions havs been
developed. Twin-channel adaptations heve also been included. Automatic
baaring and read out to 0.1° bearing accuracy sre 2150 & part of the system
developments.

The Nuvy ba: aleo sponsorad direction-finding research at the Unlversity
of Illinols. This has resulted In a §20-element “Wullenwebor” array. Though
the instrumentation connected with this antenna is Quite elementary ths
studies produced have furthnred the state of the art in appreclation of what
aperture arreys wider than the 40-elament system doveloped by NRL wili
produce operationaily.

Also at the Naval Research Laboratory the Navy has sponscred a narrow-
aperture direction-finding research progrum. Based on the AN/GRD-6
equipment, this program has resuited in tudlez of various antenna elcinents
and thelr resultant accuracy as a part of the DF system. Major improve-
meats in field modifications of the AN/GRD-6 have resulted. Automatic
bearing readout aystems, machine computation of fix systems snd other
similar operational concepts have rezulted from these studies. The Signal
Corps had a project with the Servo Corporation of America for the develop-
ment of « doppler DF system, the AN/TRD-15.

The principal new development in airborne microwave DF s the AN/
APD-4 equipment, and related equipment worked on by deRosa at Federal

\
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Telecommunicetions Laboratories. This is & wide-open DF aystem which
employs a multiplicity of directional horns, each with a crystal video re-
celver, ‘The output of each recelver !s connected to a delay line, and the out-
puts of the delay lines are scannad in timed sequence 19 preduce n display
of the over-sll pattersi on a cathode-ray tube, Although ‘hers ls no preclse
frequency discrimination in the individual horns, & general ingication of frs-
quency can be obtained by evaminine the shape of the over-all pattern on
the cathode-ray tube,

Two projects involving the improvement of the World War 1T AN/APA-17
direction scanning squipment are in the program, These ave the AN/APA-92
direction-finding systemn for the fraquency range from 60 to 11,000 Mc and
the AN/APA-49 for the range 200-10,500 Mc. In this category is also the
panoramic and DF indicator for the AN/APR-9 recalver, known as the IP-
81/APA-694 indicator. A homing antennc system for the AN/APR.9, deslg-
nated as the AN/ALA-4 squipment, ! also belng developed under BuAer
sponsorship. This equipment covers the irequency range from 90 to 10,750
Mc vad includes a imnutation switch, signel comparator, indicator, and
thres wets of antennas, A, Alford has developed similar direction finding sys-
tems for the AN/BLR-1, AN/SLR-? recelvera now In production at Collins
Radin Company, Another project is a dual-korn; servo-controlied DF antonna
for the frequency vange from 1000 to 11,000 Mc, developed a3 an improve-
ment over the DBM direction-finding system,

2.2.4 Posiwar Ferret Activities

After the war, the Asr Force used some B-i7's a3 short-ranye alrcraft for
ferret purposes. About the same time the Navy's postwar program began to
take shape and P3-4V2's, especiaily designed during tha war for these pur-
poaes, with delivery at the close of the war, were organized in 3 ferret aqued-
ron, Later, the Air Force refitted a few B-29 alrcraft for lcng-range ferret
service, These fiew some of the fizst global missions. The Navy's PB-4Y3's
were still dolng yeoman service with less extensive use {n areas of strategic
concern to the Navy. The Alr Force later went into a program utilizing the
B-36's.

The Navy followcd the PB-4Y2 with the P4M., Thie aircrafc szrved as &
direct replacement for the PB-4Y2 and saw much service in the Atlantic and
Vacific, Later, the Navy introduced an all-jet alrcrait, the ASD-2Q. These
pircraft are stlil flying and are typleal ferret ECM-configured alrcraft,

2.2.5 Postwar Supplementary Equipiment end Sivdies
As in the case of the discussion of the World War II program, considera-
tlons of space prevent & detailed discussion of the many supplementary pro-
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jacts In the Aald of quitennas, pulre-znalysis cquipment, and confusion and
deception devices, swhich are a necessary part of the countermessures re-
search and development program. In general, postwar antenna projects in-
volve work on Improving the World War II antennas, on providing antennas
having special patterns and chasacteristics, and on supplementary antenna
equipment, such at connectors and switches, Pulse analyzers of various types
are included, sonie of which are intended for use in automatlc search and
lock-on systems for the putpose of distinguishing etween friendly and
enemy signals. Work on window has continued, with particular emphasis on
the development of Improved reflecting materlals and devices, and the de-
velopment of various devices for dispensing the chaff,

The concept of saturation by the use of decoys was introduced In the
postwar period. A rescarch and development progrem to piovids the tech-
nicul knowledge for active and passive target enhancement was started, as
well ss dovelopment programs for both long- und short-rangs self-propelled
decoys. The uss of alr- and ground-launched balloons as decoy devices was
investigated, and dovelopmental models weres bullt and testad. From tbe
initial eimple devices the program developed into a long-range ground-
launched decoy missile and short-range alr-launched decoy mlissile, boih
with ZCM squipment, to echatice the target reluin and a chaff capsbility.
The long-range decoy alao was given & limited jamming capability.

A new type of pulse-analyzer technique utilising multigua cathode-ray
tubes has been developed by the Naval Recearch Laboratory. In early 1047,
NRL began developing multigun cathode-ray tubes. This developmeni es-
tablishod a new generation of cathode-ray tubes for militacy application in
this countsy, resuiting in joint Army-IWNavy specifications for tares- and five-
gun, fint.faced, rectangular screen tubes having excellent performance char-
ecteristics of spot size, deflection sensitivity, and tiace locutlon, In 1948 the
first experimental mulitgun signal anslysers wers {natalled In a new ship con-
figuration aboard tha U.S.S. Columbys. This equipment was later put inic
production, and was known as the AN/SLA-1 pulse analyser, It utilized five
swaeps of different lengths, the first belng O to § usec, the secornd ¢ to 5O
pae;, the third 0 0 1000 usec, the fourth 0 to 35000 usec, end the Afth
0 to 50,000 ueec. An airborne version of this same equipment was the
AN/APA-74, Its characteristics were identical to those of the AN/SLA-1
except it was packaged for alrborne application. The Army’s contribution
to this field is the AN/ULA-2 developed by USASRDL.

Another three-gun airborne pulse analyzer, the AN/ALA-3, utilized expo-
nential sweep for itz displays. Further devclopments in Integrated display
units for pulse analysis, direction fiading, and panoramiscope presentations
were developed for the rapld-scan equipsicits which later becime the AN/
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WLR-1 and the AN/ALQ-28. Here the pulse-znalysis scope utilized one
exponential sweep O to 10 usec long and 2 two-decade iog sweeps, ons 10
to 1000 usec and the second 1000 to 100,900 usec long.

Investigation on fundamentai circultry was done at NRL for demodulating
8ii types of pulse modulation, These units incorporated features fcr pulse
width, pulse length, pulse period demodulation, cr any combination of the
above. Also included was circultry for genernting s synchronising pulue
vinen no tync pulse was transmitted with these systems. Because of ithe
highly specialized nature of these equipments, only a few modsls of these
systems werg developed for very speclal applications, The technigus: de-
veloped were adopted, however, for use by other countermeasures groups In
misslle telemetering demodulation in many speclalized applications.

2.2.6 Current Developments in Vacuum Tuhes

The subject of vacuum tubes s of prime importance to the counter-mea-
sures research and development program, and some considerstion .f this
matter is tharefore required, It !s, however, difficult to glve a c~1aplets ple-
ture of the vacuum-tube situation without iisting available and de:sloped
tubes In tabular form. Numerous tabulations of vacuum-tube devuicnments
have already been made, or are in the process of being mede, The following
discussion will therefore be confined to a summary of the vacuura-tube pre-
gram,

Conventiona! tubes are now &vallsble or in the iate development stages,
for frequency ranges as high as 100C Mc, at ihe 6-kw lovel,

The CW magnetron program which was estublished during Weild War II
continues, Magnetrons for the frequency range from 90 to 1200 Mc and
for a power output level of approximately 150 watte ere avallable in limited
producticn, Development has been completed on several CW magnetrons
at the {50-watt level for S-band and X-band {requencies,

In the 1-kw range, difficulties are still belng experienced In obtaining satia-
factory CW production tudes in sections of the frequency range required by
the countsrmessures program,

In the klystron field, high-powered xlysiroa amplifiers in the uhf reglon,
intended for uhi telavislon applications, are avaliable, Studies are being
carried ou: to determine whether ficating drift-tube klystrons heve sufficlent
tuning range, power output, and efficlency to serve as a useful {nterim sub-
stitute for the I-kw magnetron which are being delayed. Klystron amplifiera
capable of pulsed outputs in the megawatt range at S-band have been suc-
cessfully produced at Stunford snd General Electric, but thess tubes sve not
generally satistactory for countermeasuies applications,

Severel varleties of Resnatron oscillators and ampilfiers capabie of high-




HISTORY OF ELECTRONIC COUNTERMEASURES

efficiency CW power outputs as high ¢

form of lsboratcry models. None of
off, and there appears to be no pr
amplifiers or osciliators having a satls
future,
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ia 30 kw h 2 besn produced in the
tubes has, however, been scaled
t prospect that sealed-off Resnatron
factory life will be available in the

A consldersble amount of work is no

being done on broadband travellng-

wave amplifiers and disperaive truveling-wave amplifiers. This includes work
at Stanford on dispersive amplifiers (for the S-121, AN/ALR-2 recslver),
low-noise recalving traveiing-wave tubes cperating as high as X-band, 1-watt
S-band amplifiers, 150-Mc 40-watt amplifiers and 100-watt S-band and
X-band amplifiers. Pulsed helix-type amplifiers for power outputs as high
as 1-kw have heen completed ai Stanford for S-band and Kw-bend applica-
tions.

At the present time electronically tunable oaclllators aud amplifiers, such
as backward-wave osclllatorc and cajcinotrons, are belng emphasised In

the program. It Is probable that tu
sultable for operation at frequencies o
to the millimeter reglon, and at po

In these categories will be found
the entire spectrum from 100 Mc
r levels sanging from mliliwatts to

kilowatits, Investigations of backwurd-wave oscillators at Stanford and Bell
Telephone Laboratories have now resylted in the development of tubes for

va.ious frequencies by a number of com
“Carcinoiron” is the name given to
Wernecks of the Compagnie Géné
There are two types of carcinotron;
crossed electric and magnetic fields,
similar to » backwsrd-wave oscllistor.
The General Electrlc Company
work!ng on an equally important tube,
like the backward-vave oscillator, p
measures spplications,

panies.

1 tube nf this type by its inventor, M.,

¢ Telégraphle Sans Fil, Parls, France.
type M carcinotron which empleys
nd a typs O carcinotron, which s

The Univerzity of Michigan are
the voltage-tunable magnetron, which,
romises to have Importari counter-
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Perspective of ECM in Modern Warfare

J. A, BOYD, D. D, KING, G. L. LANSMAN

3.1 Introduction

The primary function of electronic countermeasurss iz tc destroy the
utllity of enemy communications, weapons, and 2urvelilance devices. Ths
utility of these devices can be destroved in varying degrees by denying
information or by providing erroneour information, The evantua! rerult of
the use of eiactronic countermeasures may be physical destruction, as in the
predatr W of a missile warhead, or perhapa denlal of uze, as in the con-
fusion <. o © acking radar system.

The bac.. function of electronic countermessures has remalned the ssme
since its Inception, but manifold applications have been made over the
years. Because of the multiplicity of applications, it is helpful to consider
various sspects of electronic countermeasures in light of the geographical
basis of the several phases of warfere. Separate consideration of these phases
shows the varlations (in the countermeasures) caused by the parameters
space, time, and environment, The divisions of thls chapter are based on
geographleal environment: (1) airborne ECM, (8) ECM in surface-type
naval operation, {3) ECM in air defense, (4) ECM and ground operations,
(3) ECM and underwater operations, and (6) ECM in space. In the subse-
quent chapters, the material has becn organized on the basis of technical
significance. The reader will recognize that meny teckniquoes are used in all
six of the arcas of warfare mentioned above. However, the varlcus para-
meters and speclal problems make the geographical breakdown useful.

3-1
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8.2 Alsborne ECM Systome

8.2.1 Genera! ECM Funcilons

Electronic countermeasures perform two geaera! functions in alrcraft: (1)
detense and (2) reconnaissance. Tha electronlc cefense of an aircraft in-
ciudes active snd passive mesna fur defesting : ‘acking weenona relving
on electronic detection, alming, fusing, or guldance mwtheds, The recon-
nalssance or data-gathering funciicn provides Information on the types of
signals and their sources for elther tactical or technical uses. In a given
alrcraft, botk defensive and reconnaissance functions are usually crmbined
In varying Jegree to sult the mission requirements. An aircraft primarily
intended for reconnaissance nevertheless requires defenalve protect!sn, Sim-
flarly, In a mission with ne data-gathering functions, some informatica cn
the sigrnal environment is needed to operste the defensive squipment. Since
the aircraft must survive to accomplish its mission, sufficient defensive
strength (o assure the necessary survival probubllity Is the primary ECM
consideraticn. Attack on an aficraft penetrating a defended area Is con-
trolled by early warning (EW), surveillance, airborne intercept (AI), and
< o.a tracking radars. Communication, guldance, and fusing signals may
wswu b essontial to the sttack!ng weapons. The effectivaners of varicue
electronic countermeasures 'n piotecting alrcraft peuetrating enemy de.
fenses can be very great. Conversely, improper use of countermeasures can
destroy the often vital slement of surprise and asslst {ntercepting weapons
in finding thelt targets.

Ccuntermeasures available for aircraft defense and alrborne reconnals-
sance equipment are considered separately in the first sections to fellow,
and finally Ir combinstior. to form systems

83.2.2 Conuntermeasures against Early Warning (EW) Radsrs

Detection must precede any attack; hence, avolding detection is the
earllest countormeesure at the disposal of the alrcraft defense, Early warn-
ing (EW) radars, ocn the surface or airborne, firet detect approaching air-
craft. Therefore, evading detecilon by such radars coastitutes the initial
step in aircra(t defense.

The maximum detection runge r cf & given radar is proportional to
@ {6, &), where o(6, ) Is the echolng area for the particular aspect (6, ¢)
presented to the radar; to halva the range, », 0(6, ¢) must be reduced 12 db,
Thus, even modest delays in detection can only be purchased by order-of-
magrnitude reducticns In «ircraft reflections. These reflections are ciltically
dependent on the angles (6, ), and may vary as much as or inore than
+20 db from maximum to minimum, If detection is to be sscaped during
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flight over an 2rea or perimeter defended by radars separated by s spacing
R, the detection range nust be reduced to r < R/2, The problem cf reduc-
Ing 0(6, ¢) sufticlently to accomplish this ver the probable ranges of fre-
quency and sngle is severe. ‘The resultant penalty in alrcrafi performance
with techniyues currently evallable becomes excessive, even though the only
counter-countarmensurss are to make mors aensitive radars or to space them
m.ore closely.

Hiding the alzeraft in a cloak of radar invisibllity, although potentially
most effective, thersfors appears unfeasible against a well-desigaed defensive
perimeter, Failing this, the next best cholce might be to cunceal one or more
alrcraft behind a cioak which Is itself visible, but obscures the nature and
location of the true iargete. This alerts the ground defense that penetra-
ticn of its domain is under way or in preparaticn, but withholds vital ir- |
{formstion on target locations and characts <stles, Such a clrak may be
produced by either active or passive means.

If a substantial volume surrounding the ircraft fs Alled with reflecting
dlaments, 6.0, with chafl, the aireraft echiv '» cincesled in all directions by
tha profusion of apurious echoes. Sircb « corrldor must be sowed. However,
the sowing vehicles sre also partislly concesled by the reflectors they
dispense; thelr presence can only be deduced as belng noar the end of the
corridzr,

The zowing of a corridor or group of corrldors is an elaboraie operation
which reduces tho time and space available for a given mission. Depending
on the type of weapon deployed sgainst a penetration misslon, this may or
may not have advarse effects Ca survival probebility, Generally, the cliser
the weapon control from tho ground, the mere sffective the corridor tech-
nique becomes, Againet MTI¥ eqguipped radars, the corridor technique
increases the background clutier, and hence reduces the usable range. In
areas with large changes in wind velocity at various levels (wind sheer),

MT? radars are particularly vulnerable. In general, the presence of chaff
severely hampers the EW radars, and varlous types of MTI offer only
partial protection to tha raders.
‘The radar echo from an aircreft also may be masked by jamming signals,
These simply override the true return in the recelver input clrcuits, The
resulting strobe display pattern is easily recognized, and can usually be made !
to yleld azimuth Inforimation, The absence of runge data in the strobes I
prevents direct target locatlon, since triangulation from multiple racars
produces many spurious sclutions,

A barrage noise jammer ralses the noise level over a broad frequency

spectrum, Including the recelver acceptance band, to a level determined by

*Moving-target Indicetion,
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the jamming sigoal streagth at the recclving antezna, This i3 equivalent to
increasing the nolse figure of ths recelver, end deterlorstes the radar per-
formance in the same manner, When pushed far snough, this “brute force”
or thermal method can render ineffective active rudar operations by ralaing
the background nolse to intolersble levels. Negution of waining radarms by
barrage jamming is & relstively sure method, but requires massive power
s cover much of the avallable spectrum, The barrage mathod also invites
the use of countercountermessurm, including special trianguiatica pro-
cedures and correlation receivers for locating individusl jaminers.

The broad-scsle countermeasures against warni.g radars discwsed 20
far make little use of specific properties of the radar, By concenirating the
effort on a particulsr aspect, economy in jamming can bw achieved, Spectral
concentration involves placing the jammer power only in bands occupled
by enemy radars. This results in orders of magnitude grester opectral ef-
ficlency, 1.4, many times the wosful jamming signal per wait of tranamister
power. A narrowband or spot Jammer must bs sst on the radar oparating
frequency. Automatic sst-on circultry tc do this ia complex, and ofien easily
defeated by toc many signsly, or gglle frequercy changing by the radar.
Preset or manual set-on for spot jamming is, of course, ever more easlly
countered in the same {ashlon,

Mezt fMcient Ia principle is the concentration in both {requency and time
achicved by the deception repeater or tranaponder, Heve, Zulses in addition
to the true echo are transmitted te produce many false returms. Tho false
targets may simply aprser rather randomly to confuse the rader, or thsy
mey bs carefully nrograramed to have realistic courses. Both tha simpler
confusion devics and the complex programmed repester usually enter the
radar zatenna through Ita minor icdes, and can be countered by the proper
rejection clrcultry, In the absence of such circuitry, changss in target size
and ecintilizstion may enable an experienced operator to separate true and
false targets.

For every target on the display, the rudar operator must make s decision:
Is it a true target or false> If g rue target is conslidered false there will be
no interception, hence a minimum of Incorrect decisions by the radar oper-
ator {3 mandatory, Alternatively, fnise targets accepted as true dilute the
available intercepting forces, If the total number of targets accepted as true
exceeds the capacities of the intercepiing forces available, saturation of the
ground defenses may cause a breakdown in the normeal tactics and prevent
proper assignment of wespons to bember targets. False targets produced by
electrenic means can be identified with sufficlently elaborate clrcultry or
peasibly by carefully trained operators. A relatively sure method of provid-
Ing the requisite number of targets is to use small decoy alrcraft In large

3
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numbers {nterspersed with the bomber force. Within limita, small and cheap
decoys can be provided with enhanced echolig power to render them In-
distinguishable {rom bombers for the radar. Rather elaborate changes in
the carly warning radar system may be reauired te clrcumvent the decoy
preblem. One auch change night be the use of bistatic radars to identify the
highly directive scattering pattern of cornar reflactors used in enhancing the

e scattorl cornar reflectors

3.3.2 Countermizasures against Alrborne Intercept (Al) end
Tracking Kadars

Reduction In the effective renge of alrborne Intercept (AI) radars has an
effact similar to & propeortional reduction in early warning range. In both
cases, less distance from the targst Is needed; in the airborne instance this
masens nc* only more radars, but also more interceptor aircraft. Complica-
tions such as MTI are also grea..r Denaltles in airborne equipmant. Denlal
of range Inlormneticn by barruge or spot lamimers is of less Importzncs since
azimuth data inay suffice for the interceptor to close the range. On the other
hand, & false tacget acczptad s3 true for oniy a short time may place the
Interceptor or miselle on a course from which the target can no longer be
reached with gvailable fuel supplies. The possibility of homing on barrage
jammers must also be considered. Intercept operations can be facilitated by
strong barrage sigoals, if the interceptor s equipped to home on them.
However, the homing cepability must slways be auxillary to some other
acquisition and tracking system. In a sense, homing is, therefore, & second-
line threat,

As the range I3 cloced, the intercepting alrcraft or mlsslle switches
{rom the search to the tracking mode of its AI radar. At this late point in
the engngement various ockemes for bresking lock i the tracker remain,
A tracking radar provides accurate range and asimuth daia to direct
weapons to within lethal radil of the target. Therefore, ar aircraft being
trecked by one or move hostile radars is probably In acute danger. Aircraft
defense syatems assign correspondingly high priority to countering & tracker
once It locks on its target.

High antenna galn and range gates concentrate the effective radar power
in space and time. This makes it difficult to cope with the radar once it has
locked on target. The time avallable for disiodging the tracking radar is
also short. In return, the time for reacquisition, once tracking 'z hroken, ls
even shorter. At clcse ranges, any protracted break or errcr in the tracking
date can result in a complete loss of the iarget.

For many probable angles of illumination by a tracking radar, it is pos-
sible to sharply reduce the alrczaft radar cross-section by suitable shaping
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of meta) surfaces and the use of ansorbing materials, The resulting redus-
tion In echo {facilitates the function of jammers. Overpowerirg a tcking
radar by nolse jamming Is difficult unless aiced in this mannes because of the
power requirements. However, several achemes successfully utilise speciic
characteristics of the tracker, These inciude chaff, range-gato-grabbers and
inverse gain repeaters. in each case, the radar is pulled off the true targoet
and forced to search aguln to And I8, In each casa it is also possible to pro-
tect the redar against the countermeasure to a contiderable degree, although
not completsly. This protecticn is purchased, however, by complexity which
may be unacceptable In very compact systems.

The use of phase comparison (Interferometer) seskers in missiles, and
various other nonscanning-type trackers poses special problems in couzier-
measures. Noise jamming can destroy range data, but the radar is generally
able tc track the nolse source without difficulty. However, the natural
liraltatlon of tracking in the form of target acintiliation or glint can be en-
hinced to jam phase comparators; by utilizing several widely spaced an-
tennss, g f{slse phase front can be generated which produces a amall angular
error in tiacking. Changing the tilt of this false phase front introduces an
osclllating anguler error into the tracking antenns. The dynamics of the
tracking servo system can then be utilized to produce large angular excur-
sions. The locus of these excursions can, by proper location of a lesst three
sources, be made to le fer from the target at sll times.

A related tactic is feasible against infrared seekers which home on ths hot
surface of the alrcraft. If the trackor can be made to follow a brizht dacoy
flare for a brief interval, the large engular error introduced makes it 4iffi-
cult for the seeker tc reacquire the true target in the time available. Both
the limited field of view and the servo dynamics of infrared seekers offer
possible fields for countermeazures,

3.2.4 Communieation, Guidance, and Fuze Countermasasures

Unless the acquisition range of missile seckers or Al radars Is very large,
additlonal guidance from the ground is required to achieve contact between
attacking weapons and the alrcraft under attack. ¥or marnned interceptors,
guidance mey be by volce command, or by data link. In sutomatic syatems,
data s transmitced over a speciai link, which may consist of coded pulses
from the ground tracking or survelliance racar. This intermediate stage of
cont.ol or midcourse guldance occuples & special position in countermeasures
for alrcraft defense.

Where the information is transmitted in uncoded form by rolatively low-
power omnidirectional ground stations, the link can be broken rather easily.
The result {2 that interceptors must follow preassigned courses. Such “broad-
cast’ or “slngie-vector” control materially reduces the prcbsbility of inter-
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cept. However, the jammer may serve as a bescon if the attacking alrcraft
Is equipped with homing equipment.

By communicating over a dircctional channel, such as & tracking radar,
oz by sultably encoding the data, the ground station cag secure reilable con-
tact with an interceptor or miseile. Thus, the ground operstor can confine
his iranemissions In time or {reGuency, &s well as In solld aagle, 50 a3 o
place the airborne jammer at & great disadvantage.

Because of the widely differing results which can be realised, jamming of
commiunication and guldance iinks demands particular attention, The rather
general principles applying to varicus types of radar countermessures must
be replaced by specific rules applying to each particular situation. For
example, alrborns communications jammers have been used with success
against enemy tactica! ground communications, such as between taciks.

Jamming the fuse of a missile by prefiring or inactivating is the last
recourse avaliablo in sircraft defease. Certain types of active fuzes are sus-
ceptible to jamming, However, a fuze Is Inherently a low-Information de-
vico; It need only note its arrival on & predetermined surisce sbout the
target. The antennss and circults to achieve tbis can be speclalized to
narrow beamwidihe end narrow bandwidtha, respectively, with resulting
high countermeasures resictance. Becauss of the low probabllity of encoun.
tering both an actlve lammable fuze, and of being able to cause its mal-
function, fuze jemming occuples a minor place in aircrait defense..

8.2.8 Klectromagnetic Reconnalssance

Reconnaissance ¢: “Ferret"” misslons ere flown to acquire information oa
the electromagnetic radiaticn from enemy sources. Two broad clessea of
information sre generally cought, namely, detailed technical intelligence
Information glving Insight on new ensmy equipments, and “order-oi-battle”
Information for Immediate tactical evaluation. Actually, there is considerable
overlap between the two, notably because of the desire for detalied Informa-
tlon on patticular enemy equiptnents for tactical purposes. The technica!
Intelligence misslon seeks maximum information, cnd hence takes as much
time, space, and equipment as iz permissibie. A large aircraft loaded with
electronic equipment, and supported by extenslve ground-snalysls appargtus,
may be needed for such a mission. Some “order-ol-battls” Information may
be gathered by simpler apparatus and s often flown as part of another mis-
slon. On the other hand, for compiets coverage of all signals, the order-of-
battle data desired appreaches that for technical intelligence.

Three principal tvpes of information are present in radio signals: (1) fre-
quency, (2) modulation, and (3) source location. To these muat be added
signal strength and the all-important criterion of presence or absence. The
accuracy required in distingulshing the type and nature of information deter-
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mines the type of equipment used, and hence the nature of the misslon.

A higb-fiylng sircraft is exposed to a tremendous numbar of signais, The
largest and perhaps most important class, radar signaic, may aumber in the
thousands, with fewer communication, navigation, identification, guidance,
and jamming signals, To cope with this mass of information, some reans of
selection i2 required. The particulay cholce of selection process determiney
to r large extent the capabilities of the ECM syatem empioyed.

The simplest type of system {s the activity indicator. Here the se. .>t.un f2
based on amplitude only: en omnidirectiona! antenna (In the horizontal
plene) and a br~- s nd recelver are coupled to & threshold device. The
primary use of t. stem ie a8 & warning device and actuator of sircraft
defense systems, Signal amplitude s a measure of range, and hence of danger
to the aircraft. By setting the threshold at a high level, only the strongss?,
and hence potentially mest dangerous, signals are accepted. Fiowever, none
of these are missed: the Intercept probability for dangerous signals is unity.

A more complex receiver Is included in sutomatic jamming systems, Here,
the warning receiver Is ¢xpanded to determine whether the signal is indeed
a dangerous type. If the answer is affirmative, the recelver output actustss
defensive measures.

Simple direct-detection recelvers provide adequate senaltivity for detecting
the main beam of radars, Minor lobes {from radars and also most other
signala are below the nolse level except at close ranges. Tho number of
tignaly tha mystem must accommodate is much reduced by the lower sensitiv-
ity, but 5 srskeless hundreds of pulses per second may be received. Some
selectlon In frequency can be accomplished without sacrifice in intercept
probability by parallel filtera. Multiple directive antennas similarly provide
selection in aszimuth. Pulse coincldence clrcuits between f{requency and
angle seloction permit Identification .( pulses by both cviterla, Selected
pulses sorted in currier frequency and azimuth angle may be stoved directly
on tape or film, Addltional aralysis may also be performed at the time of
reception to categorize the types of pulses, and thereby further reduce the
data remaining for final study.

A broadband nenscanning system of the geners] type described provides
data on the number and location of ull rudars flluminating the alrcraft, This
information satisfies the most urgent tactical requirements. Some additional
information is provided on the nature of the signals, and hence on the
probable types cf radars. This Is of velue for both tactical and technlcal
evaluation purposes. The entire system can generally be made ccmpact, and
suitable for installation in smaller vehicles or as supplementery equipmert
in larger alrcraft.

A basic problem of electronic reconralssance lies In the huge amount of
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Information avellable to be extracted from the slgnals within the range of a
seusitive recelver. A relatively slmpls, senaitive, and selective receiver is
the superbeterodyne. However, its high serlilvity ls purchased at the price
of intercept prohability, as can bs seex froni the simpie considerations below.,

Recelver noise places a lower limit on the detecteble signal strength, For
& given false-alsrm probablility, the minimum detectable signsl strength Is
proportionai to the effective recelver bandwidik snd Inversely proportional
to the antenss gsin. Evidently the most sensitive sysierns ary highly selec-
tive in both freguency and solid &ngle. Such systems often require a rela-
tively long time io cover & broad frequency spectrum and solld angle.
‘Therefore, their probability of Intercepting signals periodic in time can
become smail, In the case of signals from scanning radars, the radar scan
periodicity is eifectively eliminated by sensitive recelvers which recelve
slgnals from the minor lobes of the radar antenna, For other type: of
pariodicity, such as intermittent operation, added sensitivity canaot coin-
pensate for the slow rate of coverage or siow recelver scan,

Given indefinite time, the single channel superhetarodyne can locato aad
identify all signals In sequence. In the tranalent situstion of an alrcraft
fiving rapldiy over areas containing periodic sources, only a sample can he
obtained. This i3 particularly true if a swept-frequency receiver ls coupled
to a scanning direction finder,

Alternative systems involve many parallel channels with broadband tra-
veling-wave amplification. Supplementary tuning is then required to deter-
mine the frequency. Systems with very fast sweeps, with separate divection
finders, with many parallel channels, and varfous other combinaticns have
heen proposed to provide greater resolution,

For systems [ntercepting many signzls, the analysls of the data Is a
difficult task, Video recording end subsequent ground-busec analysis affords
the most complete results. Limited airborne analysis, fcllowed by recording
of selected signals, perhaps at an operator's discretlon, fucilitates handiing
the mass of signals, and permits concentratiiig on the important anes.

8.2.6 ECM Sysiems for Alrcrafi

The link between reconnaissance and aircrafi defense is the warning sys-
tem. This may consist of special recelvars and Inirared detectors which
actuate the defense equipment. The presence of certain types of signals
above a prescribed threshold level suffices te determine the need for chaff
ejection or barrage-Jamming operations. More complicated jammers carry
their own integrated receiving systems which provide the necessary input
data such as frequency and modulation for correct jummer operations.

In & broader sense, the information-gathering (sensing) function should
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be coupled to the dafenslve ryiipment (action) through a computer. Here,
the laput data on the Instastansous sitvation Is processe: and an optimum
over-pil defensive procedure caiculated according to predetermined criteria.
This psrmits coordinating all deferisive mesns, including alrcraft maneuvers,
defensive fire, and the various eler*:caic countermeasures. The very short
duration of an engagesment betwe:n supersonic vehicles reauires such an
electronic orogramming of the defense,

The number of potentially useful ECM functions, both defensive and
information sesking, is so large that nc slugle aircraft can perform all of
them. A compromise must theraiore be made in choosing the ECM capabil-
ity for a particulsr aircruft and mission. Space, weight, and interference
with other equipment sre the principal Umiting factors. The spuce for elec-
tronic equipment in afreraft is limited, end often unfavorably located. This
Is particularly true In the case of controls and sntennas., Controls can be
eliminated to » large extent by prover design and automatic operation, Un-
foctunately, antennas for many Importaat functions may require the same
spaca on the aircraft surface. Multiplexing Is a partial soiution to thia prob-
lem, but often limits the avallability of equipment.

Interaction between various equipments that can be carried simultancously
usually occurs vis power supply or antenna, Operating all equipment at once
may overload the generator capacity. Antenna Interaction between receivers
and radars can ofton be blanked out. Jammers can be treated in a simliar
manner by blanking certaln friendly frequency regions in the jamming
spectrum,

Weight penslties are measured directly In reduced alircralt performance.
Each pound of defensive ECM equipment must therefore be evaluated in
terms of its contribution to the probable success of the mlssion. Reconnafs-
sance-type equipment ls perhaps best evaluated in terms of the number of
alrcraft required tc preduce the desired information.

8.3 ECM iz Surface-Type Naval Operations

8.8.1 Burface ECM Functions

Surface warfare at 2ea s inseparably linked to air operations. As a result,
shipborne systems are closeiy integrated with alrborne equipment. Recon-
naissance, for example, proceeds best from the air, and an exclusively ship-
borne intercept system would have limited coversge. Simllarly, no dafense
based exclusively on shipboard equipment Is probable. The over-all scope
of fleet defense therefore Is broader than either surface or air operations
taken indlviduglly. The role of ECM in surface-type operations is cor-
respondingly complex. Integrated systems for surface ECM have not
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evoived to parailel airborne systems. Nevertheless, individual functions have
been highly developed, »ud these will be mentioned,

Targets and time sc2' ¢ In sea warfare differ significantly from those for
alrborne systems. Soms ...iips have very large radar cross sections, but sub-
marines can reduce their echo to sero. For low angles of attack, the horizon
and sea clutter hamper zadars. However, from high altitudes, the uniform
surface of the sea provides a nearly perfect background for detecting surface
vessels. Ships move slowly when compared with aircrafi, and the duration
of engagemetits la therefore longer. The interval during which reconnaissance
data can be gathered s also longer, except in the case of suhmersible targsts.

To grapple with the wide range of conditions to be encountered, seaborne
ECM equlpinent must have high performence and flexibllity, Fortunately,
the space and welght requirements for antennas and equipment aij some
what less severe than In airborne applications. The equipments and tactics
for surface ECM st 2ea are discussed below. The general topics considered
show close parallelism to the airborne situation. Bowever, the dstalls and
emphasis dltfer materlally.

Reducing radar visibility cr echo, &nd providing false echces are both
potentially effective countermeasures against radars. At sea, the application
of nonreflecting materials Is sometiines hopeless, sometimes highly effective.
Thus, the echoing area of & 1000-foot vessel might be many acres. A reduc-
tion sufficient to affect the detection range seems out of reach in this case.
In contrsat, 8 submarine periscope and breathing tube can be effectively
concealed by an absorbing cost. The combination of a small echo and the
surrounding sea clutter makes a concesled poriscope very difficult to detect
by radar. In ships of small and intermediate size, the possibility exists of
reducing or focusing the return by abscrbers or flat surfaces.

The smoke screen familiar to naval operctions in pest yesra has a rader
countezpart In cha®f clouds. In surface warfare, such clouds are difficult to
sow and control because of wind conditions and settling rates, The use of
discreto false targeis ur decoys on or above the surface of the sea is & more
effective way of concoaling true targets. A host of false returns from decoys
provides almost complete protection !f decoy and target are indistinguishabie
to ths radar,

A noise-modulated jamming signal ohscures range information. However,
tho azimuth of the jammer can usually be determined. In alr-to-alr engsge-
ments, the relative speeds and renges of attacker and victim alrcraft =ra
such that range data is needed to plot the required intercept course, Homing
on an azimuth heading Is cffective only when the attacker has & iarge apeed
advantage. In an air-to-surface engagement, thie speed advantage exlats,
Hence nolse jammers offer limited protection againat sir attack on an iso-
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lated ship. On the other hand, a powerful nclse jammer can obscure the
number of targets in i{ts vicinity by saturating the victim radar receiver. In
the case of surface search radare, denial of range information and obscuring
of the number of targets materially redunes the value of the radar,

The nolse jammer by its own radiation provides an azimuth Leading for
the atiscker, This vulnerable feature is aliminated in a properly operated
deception jJammer, This makes deception squipment attractive for defending
Individua! ships. The space avallable on shipboard also makes feasible more
complicated techniques than might be usable In alrcraft. Azimuth repoaters
against zearch and bombing radars, as well as varlous range and angle
repeaters against trackers, therefore are potentlally efiective components of
ship defense. Relatively simple transponder- and repsater-type dovices may
be used on decoys to enhance the return and thereby improve the target-
deception effect.

Active jamming agsinst enemy communications has iimited wsfulness in
operations Involving surface vessels. The presence of a strong jamming
signel may provide long-range homing information which assists the attacker
more thait he is hindered by the jamming of his communications, After
direct contact has been cstablished betweer ihe attacker and target, com-
munications are, of courie, no longer necessary.

Long-range missiles empley & varlety cf guldsnce snd navigation signsls
which are susceptible to countermeasures. With sufficient Information on
codes and frequencies, the missile can ba denled vitsl Informaticn and pes-
sibly can be glven false data. Shorter-range missiles with iine.oi-sight guid-
ance by beam-rider or comn:and sre lesa vulnerable, largely bessuse of
concentrated antexnna patterns,

The final stages of a miaslle attack mey be conirolied by self-contained
seckers and fuzes, Here, the auriace vesse! enjoys some natural protection
from the sea return, end aizo offers a larg: pistiorm for antennas, Jamming
equipment, and intelligent operators,

3.3.2 Shiphoard Reconnaissance

The signal sources within reach of shipborae intercept equipment differ
slgnificantly from those accessible to alrcraft. In the first place, fewer signals
are encountered, partly because the occan is sparsely populated relative to
defended land areas, and partly because of the smaller area enclosed by the
horizon at sea level. A second important point of difererce s relative mo-
ticn. Sources on the ground are mostly stationary, with the exception of a
few In slow motion relative to the observing alrcraft. At sex, most important
Intercepis are these from nircraft or other ships and submarines. Exceptions
might be long-range guidance and communications signals at relatively low
frequencies, ae well as signals received from tropospheric scatter.
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The motion of the iniercepted source s an important item of infor-aation,
and reculres repeated pusition determinations, The intercept equipment
must glso be abie tc cope with Intermlittent operstions, as in the case of a
submarine surtacing for & briel period, The observation time may thore-
fore be short, cven though relative motion Is slower thun in alr operations.
Bearing informstion ar.g signal identification ia, of course, of vital import-
&nce to defense against attack from the alr or the sea.

The avallabllity of space and personnei on shipboard as well as the re-
duced signal denally make manusl supervision of intercept equipment pos-
sible. This permits greater flexibility in data processing and Interpretation.

3.4 ECM in Alr Delenive

8.4.1 Opportunliies for ECM ix Alr Defensa

The role of countermeasures in alr defemse is confined to two rather
diverse arees. The first of these concerns action egainst navigation and
bombing radarz in attacking bombers, The second properly Is & counter-
countermeasure, since It attempts to make use of the signals from radar
jammers Iz the attacking aircraft, Thia technique of passive detection and
tracking of jammers does not resemble the eniljumming “fixes” applied to
radars. Therefore, even though radars are involved In the passive systems,
the tochaiques involved ave gencrally grouped with countermeasures, and
not with counter-ceuntermeasures or antijamming devices. Since nelthe.
navigation and bombing radars nor jammers may be used by the sttacke?,
ECM Ir alr defense is strictly an activity of opportunity, The importance
of such an activity depends on the probability of need, and on ths potentiel
eifectiveness when used. Some judgments of these factors are necessarily
Included in the discuszion of the two countermeasuret areas mentloned, even
though the primary emphasis is intended to be on ECM techniques.

3.4.2 Countering Bombing and Navigation Rader

Inertial and astronomica! reference frames are sufficlent to provide gu!4-
ance to within a zpecified probable error. Whers this error meets tactical
requiremsnts, radsr aids are not required and countermeasures equipment
Is superfluo’ 2. However, a dead-rockoning approach to the target may not
be adequate where a precise delivery point {s demanded. Ti: addit'on to the
Inherent efrars in map measurements and in the navigation system, extra-
neous factors such as wind velocity and changes in target position contribute
to the total miss distance. The use of radar sids to supplement the naviga-
tion system can then be expected. To locate a siaticnary target, only oc-
casional fixes are needed for course correction. Intermittent radar operation

i
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suffices to provide such corrections. Furthermore, the radar seference point
need ot bo close to the target If suitably offset references have been
selecied. For movirg tsrgets such as ships at sea, the offset tochuique
evidently doss not apply.

The Intermitten: alxral of a bombing and navigatioz radar is ipherently
difficult to counter. Also, it may not be Ge:irsb's to marely deny the navi.
gation Information scught by the radar at ons point. In this case, the
bombardment can atill proceed with reduced accuracy. To be entirely suc-
ceesful, the ccuntermeasures should provide false navigation deta which
will maximizg the miss distance at the target. In addition, the preseacs of
several radaze in the bombardment force is to be expected. Therefore, the
ECM system must be capable of dealing with nmuitiple signals irom dif-
ferent locaticns. To perform such a task, the ECM system may Include two
interrelated functions. These are: (1) obscuring the real targets and (2)
providing ‘alse targst Information, Ssvers]l methods for sccomplishing thase
aims ara avallable,

Perhaps the most obvious mevhod of obscuring turget return s to reduce
the echo from the salient geographical features noticesble to the navigation
and bombing radar. However, the large-scsle changes in physical contours
and iibera! use of absorbing material required maka this approach practicable
on a very limited scale only. Another method of chunging the radar topog-
raphy Is te provids fajse returns that are sufficlently large and numerous
to mask the existing fratures of the ares. Both .eflectors and ropeater fam.
mers are capable of preiducing suitable false echoes. Finally, it Is possible to
raise the beckground nolse level by means of mumerous nolse jammers.
This type of interference provides a threshold level helow which the weaker
echoes are masked. A carefully designed combination of false targets from
reflectors and repeater janimers, supported !f necessary by nolse Jammers,
{s capsble of drastically altering the radsr appecrance of an area. In some
cases, the proper location of oniy & few smell Jammers hus produced geod
results.

The concept of & fixed area defense against many attackers does not
apply In some cases. A ship st sea or an isolated military instellution might
be mora efficiently defended by countermeasures almed at totally disubling
the bombing radar in the viciniiy of the target. A powerful jammer —vith a
directive antenna may concentrate sufficlent power on the bombing radar
to saturate the recelver through the minor lobes of the radar entenna, If
radar data are the only guide available to the bombardier, lie may than be
obliged to attack the Jammer for lack of a botter target.

3.4.3 Passive Deiection and Tracking
There are two brozd classes of radar actlvity in sir-defense operations.
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The first of these concerns detection, and is handled by long-rangs scanning
radars. The second Is target tracking, which is done by tracking radars of
suitable precision. Both of these radar functions are suscep:ible to jamnming.
In each case, the effect of jemming Is to reduce the maximum varget dis-
tancs at which radar range dota becoms available, Since range information is
esaenzial to both detectlon and tracking functions, some means of using the
jemuning signal to provids range Informastion {: needed. The techniquems
aviliable for this are now censldered in turn for the detection function and
for the tracking functicn,

Detection of targets by a scanning (escly warning) radar includes identi-
fication of ¢ target in space and determination of its course. For thls pur-
pose, the radar output is placed on a PPI display, on which the targets
appeer as dots. When a nolse jammer of sufficlent power is activated on the
target, the dot becomes a strobe line. As the jamming signal grows larger
relative to the target echo, the radar gain must be reduced and the side
lcbes suppressed to maintain a narrow strobe, A basic charscteristic of this
situation is that azimuth data remain available. In a defense net involving
many radars, the intersection of strobes from seversl radars defines a target
location, Unfortunately, when many jamming targets are present, there are
many f{alse Intersections or ghosts. Thus, when two jamming alrcraft are
received at two radsr sites, two aszimuth angles are ohtained at exch site.
From these four possible poeitions can be calculated, of which two are
correct and {wo are ghosts. In general, » jamming aircralt produce »? posl-
ticns of which #® — m are ghosts. When thres radar sites are used, it Is
possible to resclve the targests In principle. In practice, this requizes a
special display and a skilled operator, and is reliable only when the situa-
tion develops slowly and the number of intersections Is not too large. With
Increasing numbers of jammers, the el'mination of ghosts becomes more
difficult, Of course, triangulaticn fails absolutely when several intersection
points fall within one beamwitdth of the radar antennss. In this cass, the
targets inust be recolved by identi{ying the range of the jammers.

To provide the resolution afforded by redar rangs duta, an alternative
means of measuring renge is needed. Such range deta may be obtained
through observations made from two sites. The difference in the time of
transmission of the Jamming signals to the respective sites then gives the
range. For a constent transmission-time difference, all possible sources lie
on a hyperbola—neglecting errors due to altitude, which can be made small
by cho.sing a suitable geometry. A mechanism for finding the time differ-
ence Is {1) to send the signal from the remote eite to the central site where
processing Is to be done and (2) to insert a time delay in the output from
the central site of auch a value that the signa! after the delay is the same
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as the sigoal sent from the remote site (except for s poseible doppler shift),
The differenca between the ircerivd delay and the time to send the signal
from the remote to the local site Is the time difference corresponding to the
glven hyperhola,

To determine that the signal through the Inserted delay s the same as the
signal {from the remote site, the two signals are multiplied together and their
cutputs are filtered. In most practical systems, the incoming signala are
heterodyned to two different intezmediate frequencles so that the outnut of
the muitiplier will be & signal at the difference of the intermediate fre-
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quencies, shifted slightly by whatever doppler difference occurs at the two
sites, Several types of aystems using this principle are shown in Figure 3-8,
Some of the slgnificant features of the illustrated configurations ere as fol-
lows:

(1) Omni-Omni (r — ¢): This method requirez two pairs of sites, Eich
receiver has all jammers as sources. Combining the two pairs to eliminzte
ghosts presents & computer problem.

(3) Omni-Scanning Beam (r — 6): The avallable integration time ia the
same as in & radar with a similar beamwidth and rotation rate, and heace
is longer than for the two-scanning-beam typs. The penaliies incurred are
(1) that, since the omni has all jammers as scurces, when the beam crosses
several jammers the product of the fuput signal-to-nolse ratio is low and
(2) that a signal source emitting periodic components causes ghosts along
the maln beam, An addtional problem Is encountered in azimuthal selectivity
because of the one-way use of the beam.

(3) Rapidly Scanmniry Beam and Redsr-Rate Scanming Beam (6 — 8):
This system suffers from having too short a time on target. Although the
average signal-to-nolse ratio during a scan is very good, false alarms occur
when a small number of jammers are in each beam. If the rotation rate—
hence, the data-output rate—could be slowed down, the method would be
very good. Two palirs of sites wouid be able to provide velocity information,
and this would allow for a reduction in data rate. The radars supply only
position Information, however, so the processing becomes more complicates).

(4) Scumming Beam o Mulitbeam (0 — n0): The advantages of ials cype
of system over the scanning-beam-to-omni system include the elhinination
of the ghost proklom caused by periodic signals, and the deccease in the
nurber of sources recelved at the site where the omnl wa: replaced by the
multibeam. The disadvantage Is the Increased complexity,

(5) Mulsiple Beam to Multiple Beam (nd — mf): The (ull multinie-
beam-to-muliiple-beam system Includes all thr advantages of the scanning-
beam-to-multiple-beam systems and alzo »liows for greater Integration ‘irae.
Agnin, the disadvantage is complexity.

s VAL U

‘Tracking radsrs provide mush better angular resolution of iargeta b/&“

virtue of their narrow pencl beama. The simplest peesiv: tracking s, O
makes use of two radars spaced some 20 miien apart, One acts 05 4
radar and the other zs a slave. The master radar ':cks onto d K
jamming target iv. angle only, since range Gata vie not avi? g
data are traramitted to & computer, which causes the <itable. The angle
up the ruster radar benm, When the sisve radar £ siave rader to eweep
stops «nd tracks it in angle. The vidzo signal
witted to u correlation computzr at the sity

g nda a Jamming target, it
som the slave radar Is trans-
"ol the master radar, where it is
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cross-correiated vish the video signal from the master radar to determine
whether both radars are tracking the ssme target. If not, the search of the
slave rados is resumad untll the same target is tracked by both radars. Two

very~us of the systern have been peuposed, the so-called ‘“‘narrewband” und

“aideband” systems. In the former, correlation is used only to determine 6 s

that the master and the slave radars are tracking the same wget, e e .
renge from the master radar to the jommer is computed from *.
position of the two radars and the known length of .a;éﬁiﬂ lf;; bm
them (the so-called 9 — 0 correlation syatem), ﬁ{;’”’/

In the wideband sysiem, the correlstion /. z-=5"

#28, v, Is used to determine the
range of the jammer from the master 7, ,,«“’4 Dl:’l;'th. (6 _:) systemn. The

e T A & TG4 rele to the bendwidih of the cor
.o master station, Ir ,g:“::uu be transmitied from the slave station ‘o

cindlind & Bt » ,ﬂé.na narrowband case, only a 2.5 ke bendwldaa ls
wﬁ! bend sv: ﬁﬁdio communication channels could be wsed, whiis in the
bandwid:’; zf7em the normal redar-receiver vides (severs! megacycles)
T g " would be trunsmitted.
zf& mr:mwband systemn would provide range with. an accurscy comper-
-“%le to that of s normal radar tracking for ranges up to about twice the
separatics between the master and the sleve ucations In the cardiodliite scea
deplcted in Figure 3-2. This would
e true as long as he stendard
deviation of ihe zaguiar tracking
accuracles of tue radars fe of the
ordei o1 9.1 mil, which would be
the ceie for a singic jemmer, Un-
foriunately, i more than one jam-
mer were In (he tracking rader
e beams, which are shout 1° wide,
g the radar wouid angle-track the
e center of gravity of the collection
IIt__,..,,,... el of jamming signals. This would in-
cronse the errors in range determi-
Fiouxe 3-2. Rezion In which runge error I8 ra4ion hy an order of magnitude, or
loss than 20 vards (In yards from the maste:), more than would be pruvlded by 8
normzi tracking radar in a nonjamming envircnment. The widcband system
wiuld overcome this degradatinn in range accuracy when & number of jam-
mers ure in the target-tracking radar’s beams. As each jammer would have
a different correlation time, this would establish its location on the cov-
responding hyperbolue with the two radar locations as focl. Thus, the wide-
band system wouid provide better accuracy of range determination and
better resolution, us compared to the narrowband system.,
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In conclusion, it should be Loted that the engle dxis furnished by &
jammed radar might equaliy weil be supplemented with range daia from
another radar operating at 2 difforent frequenc;. ‘This redar might even be
a simpler range-only slave device. The merits of such alternative solution.
involve evaluation of enemy capabilities and relative equipment costs which
are beyond the scope of ECM technology.

8.8 ECM end Ground Operations

3.85.1 General Functions

In the ground environment, ECM can be considered zs ansther tactical
wespon for & local commander's selection and employment. One might con-
celve of strategic uses nf electronic countermeasures, such as widespread
deception through transmission of false messages, but since these uses are
limited in icope, only tactical applications of electronic countsrmeasures will
ke considered here. Tactical weapons should be employable down turough the
baslc combat units. In & ground operation, each of these units, when oper-
ating &2 & combat unii, rarely occupy or are concerned with more than
saveral square miles of ground. The ECM tactical weapon, becauze of ite
2lectromagnetic propertiss, can have effects o areas other than those cccu-
pled by the combat unit and ita Immediate opponents, It is, therefore, neces-
sary that resirictions be placed on the frec use of the ECM weapon by the
local commander. The ECM fuinctions most closely related to ground-warfare
operatiuns include: (i) verlable-time-fuze detonatior, (2) malfunction of
enemy crones, (3) ECM of unenciphered tactical corununication nets, (4)
ECM of ensmy mor.cr and artillery radar, (8) ECM of enemy clectronic
gizrvelliance, (6) ECM of ensmy tacticsl precision nomblng, (7) sut!jamn.
ming of enemy repeater ECM, and (8) ECM of enemy mimile guldance,
The reader will note that several of thess functions ave also aseociated with
environments other than the ground environment. However, the types of
problems associated with these functlons and the ground warfare environ-

ment will be commented upoi briefly,

3.5.2 Variable-Time (VT) Fuse Detcnuiion

A target can often bo damaged to a maximum extent by de‘onating an
artiilery shell, bomb or niissile at some hezight sbove the target area. There
are soverel types of VT fuzes which can effect detonation of & warhead at a
predetermined height; the only type cf fuze considered here ls the radle
frequency type since other types are not discussed in this book.

The elfectiveness of variable-time fuzes may be rediced first, by causing
the fuze to predetonate at such a distence g3 to cause little or no damag:
to the intended target and second, by causisyg the fuze to “dud” and allow-

—
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ing § tae warhead to detonate on ‘mpact. It 13 obvieltly desivable to predeton-
ate } 2 warhead at a renge such that no damage s Nfiicted on the target.
The) tecond course, impact dstonation, is less desirable, \ince In many cases
the t.3 7get still can be severely damsged.

Reyfeater jammers are the only efictive countermsasure agairat the
sophistiA;ated, rall-frequency fuzes, Special problems associateg With ccun-
tering V'’ fuses Include that cf antenna interaction and that of Yoviding
sufficlent PA\ower In a Hinear repeater (dlicussed in Chapter 16). In sWeral,
the area pro\gected by o single jamme: s limited, and one is foeen. %0
choose betwee§y. very large equipments to protect & number oi army um}

in large areas oAy 2 number of smaller equipments to - . “tect units in small

8.5.8 Mnl!unce;:in ¢f Eziemy Drotes

Serlous consideration haust bo given to the use of electronlc countermea-
sures against surveillance Y irone system: since they can prove to be inal
threats to forces belrg obse’s::xd by sush systewns. Countermensures saight
be successfully applied to drone gu: ‘Aunce or navigation systems and to com-
munlcation links between a drone and :. - control station. (Problems involved
in the spplicatior of countermeasures to  sansory systems carried by drones
are discussed in Section 3.5.6.) Self-contal o navigation systems may prove
difficult to Jam or o deceive, while navigutic: gyatems which rely on control
swations may prove to bs susceptible, Jamiving o navigation or communica
tion links to a drone may prove to b a profitab 'y ¢ndeavor since a jammer
tranamitter can have a decid1 :aage advantage (. -nd consequently a power
advantage) over the navigation or communication segnamitter. Howzver,
the range advantage can be offset througa the use . gieastional sutesnes /
scphisticated modulation techniques, or codes.

8.8.4 ECM against Unenciphered Tactleal Ceitt qumication

The jacaming of tactical communication transmisiion, ¢ , .
prohlim; the effectiveness of such jamming is also difficult to yyoiy. 4
factors bear upon the use of communications jamming. The g, g, Three
that of jammer power. In general, high powers or helght zug@st factor Is
raquired because the jammer transmitter is often located st x'vaniuges are
tance from the target recelver than is the communications trapi greater dis-
power requirements are increased still further by propagation wnltter. The
shielding problems (problems which arise because of the location\d terrain-
vecelver und jammcr on the arouvd). A second factor s that of fute) of both
with friendly communications. Many of the friendly communicatio:};ference

will be operating in the same portions of the frequency domain af lin;&fé
: the

\
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enemy comu wunicatior 'inks, and it would .ot be pomliis to enindte wom-
pletely inte:isrence with the fslendly communication systems. Interte.l”e
due to jamrming can be reducsc thriugh the use of such devices or tech-
niques a: ¢trectional ente*~3s and simai orrelation schemes. Conslderstic»

musi be given, of “ourse, to the effect of these devicea or techniques on such
things as -omplexity, maintenance, weighi, and volume, Still s third factor
to be conri jsred ia that of iuteiiigence, wirich requires the evaluation of the
rolative warth of monitoring enemy communication links against jamming
= ¢! thess li “ha,
V'rom technical and tactical standpolite, one has three possibie cholces

: for Jamming tactical commualcaticn nats. The most straightforward pro-
) cedure is to place high-powered Jamwiers behind /riendly lines and to trans-
\ mit n.ppropr!ate jamming signals into enomy territory where the target
recélvers are lowaisd. The high power requived to produce effective jaraming

Is & disadvantage, as is the incrésss? fanrisrence with /riendly communl.

i cation neis caised by the high jammer power. A second pouabllity Is to

plant expendabis lammers in enemy terrlicry In the vicinity of thic ‘aveet

recelvers. Interference with {riendly communlications links is reduced because

k of Increazed distances from the jammers. A major problem is the develop-

ment of satisfactory techniques fo: il:: sowing of expendable jammers in

‘\\ desired locations, A third possibllity for jasimineg ground-based communica-
N tlon links !3 the use of uirborne jummers, In addition to auch ‘actical

_ problems as vadiating the jsmmer power to the desired areas, all the diifi-
culiles assoclated with operating and maintaining sirborne electronic equip-
“ment must be overcome. An sdvaniage possessed by airborne jammers is
tie decrease In terraln shielding effects normally encountered in ground-to-
grovind jamming,
3.5\8 ECM against Enemy Mortar and Artillery Tracking Radars
Techt\ically, the problems faced in jumming mortar and artillery track-
ing radat\s are the same as those facsd In jamming other types of tracking
radars, Flowever, & speclal probiem i involved In that the jammer often
Incurs & yower disadvantzage because of the gsometry of the jamming situa-
tion. Wi .en enemy mortar and artiilery tracking radars are placed in defilade,
~ It ofi<n becomes Impossible to place Jammers at vantage points; the radar

anw are sufficlently shielded Ly the intervening terrain so tiat only

snsfzil amounts of jammer power are intercepted by these antennas. If the
jerAmer power output s increased to overcome the losses, the jamming
tranismitter may be of sufficient nulsance to become a prime target for coun-
ter-co\iniermeasures—possibly in the loim of direct fire from artlllery or a
mlmsl;xﬂymm-
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Other (st emapsuons u:hacm can be considered for use ¢ »...:.:

and artillery tracking raders. 5o c=smole, large qvﬁﬁﬁm

be used to mask shell tiajectories. Th chafl couis be "-mud by

fired previous comwdmmm The

involved would include detsrmining the quantities of cheX

chaff {all rate, and the effect of weather (winds) on the chaff distribution.

i
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8.5.6 ECM against Electronic Survelllance Devicss
Electronic survelllance devicms used Ia ground warfare may be either
ground based or airborne. Ground-based electronic survelllance devices con-
i slit primarlly of reconnalssance (intescept) recelvers, MTI radars, and
e e _iefrered scanners. The same problems attendant to countering tactical com-
o dm;“_m‘neu exm for countering pround-based intercept recelvers, A
J&mer may g s range dissdvantage with respect to a friendly trams-
mitter belng moritorsd b :be kY but high jan:mer powers may be
-~ ""\mbhm of interfering with
required to cvercome propagatic. isasey, o S dagragtan &
one's own trarnamissions and the uestion wbetnor ”‘E\“:“ ol toring
the enemy transmissions is more valusble also exht Gwﬁﬂd'lwﬂl-___‘z
radars operate s lin¢-of-aight devices, 4.¢., the radar antesna must polat at
the area under survelllance, Because these radars must essentially operats
out In the open, they can more easily be subjected to countermeasures than
can the intercept recelvers., (Obviously, the location of 8 MTI radar can
be more rexdily determined than the location of an intercept recelver).
Difficuiies % be encounterad in jumiming these radars becsuse they can
be made to operate at sizaal 2o-nolac ratios less than unity and because the
jammer radiation will often be subjected .. Meh propagation losses. These
redac ere made to operste only intermittently.

Confusion techniques ziso iilzht he used against MTI radars, “Wind-
mills,” rotating reflectors, might be tallored to sisnuiate *ba characteristic
radar echoes caused by personnel or vehicles in motion,

Alrborne survelllance devices include MTI radars, mapping radars, in-
tercept receivers, and infrared scanners. The radars are usually area search
devices and may be elt’ - side looking or forward looking. Radar per-
formance can be degrade. Yy jamming, but che may be forced to use a
tracking jJammer; otherwise, the degradation interval may be short. Inter-
cept recelvers are indecd susceptible to electronic countermeasures when
these countarmeasurez are designed to take into account the applications
and modes of operatior of the recelvers. Infrared scanners, being passive
devices, are not susceptible to jamming In the ususl sense; however, decoys
might be used to deceive the scanners.
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8.8.7 ECM against Tectical Bombing Radare

Several aspects of ECM against bombing radars are discux d in Section
3.4.2, While that discussion deals primarily with the use of * ©M against
radars carried by strategic bombers, much of the discussion is upplicable to
the problems of ECM use against tactical bombers. Obscuring real targsts
and provadiss false target information cap be used in the tactical situation
as well as in i stvetemr oliustion, In cases where only small areas need
be defended and in which the enemy i ucine Llzh.axplosive b~—Le, & few
krv-powered jammers may suffice (o provide a lnoge measury ui protestion.
There are problems, of course, of placing the jammers in desirabls lozations,
of turning o the jammers at the proper times, and of maintaining aquip-
ment in the field.

8.8.8 Counter-Countermeasures against ECM Repaaters

ECM rapeaters may be used against VT fuses, radars, or commuiications
equipment, The most straightforward antijam technicue whict can be used
against ECM repeaters Ia satusation jamming, since most of these repeaters
are essentisily linear amplifiers. This technique conalsts of overloading the
repeater by transmitting a large CW signal in the passband of the repeater;
the jamming signal normally transmitted by ths vepeater is reduced. When
operating ground-based repeater jammers, one must face, as In cperating
much other ground-based radio equipment, the limitations imposed by
ground-wave propagation conditions,

.BEMMIMIQ Systemo

Tactical missile sysm‘ in ground warfare can be placed in the
categories of surface-to-surface, surimces.s —=20d air-to-surface aystems,

Of these, the surface-to-surface systems are probably, as ﬁ“&g‘%

susceptible 1o countenineasures. Many missiles ip this groun are of the v
listic type and are unguided or guided only during the early portions of
their flights. Countermeasures might be applied should radio or radar con-
trols be used from a ground complex during the guidance phase. Difficulties
abound in zpplving countermeasures: the guidance complex may nct be
easily found; the range iruvia = lammer to the guldance complex may be
long; transmission times of the guldance iadics 2= »adars may be short; end
security codes may be used in command links. These problems ..., ba al-
leviated somewhat should a missile be radio or radar guided during its
midcourse phase or terminul phase. The airborne missile may be more
easily located than a ground-control complex, and the jammer-to-receiver
range may be shortened.

Short-range, antiaircraft missile systems will be used on the battlefield

“h‘"’mnw-
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against alrcraft, drones, snd missiles. These systems will generally have, as
portions of thelr guidance systems, acquisition radars and tracking radars.
These radars can be subjected to countermeasures, but care must be exer-
cised when these measures are applied. For example, an enemy could be
alerted by an acquisition radar to the presence of a low-flying aircraft whose
jammer is on; deeper penetration might be achieved with the jammer off.
As another example, some ground-based tracking radars und some missile-
borne seekers are capsable of tracking noise; a countermeasure other than
a nolse jammer would have to be used against such radars.

Countermeasures may also be difficult to apply againat tactical alr-to-
surface missile sstzms since many of these systems will utilize unguided or
inertlally guided missiles. The means for acquiring targets for these systems
may be more susceptible to countermeasures than the aystems themselves.
An cbvlous ecountermeasure against electromagnetic-seeking air-to-surface
mizailes is to tumn cff the source wi sadletion helng attacked. If this Is not
fseaible, coulusion techniques such as false targets might be empicysd.

3.6 ECM and Underwater Operaticws

Both submatines snd surface ships dapend highly on scoustic phenomena
to help find their anemics and to deploy thelr weapons. Sonsr: (sound
ranging) are used for intercept, identification, and tracking purposes; xnd
sound rzcelvers are ussd In acoustlcal homing devices, These devices and
the countermeasurs Zzvices which can be used against them are described
In Chapter 23. Radas: :nd magnetic anomaly detoctors are other devices
used by surface ships and subiavines to detect each other; these devices
will not be descritied,

8.6.1 ECM against Surface Ship Weapons

Submarines can use countermeasures to advantage when attacking or
when under attack by surfe~s ships, Mounted or towed jammers can be
used to reduce the effective range of a ship’s sonars. Expendable jammers
car be used as a screen behind which the submarine could maneuver while
attacking & ship or when escaping from a ship’s attack. Decoys might aiso
""M.M be used (v advantage during disengagement from batile by misleading a
“Mng_w gubm‘arlues rmsitlon Another use of decoys Is to deceive the

enemy into thinking that there are nie, =eaarina_attacking the ship than

there actualiy are. The more sophisticated decoys should be able to simuiate
doppler echoes, propulsion nolse, wekes, and maneuvers. Typical problems
when using or devising guch decoys include those of programming a decoy's
course and of simulating properly tha varying echoes as a submarine presents
its beam, ii» bow, or Ja stern to & ship's sonar,

A
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8.6.2 ECM against Submarines and Torpedoes

A submarine can often detect with its sonic devices the presence ¢' &
surface ship before the ship can detect the presence of the nubmarine. One
way to reduce this range advantage is to raise the nolse level by means of
towed nolse makers or jammers. Some means of look-through must be
provided for the ship’s sonar devices if the stratagem of ralsing the back-
ground noise level is adopted. Expendable fammers can be used for screen.
ing purposes by a ship as well as by a submarine. Decoys can also be fired
between submarine and ship, either to confuse those aboard the submarine
or to become targets for horning torpedoes.

8.7 ECM in Space
The discussions so far in this chapter have dealt with the use of electronic
countermensures In war environments which have been explored and studied
extensively. The expansion of military operations Into spuce will Introduce
new problems into the operating perspective of electronic countermensures.
In general, the principles underlying the uses of electronic devices and
slectronic countermeasures techniques in space will be quite similar to the
princinles of thelr use on earth. Thin s true because the devices tc be
countered, whether on eaiili < In space, all fulfill in a broad sense some
function of survelllance or communications. The discuzlon here of elec-
tronlc countermeasures In space includes not only interplanstary space
operations but long-range ballistic-mlssile and earth-satellite operations. 4
Gac way tc examine the problem of countermeasures in spuce s to con-
sider countermeasures !n terms of the three functlons of mrveillam?:{
jamming, and deception, Further, thesc functions can be applied fro~7 the
earth or from space to vehicles or objects on earii ci !n space. T7.us, the
environmenta! combinations iInclude space-to-space, spsce-t~ .earin, and
earth-to-space. In all, the three countermeasur: lunctky\" “dimes the three
environmental combinations result In nine possible cov .termeasure environ-
ments. Some of the space applications of countermes/ res are: (1) electronic
survelllance of objects oa earth or in space; (2 " .mming and deception of
ground radars; (3) Jamming and deceptir <~ of ground communications;
(4) jamming and deception of satellite. ‘_ommunications (communications
between satellites or Letween satelli* f and the ground); (§) decoys and
penetration alds for launch, mifurse, and terminal phases of bellistic-
missile flights; and (6) Jamm’7ig and deception of AICBM complexes. In
‘"'*’*WM-‘*“...___& last category, AICBM o mpinses inay Include such things as reconnals-
sanecdavices on satelll=74  yarellite interceptors, Infrared homers, early
warning radars, fence-type detectors, and tracicers, How rapidly progress
is made in the development of countermensures in these areas Is somewhat

~—
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dependent upon the development rate of the systems to be countered. For
example, the use of countermeasures by and agzinst ballistic missiles has
been studied extensively, while much less effort has been expended on the
study of the use of countermeasures against satellite Interceptors. In time,
if and when satellite interceptors become u threat, more effort would be
expended on the development of countermeasures for use egainst these
interceptors. Problem areas, typical of the types to be encountered in the
epplication of countermeasures in space are enumerated In the following
sections.

8.7.1 Countermeasures sgainst Electronie Surveillance of Ob-
Jects on Earth

Sensors which may be used on survelllance satellites are photographic
and television cameras, radars, infrared detectors, and racdio receivers. Satel-
lites wiii also have a meuns of communicating with some control center,
A data link in the form of radio transmission might be used, or & capsule
might be ejected. Both the sensors and the data links of satellite surveil-
lance systems can be subjected to countermeasures. Whether the sensors or
the data links or both are subjected to countermeasures depends on the
nature of the particular reconnalssance system.

Jamming might be succeasfully applied agalinst radlo recelvers and radars
by utilizing tracking jammers. Some of the problems !nvolved are deter-
mining the frequency band of the receivers or radars, generating and trans-
mitting sufficlent jamming power, end appropriately placing jammers so as
to obtain coverage over the areas to be protected. Infrared surveillance
devices would be difficult to jam since they are usually scanning devices, It
would be impossible to maintain a jamming source within a scanner field of
view for any length of time. Intense light sources such as lasers could
produce halos on photographs, but the pictures would be obscured only over
small areas. Deception techniques in the form of decoys or shields offer more
chances of success as countermeasures against photographic devices.

Data links will be difficult to disrupt because, in most instances, radios
operabie only on command will be used. Uf these radlos are operated only
over the satellite user’s territory, it will be difficult to place jamming or de-
ception devices in positions where they can be used. If ihe nature of the
command code can be determined, it might be possible to preempt the
command link over friendly territory and to fill a satellite’s memory devices
with useless data. Again, what countermeasure technique Is to be appliad
denends upon the system to be counterad,

8.7.2 Countermeasures against AICBM Complexes
A point defense, ground-to-air missile system (as exemplified by Nike-
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Zeus) and missile Interceptors launched from =2 satellite are two examples
of AICBM systems, There has been considerable study devoted to the de-
velopment of concepts and techniques for decoy use against tracking radars
of pcint-defense missile system, The simplest techrique which has been
considered Is to fragmentize the final-stage fuel tank of a missile so that
the warhead could not readlly be distinguished from the fragments. The
potential use of this technique and others has aroused sufficient concern
so that countsr-countermessure techniques are being investigated. One of
these techniques involve examining in detail the radar sigasture of each
object to determine differences in the spectrums of the radar echoes, Another
technique Involves examining the irajectory profiles of earh object to deter-
mine if thelr mass-size ratlo Is like that of a warhead. As the counter-coun-
termeasure techniques are improved, cld countermeasures must be refined
and new ones must bs devised, A new technique, for example, might involve
the use of an expendabie jemmer, The jammer may have to be expendable
to overcome track-on-jamming capabliities of g radar,

Several matellite weapon systems are being considered for use agsinst
intercontinental balilstic missiles during the missiles’ boost phases. In these
systems, Infrared-seeking milsslles are launched from a satellite at the bal-
lMstic miasiles. Decoys immediately suggest themsalves as & countermetaure
to both an Infrared search device and to the infrared-seeking missiles. Ho'w
many decoys thould be fired, when they should be fired with respect to the
firlng of the ml!ssile, the aecoys' Infrared radiation characteristics, and
thelr effectiveness and cost must all be determined. Because the infrared-
seeking missiles use tracking devices, the possitility of developing and em-
ploying a jamming device exists. Whether or nat such a device could ba
used would depend on the Infrared seeker's characteristics.
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This Chaptor is SECRET

Operational Objectives of
Intercept Systems

L. A. deROSA, E. FUBINI, J. YOGELMAN

4.1 Purpose of Reconneissance

Intercept systems are one form of reconnalssance and possess many of
the characteristics of reconnaissance systems In generzal. Reconnalssance is
a collection of information on the facilities, capabilities, and intentlons of a
potential or actual enemy. It is the raisslon of recorinalssance to measure the
effectiveness of these fxcllities; to eatlimate their rellability; to determine
deployment and changes in tho enemy’s atrategy and tactica. Effective recon-
nalsssnce leads to effective redeployment and modification of one's own
sirategles and tacticw.

it 1s not enough, for instance, to determine the exlstence of a particular
cnemy {zcility, Data must be collected regarding lts operational employment,
unefulness, location:, frequencies, power, field of coverage, rate of transmitted
Information, over-all reliability; and lta Immunity from jamming, detection,
crypto-analysis, and natural and artificlal Interference. In general, its threats
and ita polnts of vulnerability muet bo determined. These factors play a
fundamental part in evaluatlug the importance of the facllity tc the enemy,
and in formulating one's own plans.

It is impoasible to properly evaluate the operation of farret Intercept
systems without remembering that the collection of informatlon regarding an
enemy's electronic and (ommunication {acilities Is only one of the muny
Inte..igence missions that must be treated simultaneoutly to gain knowledge
of enemy strategy and facilities, and changes in elther or both, Total intel-
ligence results from the following types of collecticns.

41
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A. Visual
1, FPhoto
2, Television
3. Human vision
B. Communicaiions intercepticn
1. Traffic anelysis and anilysis of uncoded messages
2. Cryptographic analyels
C. Elecironic Intelligence
1, Deployment
4. Technical intellience
3. Tracking of elec,.unic sourcea
D. Radar Intelligence
1. Mapping
2. Search and tracking
E. Infrared detection
1. Image furming
2. Search and tracking
F. Collateral information

Any one of ithese types of intelligence, though powerful in liself, may have
a very much Increased importance if used in connection with another. One
discovery by eny sensor can trigger & collection procedure by one of the
other sensors, a procedure designed to confirm or discount the conclusions
that may be drawn from the initial collection.

Thus, one type of sensor wili glve rough information which can act as an
alarm by which detalled informatlon-gathering Gevices can be turned on.
The infrared detectlon of a missile, for instance, will alert the sensor whose
mission it is to detect guidance signals. Another example: the receipt and
analysis of an electromagnetic signal can estaklish the reliability and sccur-
acy of a covert source,

Electronics reconnalssance has immediate use in dictating a reactlon capuc-
ity; it has a leng-term use in the strategic evaluation of the enermy's capabliii-
tles, The value of the data acquired from this type of reconnalssance depends
uitimately, of course, upon their use, The following pages will discuss prob-
lems of collecting ELINT Information, and some of the knowledge to be
giined from such information,

4.2 Distinction Between Reconnelsvancs and Communication
Electronics reconnalssance  differs  slgnificantly  from  communications
reconnnissance. For one thing, the amount of Information required for suc-
cessful electronle Intelligence (ELINT) 1s much less than that required for
successful reconnaissance of conventlonal message-carrying channels,
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Efactive electronics reconnalssance requires the surveillunce of very large
frequency bands, yet such survelllance s within the range of possibilities,

Thera are facets of electronics reconnalssance that are not found in com-
municaticns reconnalissance.

Note, for instance, that the geographic location at which a signal Is inter-
cepted, its airection, its rate of change of bearing, etc., represent data ihat
are not usuaily relevant to conventional communications reconnaicsance.
Such data are relevent to navigstlon systems; but there the data arve put to
a different use from the use to which they are put in electzonlca reconnals-
sance.

The reaction of an enemy to a particular penetration attemnpt conveys
useful Inteiligence information—it can tell much about his capcbllities and
his plans for putting these capabllities to use. In concluslon: electromicy
veconnalssance i3 not the same a: mescage recepiion. This difference has
been neglected In many recent reports,

4.8 Relctlon Between Dota Required and Their Iatended Uso

It is perhaps helpful, but often forgotten, that the fundamental usefuiness
of reconnalssance s & function of the use to which the data are put. In
general, mere recording of data postpones—rol serves—the analysiz purpsse.
The recording of data that are not analyzed !s coften a greater waste than
merely the obvicus waste of recording capabllities: useful Information may
kave been negelected durlng the recording process. A useful rule might be
that Information must be recorded only if it Iz clear how the recording will
be used,

The processing and analysis of electronics reconnalssance data are often
10 time.consuming thet Is it only the availability of computing machines
that makes possible efficlent reconnalssance capability, Unfertunately, the
types of analyses required vary a great deal and depend upon the type of
electronic lecility being observed. Sume analyses require manual and direct
observation, Others require coordinailon of a number of sensore, This is a
fundamental part of the electronics reconnaissance problem. For example,
to establish by analysis the existence of » beacon responder system, it Is
necessary to obtain reconnaissance Intercept on both the interrogitur and
the responder. Because of the ckaracter of electronics reconanlssance, it iy
always necessary to work from a furge mass of often useless datn in order to
find the few items likely to have immedinte Importance und direct useful-
ness, Separating, sifting, and sorting are some of the most difficult and
Important tasks In analyzing electronics reconnaissance data, For exnmple,
repetition of a detected slgnal, which will occur many times, only confirms
its existence; it does not add new data,
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It {s not a purpose of this chapter to explore the final destiny of recon-
nalssance data after completion of the snalysis procese; but one should
remember that disseminatlon of intelligence data Is just as important a part
of the over-all aystem 8s the collection and analysis for those data.

4.4 Operationsl Use of Reconnaissance Information

The Jetection of electronic facilities installed by an enemy presents cne
of the best methods of reaching conclusions regarding his deployments of
weapons, aircraft, missties, and other tocls of alr, sea, and ground battle,
In the case of the Strategic Air Command (SAC) for example, knowledge
of the deploymen: of weapous permits an optimum planning of penetration
for a maximum chance o! reaching the target aafeiy; in the case of ground
forces, it permits evaluation of the direction of enemy effort and suggests
tactics for reaching weak spots in enemy deployment. The proper balancing
of electronic countermeasures and active weapons, and the over-all conduct
of the battle can be very greatly implemented by detailed knowledge of the
employment und Jdeployment of the enemy’s electronic capabilities. Perhans
one of the most striking exarples of the use of electronic reconnaissance to
determine enemy reaction is that involved in neria! warfare.

Flectronlc countermeasures can be emploved azainsi electronic weapons
with a substantial power advantage. In the early days of electronics, the
number of electronic weanons was sinall and their sophistication was nut
that of today’s electronic weapons; consequently countermeasures could Le
effectively employed with relatively small powers. For Instanos, jioners of
the ordor of ~aagnitude of a tenth of n watt per megacycle were sufficlent to
effectively |+ the German radars during World War 11, Hesides, the Ger-
man rdirs ccunled an over-all bandwidth of no more than 500 mega-
cycles; fo. (hat resson, & total of 50 radiated watts could de a satisfuctony
Job against the German defenses in 1943 and 1944,

‘I'he sltuation has been changlng rapldly. With the progress of slectronies,
the aumber of electronle weapoi: han lncreased Immeasurably in the last
ten years; also, the sophisideation of these wespons haz made jamming
steadily more difiicult, At this writing (1959), powers of the order of 10
{0 20 watts per megacycle are required to effectively Interfere with the
operations of some of the modern types of rudurs, The aveilability of new
iubes and components has pennitted the use of wider and wider frequency
ranges so that todey as many as 10,000 megacycles nre aveilshle to an
clectroniceminded enemy. One could, therefore, say thut & brute force jam-
ming effort, based on no information whatever of the cnemy’s Inteidons,
technienl capbilities, and  deployment, would require 200,000 radiated
witits. That means approximately 1,000,000 input watts or 1000 kilo-
witts, Input powers of this order of magnitude are not available to present-
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day alrcrait; thus, it s imperative that accurate information be :inade
available to operations planners for effective use and deployment of chaff,
deception, and jamming capabllities,

If we knew the exact frequency ranges in which an enemy would use his
capabliities, we could reduce by a factor of about 50, and perhaps 100, the
electronic countermeasure equipment needed for an aerial strike against his
country. Although it Is not the only methed of obtaining such intelligence,
electronic reconnalssance is one Impoifunt method.

The sophistication of radar and electronic devices Is such that some of
their important characters cannot be revealed by passive listening; how-
ever, the information gathered by passive latening contalns the majorlty of
important data. For example, the availabllity of ccherent or rancuherent
“Moving Target Indication” cannot be determined by passive intercept of
signals, though the probability of its existence may be deduced from the
stabllity of the transmission. The data that passive listening gather, coupled
with the collateral !nformation, might provide knowledge far more difficult
to acquire than the knowledgs passive listening might be expected to
provide.

Another example of operationa! use of electronics reconnalssance can be
described In terms of immediate reaction capabilities, It ia well known that
electronic decoys are particuiarly useful in the presence of passive locators;
deccys can prevent an enemy from effectively trlangulating on our own jam-
ming or repeater transimitters, On the other hand, the number of useful dacoys
thut an alrcraft can carry during a deep penetration mission s limited. it is,
therefors, importent that a preprogrammed set of senaing devices be supplied
‘o an aircraft to permit the relecse of decoys at times of maximum usefulness,

Operatlonai use of ELINT can be demonstrated by cxamples of other types
of warfare—{or !nstance, in the protection and detection of submarines.
Recent mancuvers have proved that a submarine can, by passive listening to
r-f rualations, effectively detect the presence of enemy aircraft and, in many
cases, of convoys or enemy forces, For this renson, passive reconnalssance in
naval operrtions iz o/ utmost immpartance.

The likelihood of limited warfare is becoming greater, The theaters of lim-
ited warfare wil! probably be ocated In reglons where the density of electronic
transmissions is nermally low. Because of the low traffic density In those
regions, the problem of Interception vould be greatly eased. It Is highly likely
that increased electronic traffic would mean incressed enamy troop concen-
tration, It can be expected that the study of eiectronic and communication
Intelligence would play as important a part in enemy cupalilities and in goii.
ing our reaction during & lindted warfare ground battle as It would In de-
termining the optimum use of electronic couniermeasuves In a possible strate-
glc alr operation. This will be particularly true and important when buiid-up

e
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of electzenic weapens can be used to measure the help that a highly technical
enemy is glving to an underdeveloped country,

The continucus increase in the use of electronics for communications,
navigation, and other military purposes in all countrier of the world has
brought about a corresponding increase in the slze and Importance of elec-
tronic warfare. As a typs of war, electronic warfare takes on many of the
characteristics of conventional warfare with conventione] weapons, Here, also,
the offense and the defense have the upper hand at differont times; snd the
knowledge of the enemy’s capabilities is cssentis! for planning our own reac-
tlons and strategies. Any general statement made today regarding tle relative
superiority of particular countermeusures, or of particular electronic weapons
against countarmeasures, is likely to be proved wrong a few months aftor it
Is made. The result of a particular test of a particular countermagsure
against « particular sct of weapons can never be comsidered as over-all
absolute proof of relative importance or usefulness, nor can it be extrapolated
to futurs conditions without severe limitations,

4.5 Electronic Mape

A map of the electromugnetic signals thut can be heard todey by an
airceaft flylng over the United States would include a wide variety of
transmitting sources. One could find landing a'ds, airport raders, television
stations, radio broadcast stations, Air Force, Army, snd Navy radars and
communications, commercial radars, sirborne radars, and navigtion aids of
all kinds. By and large the A.aslty of its electronic slgnals is a measure of
the technical development, the population, and the industrislizations of an
area, In general, the sumy type of stutement can be applied to a battlefield
area. This continuously Increasing use of elecironics has Increased the
usefulness of electronic reconnalssance and intelligence to all types of
warfarz, so has it increased the dificulties of analysle,

There are some not-so-chvious uses of data obtainable from electronics
reconnalssance. The analysls of &n enemy's Jeployment of electronic Aevices
cati often be used to give a dlrect measure of his prod ‘tion capabllity.
By means of the observation of the time Interval beiwee. he appearance
of the first of & new type of equipment and the appearance of a series of
such units, It s possible to estlinate hls abllity to muster Industrlal pro-
duction. If, by ferret reconnaissznce or hy other meansz, it Is possible to
obtain information of a particular technical development in its early stages,
the time Interval hetween the early development stage and the Inatallation of
the firat operational equipment gives invaluable information regarding the
lead time that the enemy requires to develop and make operational use of
equipment,
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In enalyzing different comiplexss--mirslic ranging sites, atomic plante—
the use of elcctronics reconnaissance has become of greater and grester
importance. Tha observation of our own missile ranges has disclosed a close
corvelation between signal traffic and missile lauachings; the anslysls of
these signals, their types, and their schedules conveys to a skilled analyst
important information regzrding missile operations (Figure 4-1). Iufor.
maiion regarding missile capabilities can be effectively obtained by radar
observation of missile trajectories, caneclally when correlated with the
interception of telernetered signals. In the aggregate it can be stated that
the continuous Increase In develcpment of electronic {acilities has multipiied
the importance of their interception and has increased by very large fectors
the emount of Information which can be drawn from it. Electronics and
communications reconnalssance may contrlbute az much or more useful
data than photographic reconnaissance of the same area, Actually the prob-
lem of photographic reconnaissance can be greatly eased by the use of
electronic devices: the careful photointerpretation of large areas of land is
not easy unless data as to where the observer should concentrate his atten-
tlon are available. Electronic emitters are, by their very nature, slmost
imposaible to camouflags and for thia reeson tbeir locations are ofien
indlcative of the presence of targets of importance for photographle recon-
nalssance. It Is conceded that targets exist that do not emit or reflact
electromagnetic signals; therefore, this mutual support between se..sors {s
not of unlveisal use. Experience and analysis Indicate, however, that there
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Tost af aloioalr missiio- Complored

Toot of Mike miasly wit Pirobes drocn—Complsiod
Sireewh Invaved In sl o0~ Tout somesied
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Fiaure 4-1—Typlcal Mimille Test at Cape Canaveral
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are & number of cases where reconnalssance can be increased in effectiveness
by combinations of ail types of electronic radar and photogruphic sensors.

4.6 Operstional Exploliation of Rader Wesknewses by Means of
Electronics Reconnalssance

As stated in the previcus section, one of the fulidaments! properties of
electronic signals is that they cannot always be cemouflaged, and a weak-
ness of redars is that thelr signals must be on the air in order for them to
be effective. An alert enemy with good means of reconnaissance can effec-
tively empioy this weakness to hiz advantage. The best wey of arplaining
how this can be done Is to take a2 an example an Early Warning System.
This system might use very powerful radars that can be interceptad at a
loug distance. If they were turned off for maintenance of malfunction, the
enemy could easily be alerted by his reconnaissance and chooss that time as
the best one to launch an attack. Furthermore, the enemy could from time
to time ;.v.ue the systera by using jamming or decoying to determine our
reactions t- such signals. He could, for instance, determine the range over
which we con tune & transmitter Iz o given time. This information would be
invaluable to &n enemy planning sttacks against our defenses. In a similar
way, naval task forces and aircraft flights could determine the alertness and
operatioral procwdurea employed by an enemy (o protect his shore lines,
Continucus but intermittent jamming or deception operations by an alert
enemy might be eoctive as & countermeasure o! Early Warning Systems
if, by forcing the defenses to “cry wolf” enough times, they can reduce the
national confidence in such a weapon,

4.7 Communiecations Intercept and Trafic Analysis

It is well known from newspaper reporta ard historicsl records that the
interception of enemy communication: has been of vital imporiance meany
times in determining the outcome of a battle or of a war, It is not the pur.
pose of this chapter to discuse the methode, the procedures, or the collection
devices used to intercept communications; nor is the intent of this chapter
to discuss the deciphering of enemy messages. Some aspects of communica-
tlon reconnaissance are, however, closely enough related to electronics
reconralssance to warrant separate consideration i this chapter.

The value of traffic analysls can be demcustrated best by assuming that
the coding methods used by a hypothetical enemy are suck that decoding Is
impoasible, Despite (ae impossibility of decoding incssages, communics-
tione Intercepts are very important. Many parts of the message other than
the content convey information. The type of transmission; sddressees; the
number of messages; signatures; length of the messages; the types of trans.
mitters employed, thelr powers, ranges, types of modulations, the iype of
code, its apperent compiication ana sophistication—all these are charac-

Ne
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eristica that can permit sorting and classification in 2 way similar to that
employed in the snalysis of conventional ELINT. The relative frequency
of multiple-address messages to 2 groun of users will establish thelr commoon
interest. Then, later-acquired knowledge about one of the group might
indicate the interests wnd misslons of the others in the group. A sudden
increase of traMic between a logistic and an operating unit may glve ad-
vanced warning of an important operation, To avold warning the Germans
of the impending invasion of Mcrmardy during World War i1, many dummy
messages were sent starting several months shead of D-Day to establish a
traffic level identical to that required juss belfore end on D-Day.

4.8 Alarime and Analycls

One of the fundumental purposes of reconnalssance Is, of coures, to
recogniza the existence of unexpected, new, or particularly important signals
in a large mass of traffic. It s important to understand that electronics
reconnaissance has two separate and distinct missions. The first is that of
determining that & particular signal does not beiong to any known class,
The second s that of analyzin; the character of signals to determins in
detall ali thelr characteristics,

The distinction between merely discovering the existence of signals and
analyzing them s en Important one. It {s Important in the operation of
ELINT programs, and it Is important in the designing of equipment aimed
at the detection of ELINT. It Is much easler to make £nd dezign a number
of devices capable of slerting an operetor whem romething either oxpected
or unexpected occurs then It Is to mske devicea capable of making snslyses
of all kinds of signals. However, if the distinction between detection and
analysis is kept In mind, it is possible rot only to process large am-unts of
electronic traffic, but alsc to design devices that select cut of this trafic the
very small percentage that is unfamiliar or for other reason dese~ving of
special notice. An alarm may then be scunded, a strike reconnaissance mis-
slon initinted, a misstle or decoy launched, or @nally—most Important—-
Irom the Intelligence polnt of view & number of analvsls devices may be
turned on with or without recording capabilities.

It is cnly by this analytical means that effective use can he made of
wideband recording, or oi human observation of oscilloscope patterns. In
the presence of the large number of electronic emitters with which = civil-
jzed country deais todey, and which an aircralt or a grcund-based station
is likely tc encounter In a theater of operations, analytical procedures are
necesaary if electroalcs reconnalssance is to be effective, Present inieiligance
estimstes lsad us to expect the intercept of at least 4000 !mportant cignals
every secend hy alrcraft fiying over a heavily defended area at 50,000 feei
(Figures 4-2a and b).

s
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Fioune 4-2--8ignal Densltles In Ropresontative Areas

4.9 Conclusion

Electronics reconnaissance and its operational eniployment are increasing
in Importance because of the continucus increate in the number of raders
and other electronic emitters, and because of the increasing sophistication of
these weapons. The function of clectronics reccnnalssance devices has been
extended from that of simple alrcralt detection to the detection of werilke
intentlons on the parts of potentlal enemles, to battlefield surveillance, to
the determination of enemy missile launchings, and to the study of enemy
production end industrial capabdiities, political moves, and covert data
collection,
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Signal Environment Study

A, E. HALTEMAN

8.1 Introduction

Operationel environment plays a large role in the design of intarcept
equipment for the detection, location, and recognition of a signal assoclated
with & particular plece of radlating electronic equipment. The environment
of primsry concern !s that often referred to s the electronic or signal en-
vironment. When & radar, a gulded missile, a bomb fuze, or an electronic
countermeasure system must operate in an area !n which there are many
electromagnetic radiators it is neccasary to know the nature and amount of
the interfarence that may be present In order to design equipinent that will
function properly. A varlety of studles alm at deicribing or measuring in
scrne manner the expected pulses or sequences of pulssz from the environ-
ment whick could actually cause malfuncticn of the receiver or iis associated
equipment, The materlsl in Section 5.2 describes briefly three such studies
and comparea some resuiting estimaies of the slgral density.

In Section 5.3 a procedure for obtaining tactical electronic intelligence
(ELINT) Informeation from a complex signal environment i3 deacribed, The
device recommended for use Is & simple pulse counter,

8.1.1 A Brief Summary of Recent Work

The first real awareness of an Interference problem occurred during World
War II. A natural outgrowth was a military request for the detailed descrip-
tion of what was called the “Radar Order of Baitle” for two opposing fisld

5-1
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armies. These studies were done with tiie cooperation of consulting field army
personnel cnd ook the farm of detsiled charts listing all radiating equipment
asgociated with a field anny and geographic maps showing typlcal deploy-
ments of the tactical units with their assoclated radiating equipment. As
new equipment was developed and different army organizetions ware planned
a projected radar orier of battle for the 1960-1968 period was obtained. A
Rand report (Reference 1) was one of the first ¢f these.

The most complete list of radiating equipment associated with the U.S,
field ermy and the oppoaing enemy fleld army now available Is Volums Ii
of the Firal Report, Project Monmeonutk | (Reference 2). The geographic
deplovment of the electronie squipment Is that which would be expected in
the stratcgic Europesn gree In Germany, The imnlied large number of signals
that would be preseui and recommendations for reducing the possible inter-
ference ars presented for both the communication and the radar frequency
bands.

Project Monmouth I and other studies peint out clearly the posstbility of
unictentional interference that may continue to occur In the future and it
describes ahe variety of signals which may need to be snalysed by intercept
aquipment, These studies fail to answer the question often acked by the
design engincer: how many signals having similar perameters will the system
be required tc handle simultaneously? More recent efioris may be able to
offer an answer to this gi:estion.

Myzars and Van Every (Reference 3) developed a meihod for predicting
the signal density to be expected to arize from a given distribution of radare,
Signal dansity is defined as the total number of pulses received above the
roceiver’s sensitivity level. The main body of the report is devoted to pre-
dictions of the signal demsity to be expected in L-, S-, and X-bands during
an active wartime situation in Europe In the 1955 period.

In & report done 2t Melpar, Inc, (Reference 4), an sttempt has been
made to preseit the electromagneic environment within which tactical coun-
termeasures must operate. The alm of the report is to establish realistic
techalcal and operational raquirements for such countermsasusrss,

The approack involved setting up a geographical model of a typical azmy
area and surroundings with a ‘“realictic” defense deployment of men and
field equipment, A list of all devices whose radiation contributes appreciably
to the clectromagnstic environment along with the nature and volume of
truffic handled by these davices during a typlcal Lattle was complled. Using
a digital computer a determinatica of the signal complex sy zeen by cne or
more intercept statichs strategically !scated within the field army area wes
meade. The computer was programmed to !nclude certaln sflects from sky
waves, from terrain reflectlons and from: cther pronagation phenomena. An
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experimental program held in Arizons offered some emplirical inputa to the
over-gll program. This is a very comprehensive study but unfortunaiely is
time and locution limited. It should however be very uzeful In the design of
equipment for uae In the immediate future.

8.3 A Description of the Three Signal Density Siudies Done at the
Sylvania Electronie Defense Laboratory

Signal environment studies at Sylvania wire instituted with the primary
aim of obtaining a method for estimsting the mumber of signals a receiver-
analyzer system will be expected to handle simultanecusly. Such Information
Is easential for ths design and development of such equipment. In addition
the effect of the various recelver and envircamental parsmeters on this
nutmber Is of intcrest.

8.2.1 A Mcnte Carle Technigue for Determining “he Signsl
Densliy ir s Tactlcal Sltustion®

The engineer designing intercept aystems (composed of an entenpa, 2
recelver and a pulse analyzer) has at his command some syctem parameters
which if judiclously chosen will reduce the number of signals the analyser
must handle, Thoss chosen as most important for this study are: anteunns
beamwidth (assuming a cosecant square antenna pattern), antenns galn,
recelver sensitivity and recelver bandwidtn. These parameters limit the signal
density which here Is taken tc mean the number of indepsndent signals tkai
appear et the Ipput terminzis of the signal analysis equipmenrt in s specified
interval of time, Signal environment for this study is defined as the total
ensemnble of signals in the electromagnetic spectrum that the intercept oyuip-
ment is cepuble of recelving.

Assumptions and iMeikods Used to Build the Monte Carlo Model. To
determine the signal density of the output of a racelver the signel environ-
ment described by Hiebert of Rand Corporation in R-280 was used. The
study was limited to the 373 various types of S-band equipment tac-
tically deployed siong o theoretical baitis front chossn as the east.arest
Germen boundary between Witsenbauser st the north and Coburg at the
south, Opposing the U, 8. ficld army Iy & USSR feld army with catimates
of the kinds and locations of thelr slecironic equipment, Within these cppoz-
Ing armles exact location of the various radlutors had been pinpointed.

In the U, S. Army ail equipment with tunavle magnetrons was arbl.
trarlly assigned permiassible subbands in wkich to operate. For a particular
radiator, the subband in which it would operate was datermined by random

*Ses Referonce 8,
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selectiois, In the case of fixed magnetron equipment it was mssumad that
nominal dimensions of the cavity are specified on the basis of a design fre-
quency centered In the band of the megueiron. A gsussian distribution was
assumed to “mscribe the exact operating frequencies of a given magnetron
type. The operating frequency for a particular radistor waa then selectcd
from the distribution.

For the opposing forces all S-band equipment types wore assumed to be a
Soviet equivelent of the AN/MPQ-10. The method described sbove was
used to assign frequencies except for slight modificaticns needed to account
for the tighter tolerances common in Russlan manu. - .ing.

A gaussian curve was fitted to the half-power beamwidth of ... antennas
to the lsotroplc level. Isoticpic level was sssumed outside the nn * beam
dince the primary object was to dete'mine the probable traxamitter an. na
gain in the direction of the !ntercept site. For tracking radxrs this patters
wes assumed In both elevation and asimuth, However this had no effect on
ihe s!gnal denaity since such radars are more likely to be polisted upward.
The pointing direction of the .wrious searck radars relative to the !ntercept
site was made by assigning an equal probability to each direciion and sampl-
ing randomly from the uniform distribution,

The intercept site was selected at a point 30 kilometers behind the main
line ¢! resistanca rear the center of the army area and on rezsonably high
ground served by & road.

Assuming the transmitter antenna and receiver antenna eech at a helgh
6! 18 {eet abova the ground, transmission losses were computed using the
radlo range equation for line-of-sight transmission and & modification of it
for transmisslon bayond the radio horizon. The contributions to the signal
environment at the intercept site for any given radiator wera obtained and
plotted on a graph showing frequency versus free space power at ixed
azimuth,

An Intercept recelver can e thought of as a narrow-pass filter whose
!nput, ls this case, is the signal environment and whose output s the signal
density. Such a filter is dependent on the recelver anteana paitern, sensl-
tivity, and bandwidth. By choosing reasonable values of these parameters
it was possible tn make a cutaway template on the same scals zs that used
on the recelver input charta. Placing it on the frequency versus free space
power chart an antenna scanning in {requency was simulated. The signal
density was obtalned by counting the numher of polnts that appesr in the
antenna pattern templats at each frequency of interest and Irn azimuth
Increments of 4 degrees over a 90 degree sector. (See Figure S-1.) Figure
5-2 Is a sample chart of the resulting signal densities.

The signal density figures 'n Figure 3-2 show the number of diNerent




s PRI IR ST )

SIGNAL ENVIRONMENT STUDY 3-8
» " signals that ray sppear within ths nexd-
’ width of the recelver durin; the interval
" of time that the recziver is “locking” at
A 2= | the designated simuth and frequency. Thé
. \ I o | ssmple tzuen trom the study is from the
i* —— ! v.zion of madimum signal demsities, aight
] \ FHmSE"| baing the highest valve obtalned in the
» ewawsa | study. Since 8o enemy squipment appear:
i o 3 in these freQuancies in the Rand Model sii
, B W, " the signals received arc fricedly onuip-
. : nent.
. . It is recognis~’ (ast many simplifying
' R U assumptioas ".ere made, hut it is felt that
Piouss 5.1 Recelver Input ths apr_ach is reas.nable and the reaults
Havirosment bz the right order of magnitude.
Recelver Antenna
(azimuth degrees)
33 36 38 40 41 A4 48 48 30 52 4 35 58 60
Recelver
¥
Band
mee
278y 2| a| 2| 3| 8| a2} a] 2] aje]lsla|lala
2790 s| 8| s| s| s| sy | s 6| v o6 s s
2798 4 S| 4| 4| 4| af al oy 6| 6| 6] a| s o
3800 S| sl aataiafel 6l s|s|a]|s|afs
3808 z‘:‘xlllnxx‘s:sazt.

¥iouas §-2 Signal Density Saraple Chart

8.2.2 A Deterministic Model for Estimati=g Signal Demeity®

The present signal interference problems in the crowded communication
bands and the rapld advance of tube iechnology have set in motion a trend
toward controlled use of the miiiitary frequency bands. Thus a reasonatle
assumption from which {u start a signal density study is that the probability
of finding a tranziaitter of & glven type in any square meter of the relevant
part of ths sarth's surface is the same as in any other square meter. This
assuinption, though not completely realistic, has the advantage of no longer

*Sea Reference 6.




"

5-6 L ZCTRONIC COUNTER.MEASURES

requiring the P’“”: tyD2-~oeation, and frequency of each of a long list of
tensmitters. Aiso “-ooias o serles of rather tedious computations which
account f-~ne” offect of each transmitter on the signal environment at the

- “iercept slta.

Assumptions and Mathematical Model Used. The power p, delivzizd to
input terminals of s recelver which 1, ut distance r from 2 iransmitter of
power P, on & direct line of sight ls given by

P = A"G..G;!’,/low’r' (5-1)

where A s ths wivelength o the signals, G, the galn of the recelving antenna
»2d Gy the galn of tha transmitting antenna, If we set p, equal to P,, the
threshold szasitivity of the recelver, we may aolve Eq. (5-1) for the maxl-
mur range of the recelver within the lina of sight, obtaining

r = (A/4n) (G/G/P\/P))" (5-2)

Because the gain G, is a function of the azimuth angle ¢ for & given receiving
antenna orientation the range is also a function of ¢. The area under the curve
r(¢), plotted in polar coordinates, clefines the region within which all trans-
mitters of effective power G P, are picked up at the recelver. The area en-
closed by this curve fh

A= (MGP,/32e)P, A " ede (5-3)

Let », be the nuinber of transmitters of effectl.« power G\P, per unit area
whose carrier frequencies fall withiz 2 band of width B. If 5(b 5 B) Is the
bandwidth of the receiver the expected density of those transmitters whose
carrier frequency falls within the pussband of the recoiver is o»,/B and the
expocted number of such transmitters within area 4, is dmA4,/B. Summing
over all types of transmitters we find the expected signal density is

- A’ — A’Jb _l_ v y
N om g = Tars 3w, O (&2
i

where s == 3n,G\P, s the total effective radiated power per unit area.
!
If we take Iuto account the epectral spread of the transmitted signals and
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the selectivity characteristic of the recelver by assuming both are gaussian
(that is, the transmitted signals are pulses of gaussian envelope, T seconds
long, 1.086 decibels down, and that the recelver passband is & cycles per
second wids, 1.086 declbels up ‘rom the minimum threshold P,), the expected
signal denalty becomes

Alsd

N= —__ f"o'(m (:8)
P TR, Gwe o

An Bxiension to Tronsmission Bevond the Horison. When the rangs of the
recelver s likely to be limited by signal attenuation due to tropospheric scat-
tering the expected number of signals is given by

o () () ()

ir
X /; (GH (9] -0 m (GiPy ™
[

N u/u( 1+ 'E,l'érif).m( o.4l::nlm )m

iv
X/; (G,(¢)]"'—g% . —%‘Z”o (GiPy) Vo (5-6)
'

In both cases the actual number of signals will have a Polsson distribution
with parameter N,

If it Is not known In advance whether the furthest transmitter that can be
picked up Is beyond the horizon, both Eq (5-5) and (5-6) may be computed.
The smaller of the two results should then be used since It corresponds to
the range-limiting phenomenon that uets in first.

8.2.83 A Stockastic Process Model of the Signal Environment at
the Ouatput® of an Intercept Rocelver

If the output of an intercept recelver as it sweeps in szimuth and eearches

in frequency is presented on & panoramic display, signals will appear to

*See Keferencs 7.
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comoc and go. For a tactical situstion where a wide varisty of radiating
equipment {s in use it ia reasonable to assume that the arrival and departures
of signals may be described by s random process. Proceeding from this
assumption a technique for relsting psrameters of interest in the design of
pulsed signal-analyzing equipmment to the expected number of signals ar-
riving In some Instant st the output of the intorcept recelver is developed.

The point of view taken in this section Is diffevent from that in the previous
sections. Signal environment now is considered to be a function of the re-
celver parameters as well ap the geographic dlatribution of the transmitters.
Those signals that could be distinguishably ahove & glven nolse level st the
output of the Intzrcept recelver ave the only unes included, The signal den-
sity at some Instant {s the number of s!gnals that arrive &t the cutput of the
receiver during zome given short period of time—a period that is long with
respect to the amallest pulse repetition period but short witii respect to the
sweep time in ezimuth and frequency.

Definition of the Categories. In order to describe the signal environment
we Jefine four categories of signals in terma of their arrival characteristicc
at tha output of the receiver. If we consider & signal whose power density at
the receiver input is such thst it is detected only when either the transmitter
antenns points at the receiver or the receiver antenna points at the trans-
mitter as two independent signals the foliowing categories are mutually ex-
clusive:

Category 1: Slignals that are recelved continuouwsly at some fixed fre-
quency regardless of the orlentation of the recelver or the
trancmitter .ntenna,

Category 2: Signals that are received at a fixed frequency when and
only when the line joining the recciver and tranamitter is
contained in the beamwidth of the recelving antenna.

Category 3: Signals that are received at a fixed frequency when and only
whzn the line Joining the recelver and transmitter Is con-
tained in the beamwidth of the tranemitting antenns.

Category 4: Signals that are recelved when and only when both the
entenna beamwidth of the recelver and the antenna beam-
width of the trarzmitier contain the line joining the trans-
mitter and recelver.

The signal density 2. the output of the recelver is described by witing
the probability density function for each of the caiegories in terms of these
system parameters: recelver bandwidth, antenna besmwlidth, selmith sector
scanned by the recelver antenns, frequency zegion searched by the recelver,




SIGNAL ENVIRONMENT STUDY 5-9

transmitter antenns beamwidth, and the number of transmitters in the
region, The number of signaly svaflable in each category Is assumed to be
given by a map of the geographle distribution of transmitter locations.

The Signal Density idodel. O the assumption that the signais arriving
at the output of the recelver, regardless of category, are uniformly and k-
dependently distrihuted over the frequency spectrum and azimuth sector of
intevest, probability density functions were obtained for each category. If
we let X; = the random varlable ranging over the number of signals {rom
the ith category recelved in a given instant, {({ = |1, 2, 3, 4), the number of
signels at the output of the Intercept recelver is described by the Polsson
density function

AB‘-K
nl/

ﬂm+m+m+m=4=

The expected number of signals received at any instent {s

v [ (), (), I

where Ny ~— numbar of signals in category § (§ = 1, 2, 3, 4) for & given
geographic distribution of transmitters,

a -— receiver antenna beamwidth,
A — asimuth secior swept by the receiver antenns,

(-3—)1 — an aversge probability sad an estimate of the probabllity

that a particular transmitter antenia beam of category j
(§ = 3, 4) contains the line jolning the transmutter and

receiver,
& ~— appsarent recelver bandwidth and
D — ({requency spectrum searched by the receiver.

It is recognized thut many of the approximations used in developing this
mode! assume ideal system paramaters and fleld situations. No a‘tempt hae
been made to Include signals from spurlous responses in the receiver or to
modify the ¥y by uaing probabllity density loss functions that describe the
on and off times for the transmitter, It is Loped that this model sheds suome
light on how tha system parameters used here afioct the signal density. Per-
hapa data from future field tests can suggest modifications to this model that
will make it more realistic,

To apply these techniques to the Rand Corporation maps publishked In

Wﬂfzﬁ




5-10 ELECTRONIC COUNTERMEASURES

Rand-280, assume that we are using e receiver with sensitivity 88 decibels
below & milliwatt, & gzin G, in the main beam of 30 decthels (i & S-dégree
beamwidth, en average gain on the back and side lobe: o7 7 Gecivels, and ar
effective bandwidth of 10 megacyciea per second. ‘These enable cne to esti-
mate the N, Also assume we srs searching ¢ frequency band of D = 2002
megacycles per second, essentlally the S-band, and an asimuth sector of A =
90 degree in which the typicel iransmitters have an average gain on the
back and side lobez of Gy == — 10 dacibels and » gain In the main beam that
iz greater than the galn in the main beams of the recolver, These assumptions
and the assumption that all transmitéers are turned on, lead to the conclusivn
that 9§ percent of the time one would sxpect no more than two signals at the
output of the recelver at any given time,

Preliminary studles aimed at comparing the results of the Monte Carlo
model and the stochastic process mode! suggest that perhaps the IMonte
Cario metkod counts the signalz from one tranamitter too often, In the other
approach the basic assumption of a uniformly » vndom distribution of trans-
mitters is sctually viclated and thus its rerui gives too low an ertimate of
the slgnai density in some reglons.

5.8 An Application of Pulse Counting to Obiein Lsattesl Eiectronio
Inteiligence Information
This sectlon considers a brighter side to the signal envircament problem.
The complex signa! environment in & field army aroa can be used to supply
useful intelligence information. The device used to gather this information is
a simpl. pulse counter rather than a complex radar ‘‘Angerprinting’ device.

£.8.1 System Philosophy

The system decided upcn as meeting the requirements for a tactical ELINT
sensing device may be summarized as follows: Three low-sensitivity receivers
are instailed in a drone along with pulse counting end recording davices, The
drone s then flown on & preassigned path which, based upon recoiver senai-
tivity, will cover the antire front line and part of the communication zone of
the ereniy wrmy. The system “counts” the number of pulses recelved and
records ths resul's as s function of time, This infcrmation Is recovered after
the drone lands, or by broadcast to a recelving site in friendly territory where
the dersity Is read out ang plotted on maps of the tactical area. The contoura
resuliing raay then be used in intelligence Inference.

Besic to the philosophy !s the assumption that the enemy will defend his
most important forimetions mest heavily,

5.3.2 System Characteristics
Any number of drones exist capable of carrying cut the payload necessary
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to acromplish the misslon, The drone used for the example discussed bere is
the RB-77, now under develcpment. The drone should fly as low as possible,
consiatent with its safety. A low-flylng alrcraft is difficult to track and
prevents the use of atomic warheads in surface-to-air missiles. From a data
gathering standpoint, it preveuts severul entialrcraft systems from simultan-
sously tracking the drone end thus disturbing the pulse counting.

Within the drons the raceiving and recording system should cover the
frequency region of the major enemy radisting oquipments. A possible con-

N gy i
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Fouves 53 Block Diagram of Elecironic Equipment

figuration of recelving and recording equipment s shown i Figurs §-3, The
autopilot commands should be recorded in crder to kuow the tra-k of the
drone. The altimeter reading shouid be recorded to help recolve ambigulties
and to determine effects of terrain on the data whenever this {4 necessary.

Continuons rebroadcast of data may compromise the system and simplify
passive tracking by the enemy. To prevent Iarge scale spoofing the purpose
of the drore fllghts should be zarefully gusrded. To {nsure a high probability
of survival of ths drone, enemy trrcking should not be facilitated. Therefore,
the system should record the data gathered and either rebroadcast it In oc-
caslonal short spurts or store it for snalysls aiter the drone lands,

£.8.3 Recults of a War Game Test of the Philosophy

In order to test the femsibiiity of tiie scheme suggested, a war gaming
technique or sampiing experiment Is needoed. Since & Haller, Raymond and
Brewn (HRB-Singer) report (Reference 8) was readlly avalluble, it was
decided to use the devclopment given therzin to test the model. Certain
assumptions ware made which are given below:
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Antenna Assumption: The actual form of the Whiff, Firecan and Cross-
fork antennas probably appears somewhit as in Figure 5-4z. The assumed
antenna pattern for use in the game is thown In Figure 5-4b; that is, we

T

]
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assume 2n lsotropic pattern except for the main lohe of each antenna. This
is & common assumption in praiiminary studies of this type,

Sonmsitivity Assumption: It was very casy to obtain a sensitivity in ali
three recelvers to give a “~wr-mile range against the various enemy equip-
ment, when the recelves s in the fine structure of back and side lobes
{asuumed lsotropic) of . e equipments. Thus, it was assumed that the
sensitivity of each recelver was set at a level such that & signal waa recog-
nised, whenever the drone was within four mliies of the transmitter source
regardless of the transmitting ant~una’s orientation. Of course, a signsl
would be recognized and counted whenever the drone was within the major
jobs of the source equipment antenna at much greater disiances,

The actual data gathering was carcled out In & manner desciided in this
saction,

Firat, the HRB-Singer report was usad to provide a tactical maodel of the
field army engaged in battle over seversl days. Searches with the drone
cccurred at 2200 on 16 June, 1700 on 17 June, and 1200 on 17 June. These
times were selected arblitrarily since they were thy firet thrée maps in the
HRB-Singer report. It would probably be desireble to zearch more frequently
in an actual battle to keep closer contact with enemy movements. Data re-
flected the existence of Crossfork, Whift, and Firecan,

Figure $-5 whicl shows the S-band density found at 2202 on 14 June, will
be used In the discussion. The other five contour overlays are nct shown,

A flight path was selected based upon drone characteristics (in this case
the RB-77) and recelver sensitivity, Ths flight path for the 2200 flight Is
shown us o dashed liny, The marks are miles flown.

Next & circle of four-mile radius was moved with its center constrained
to lie on the flight path line. The number of radars In the clzcle were counted.
The count represented the density of radar signals received at the drone
which was cimulated to be at the center of the circle. The equipment would
actually record the number of pulses per second or pulse rate. Uslng this data,
& contour map was drawn as shown. The Information was then {n sultable
form fur use by an intelligence officer. Although net shown, the same pro-
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Fiouns 5-5 Blgnal Density Contour Map

cedure was done at each of the times mentioned above and in the UHF and
S bands. This was done to see how the concentrations changed.

I3 making these contour maps, actual pulse count information is know..
along the flight path opnly. A reasonable uniformity of the underlying dis-
tribution of pulse counts {a then assumed to that the contours may be added
by interpolating between points from two parailel flight paths, If there Ia
some reason to doubt the valldity of such an assumption on any particular
misslon, nn sdditional flight can be used to give more detalled Information,

8.3.4 Random Elercents

In the field application of this technigue, many random: errors will be in-
troduced. The iiost troublesome may be the filght path errors. Since the
drone {3 not tracked and no attempt is made to correct during flight for the
effects of alr turbulence there may be sizeable deviation fro.n the sssigned
path, I{ meteoroiogica! data indicate ateady winds, the magnitude of these
errors may bs reduced by accounting for the predicted wind In the autsplioct
progrem for each log uf the flight path, A rough fix on the magnitude of the

i R TR - i S b o A B S A . P R YRS
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residual error can be obtained from a comparison at fight termination of
the programmed landing area end the uctuzl launching area. In genérai when
the air Is turbulent, flights should be short to keep errors wiihin tolerable
limits,

Other types of errors such as counting errors due to tracking of the drone
by enemy radar from time to time, reflections from prouisent to-vain features
or just propagation anomalies should not have great effect or: che Inferences
drawn {rom the contour map. The msajor conclusions are based on relative
magnitudes of the pulse counts rather than the absolute count., If doubt
exists about certain reglons on the map, additional flights may be used.

For each of the above errors, attempts could be made to design remedies
Into the equipment, We feel, howaver, that such an approach {s not compatible
with the constraints mentloned in the beginning, Intelligent adjustments of
operating procedures can readily handle moat situations which may arise. In
using this sampling technique as the experience of the operator increases,
the informetion gathered becomes more complete and more rellable. Train-
ing and experience with these simple techniques will contribute muck more
than complexity added in an sttempt to anticipate every problem,

5.8.5 Intelligence Information

Based on Information gained from the contour maps it was possible to
make many Inferences regarding the enemy's actlvities. As with any intel.i-
gence effort, ekill develops with extensive use. Hence, the equipment sug-
gested would yield far more information a3 the users hecome mora skilled
In interpreting the concentrations and changes. However, aven without ex-
perlence, it has been possible io infer Information of the following iype:

(s) Where the enemy would sttempt the crossing was clesr from the
first map shown in Figure $-5. If Information on how rapldly this
bulid-up was occurring was avallable In form of similar contour for
1200, 1600, and 1800, the same dey, it would have been possible,
based on experience with previous attacks to infer quite clossly the
time the attack would occur, Even the 2200 map indicates the iime
is close at hand and doctrine implies the attack is probably scheduled
for 2arly the next moruing,

(b) Major supply areas, depots and railheads appear 13 more permarent
defenses. Even secondary rallheads appear.

(c) Concentrations of troops of secondary size show up. This weould ingi-
cate a feint or leaser magnituds attack from that dircction,

(d) In each of the above cases, xn indication cf the tize of the stomic
weapon reeded to disrupt the cnemy plans was Indlcsted. Alao, the
inagnitude of ‘te alr deiense ‘ndicates the use of alicraft artillery
or ballistic iniselle a5 & “1eiivery means.




SIGNAL ENVIRONMENT STUDY 8-1¢

(¢) Any shift in air defense can be detected when the enemy iy moving
supply depots forward to new iocations, This in turn indicates the
time for interdiction fire.

Analysis by experienced personnel and more frequent fiights would un-

doubtedly increase the number snd types of conciusions whick could be
drawn from these surveys.

8.4 Conclusion
#ost of the effort in signal environment study hss been directed toward

describing the environinert In a tactical situstion. From the resulting model
one atiempts to deduce the type of interference problem thet may arlee or to
simply describe the signal density at o recelver output located In the environ-
ment. The models obtained to date are by enlargc too simple or tuo rigid to
lend themselves to the veriety of problems that involve such information, The
variety of results obtained at many difisrent laboratories throughout this
country constitutes a good start on the general problem. There is a continuing
nead for more sffort Lo be expended.

An exstiple of an svea where effort is just beginning arizes in evaluation
of seversl operationa!l ELINT systems, The signal environments at their
operational sites nsed (o be adequately described. A fiexible, rapid and
reasonably detalled methed for analysing these environmaents is not svsilable
from the work done on tacticel situations. Digital computer simulation
mathods for application to different phases of the over-all probiem are being
formulated at several laboratories. Many simplifylng decislons must be made
to bring this complex problem Into a tractable jorm for the IBM704, Docs
oversimpiification offer the most meuningful results? How can the program be
st up to allow additionsi ~ofinements as the Inlormetion becomes available?
Perhaps a group of semi-indspendent subroutinas which can be modified
with a minimum of effort and whese results can be readily combined into an
over-zll meaningiul description of the environment will he developed.

Many powerful mathematical and stetistical toois have been developed in
very recent years. As these reach the zpplied efforts new and different ap-
proaches to the problem will appear. Better techaiques for more precise
descriptions of the environment and for deaign and operation of electronic
systems to make them more independent of the signal environment are badly

oeeded.
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Intercept Prcbability and
Receiver Parametere

A. B. MACNEE; D. B. HARRIS

5.1 Intreduction

Electronic warfare may be analyzed as 1 game. Fur every electronic device
thet & potentlal opponent can empiloy there always exists a cousntermeasure
which will reduce its effactiveness, The {easibility of applying electronic
countermeasures, however, depends to a marked degrae upon the state of our
knowledge concerning the enemy's electronic systems, Two classes of inforin-
ation are important. The first of these Is wha: might be termed strategic in-
formation; It includes such things as technical characteristics of the system
to be countered, the mode of operation of the system, and the naiure of
supplementary systems which can be employed by the enemy. This type of
information is needed to make strategic decislons such ss whether one should
attempt to counter the system and what characteristica are required for the
counterineasures device, The second cluse of Iniormation Is tacticsl: Is the
enemy using a certain eloctronic system? What frequency Is he cn? Has the
enemy shifted his frequency as the result of our jamming signai? These are
examples of questions which must be answered in the field If electronic coun-
termeasures are to be successfully employed,

One oi the mios? importent sources of both strateglc and tactical intelil-
ence concerning a poientiel enemy's cperations Is the Interception and
analysis of the signais radiated by hie electronic systeme, Claarly, before one
can perform any sort of analyal; of signals, the signals must Le received. The
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important Inftlal problem in attempting to gather electronic intslligence s,
if an enemy system s operating and is genersting electromagnetic radiation,
what Is the probability of this radiation being detected and reccgnised? This
may be defined as the probability of intercept for a given elcitromagnetic
radiation, Ciearly this probability le a function of the parametsrs of both
the signal and the receiver employed. The objective of this chaptsr Is to
investigate the problem of calculating or estimating this probablility of In-
tercept. Although several specific signals are considered for illustrative pur.
poscs, the emphasis is on general approaches to the problem and on gemeral
trends wiich epply to a broad clase of signals,

6.1.1 Signal Detection

In considering signals which an intercept ayastem may enccunter it Is il-
luminating to classify them according ‘o parameiers such sz: center fre.
quency of radisted signel, spectial width of signal, signal duration, signal
waveform, signal strength, etc. If the form of & signal {s known exactly,
body of signal detection theory is available to predict the best thst can be
done in detecting its presence when masked by additive gaussien noise (Re-
ferences i, 2, 3, 4). In such s case the probability of intercepting such &
signal can be reduced to the probability of detecting it in the presence of
nolse. This probatility le & function of the probatility of a false elarm which
one ls willing te tolerate and the ratlc cf the signal energy to the noise power

.,.'_f 52 7‘ T per unit bandwidth. Thls problem
neot b Is treated In Chapter 7. The opti-
Fa 7 mum fixed-observation-time recelver

1 performance Is summarized by the

/ recelver operating characteristics

which are plotted in Flgure 6-1,
Pyi(A) Is the protability that If &
E signal Is present in the noise, It will
w be detected. Py(A) Is the prob-
ablility that if noise alone is present,
T— it will be reported as a signal; this
3 S - is a false alarm. The recelver op-
B erating characteristic (ROC curve)
Fioune 6-1 Recelver operating chamacteristic plots Puy(A) versus Py(A4) with
for u signal known exactly. Inll(x)] 1s & the detectability Index d as a para-
normal deviate, vt = oxd (Mux = M poer The detectability Index is

= d*N3, eun And Mun are the standard devi- he ciffa A
atlon and the men, respectively, of fun(z); the Gifference between the means

o and My arc the standard deviation end Of the probablility density func-
the maan, reapectively, of /n(x). tions fux{x) and fy(x) divided by

L
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the varlance of /y(%). The curves of Figure 6-1 are for 3 signa! having en
exactly known waveform (orly its presence s uncertain) and for this case

d = 2E/N, 16-1)

E is the signal energy roceived during the observation interval and N, is the
nolse power per unit bandwidth, For a fixed d the ROC cutves are seen io
be straight lines with unity slopss when -\, ed on double probability paper
(Figure 6-1). In this ideal recelver a signal is reported whenever the likeli-
hood ratio,

(%) = Jan(x)//n(®) (6-2)

exceods some threshold level 8, where fox(x) and [y(z) are the probability
density functicns for & glven output x when signal plus nolse or nolse alone
&re present at the input.

A
Pax (A)=f Jun(x) dx {6-3)
-
and
A
Py(4) = [ In(x) dg . (6-4)
=

The curves of Flgure 6-1 apply to &iy case in whick
In [¥(x)] = In [fan(x)] = In [Ju(2)] (6-5)

is normally distributed with the same variance hoth with nolse alone and
with signal plus nolse. The curve lsbeled d == O corresponda to zero signal
energy. In this cass, no matter what threshold lavel 8 s chosen, the prob-
abllity of a ‘“detection” is the same as the probabllity of a {alse alarm. In
other words, the presence of & signal of zero energy hat no infiuence on the
recelver performance; in this case, one may just as well throw the recalver
away and fiip a coln.

These curves for the cise of & slgnal which Is exactly specified are of
particular impotarce in that they set en upper bound for any practical situ-
atlon where some additional uncertainty Is bound to exist. The ROC curve
is a convenient form In which to present data on a recelver; it can be used
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to generate otker forms of the receiver's performence characteristics. If one
wishas to plot the probablility of a correct detsction for a fixed false alarm
rate as a function of signal intensity one would take a vertical cut on Figure
6-1 at the specified false alarm rate, Thus, if the signal is a 0.5 microsecond
puise of § watts peak powsr masked by gaussian noise heving a uniform
power density of N watts per cycle per second over a bandwidth of 1 mega-
cycle per second, d == S/N;* and for a false slarm probability of .C01 the
probability of a currect detection varles as sketched in Figure 6-2 with
2E/Nq in decibeis. For this rather low false alarm rate one sces that a signal-
to-nolse ratio of 13 decibels is required to give a detection probability of 90
percent on a single tzial, If one had Instead ten pulsss of the came peak power
avallable this would raise the zignal energy by a factor of 10 so that
28/Ny = 10(S/N). The signal to ncise power ratic necessary to give a 90
percent probability detection with the same false alarm probsbility would
then Le reduced to 3 dzcibals.

6.1.2 Effects of %, -1 Uncertalnty
Figures 6-1 and 6-2 are both calculated on the assumption that everything
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#ovee 6-2  Probability of a correct delection of a slgnal known exactly, versus d.

about the signul I3 known Including the vaiue of d for the signai. The only
uncertainty Is as to whether the signel occurs in the specified time interval
or not. Whenever there is any additions] uncertainty concerning the signal,

®E == 25 X r joules and Ny == N/B watts per cycle per sccond, therefore 2E/N,
= = (SIN) X 2Br = (S/N) X 2 X 10" X (1/2) X 1" = S/N,
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the ideal recelver performance is poorer than that predicted in these two
figures. Considarable effort has been expended in studying crses where one's
knowiedgs of the signal expected Ia uncertain in some fachion. Peterson and
Birdsall consider the cases listed below (Reference §).

1. A signal known except for phage,

2. Asignal which is a sample of white geusalan nolse,

3. The videc output pulse of a broadbard recelver of known starting
time,

4. A signal which is one of M orthogonal signals, all known exactly,

5. A signal which is one of A4 orthogona! signals known except for
phase,

Case 3 is of considerable practical Interest since it can be applied direcily
to the case of a broadband intercept recelver looking for a pulse signal of
unknown center frequency. ii the bandwidth of the wideband receiver is W
cycle. per second, and if the signal duration is 24 /W seccnds, then for weak
signals

(1/M)*(2E/Ny) << (6-6)

the receiver operating characteristics of Figure 6-1 apply (see Section 4.5 of
Reference §) with

d = (1/4M) (1E/N,)* (6-7)

This represents a very considerable degradation of performance from the
cuse of a sigral known exactly, If, for example, one e looking for & nulse of
0.° microseconu duration but unkrown certer fraguency In the srequency
range from 2800 to 3200 megacycles per second, one has M = 300. To ob-
taln a detectability index of ¢ would require

(28/No) = \/'8_66”;; = 84.7,

which is 9.73 decibels below the performance possible if the signal were
known exactiy.

The broadband amplifier and detector followed by an optimum video
amplifier Is not the best way to detect a signal of unknown center frequency.
Case 4 listed sbove can be applied to estimate the optimum performancs
if the signal Is known exactly except for its center frequency. The Ides!
receiver for this case {s one which aplits the frequency band into &f chanaels,
The output of each chznnel Is cress-correlated with one of the M exactly
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specified waveforms. The correlator outputs are then combined with an
exponential welghting which depends upon the known nolse level. The exact
evaluation of the peiformance of this recelver Is very dlfficult to obtain, but
Peterson and Blrdsall show that sssuming that the logarithm of the distribu-
don of the ltkelikood ratio is normal, the performance Is spproximately that
shown in Fizure 6-1 (see Section 4.8 of Reference §) with

d = ln[l - 3‘74.;7;-«;, (25/1\70)]. (6-8)

The improvement possibie with this much more complicated receiver is
considerable, Using the same numbere considered for the broadband video
example, one finds for a detectabllity index of 9

(2B/No) = In |1 + M(e* — 1)]
=in [1 4 200(e® — 1)] = 14.3. (69)

This Is only 2,01 decibels below the performanco possible when the signal iz
known exactly and Is 7.73 dacibels better than the wideband amplifier fol-

lowed by an optimum video emplifier.*
Equation (6-8) gives the detectability index that can be achleved by an

Ideal recelver looking for one of M signals 4!l specified exactly. Case §
above treai> the case of the M signals known exactly except for the carrler
phase. For thla case the optimum receiver can schicve a detectablliiy index
of approximately

Pl ln[ 1= x‘{i"‘}l?"' <%)} (6-10)

where /o {a the beiscs function of zero order and purely imaginary argument.
For 2K/ N, greater than 4

Io (3E[Ny) ~ \/F(Eoli:ﬁ exp (28/No) (6-11}

to an accuracy of better than 4 percent. Solving for the tatlo 2E/N, necea-
sary to achleve i given detectability index glves

l(3EY] =01 4 Mo~ 1o gE = (‘;;'f). (612

[

In

*Note this comparisen does not Include any possible difierence In the amplifier nolse
{rctors for the twa systems,

L3S
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Considering again the conditions of M = 200 and d = 9, then from Eq,
(6-12) the necessary ratio of signal energy to nolse power per unit band-
width Is 16.6. This is only 0.66 decibels more than Is required if the phase
were known and 2.67 decibels more than what is needed if the signal Is
known exactly.

In this section an attempt has been mede to give the reader some feeling
as to the optimum poasible performance In detecting an exactly specified
signal, when that signal is mazked by white gaussian nolse (Eq. 6-1 and
Flgure 6-1). Equations (¢-9) and (6-12) give a measure of the minimum deg-
radation that Is introduced Into the detection performance by the addition
of & limited amount of uncertainty with regard to the aignal, the signal
being one of M orthogonal signals all known exactly or all known exactly
except for the carrler phase. Finally Eq. (6-7) glves & measure of the much
greater degradation in performance that will cccur if this uncertainty i3 met
by the simplest means, just broadbanding the recelver. This comparison is
summarized In Figurec 6-3 and 6-4 which plot the Increase in signal energy

"‘-l_._._‘—‘_-_‘_-.—__
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Datoctaleiity ‘nan 4 o9 * ratl)

Fiousx 6-3 Comparison of Increase In sigaei vivrgy necessary (o rwinfsin & fited
detectabllity index as signal uncertainty s introduced. # = numnc of cithogonat
slgnsal,

In declbels relutive to the zero uncertainty case (cignal known exactly) ws
a function of the detectai: ity index d; the number of orthogonal signals M,
Is the parameter of these curves. Figure 6-3 compares the ideal likelihocd
receiver for the case of all M signais known exactly with the simple broad-
band recelver employlng & square-law detector and an optimum video filter.
Grossly, the degradation in performance is very large when the degree of
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Fiouas 6.4 Efect of signal uncertsinty or signal detectabllity, M orthogonsl signals

uncertainty is high end the simple, broadband recelver !s used. The use of
an optimum likelihood ratio recelver can reduce this degradation very signifi-
cantly perticularly if one iz Interested in the larger values of ¢. Referring to
Flgure 6-1, one sees that this correapunds to being Interested In signals such
that the false alarm probability can be kept low and the detection prebabil-
ity high. Figure 6-4 demonstrates that if one can use a likellhood recsiver
the degradation In performance tc be expocted If the signal phase is not
known is not very graat (0.3 — 1.28db for 107 35 M 5 10°),

These curves give a measure of the best one can hope to do In detecting
the presence of a signal under practicable conditions. Normally one does not
deai with orthogona! signals nor with signals specified exactly or exactly
except for phase. TLe additional uncertainties present in a real situation ran
be expected to result in performance below that predicted in the figures,
This loss In performance cun be anticipated to be more significant for the
itkelihood receivers than in the case of the broadband recelver, since the
latter make more use of one’s knowledge of the possible signals which may
occur.

Despits these weaknesses, the curves of Figures 6-3 and 6-4 have utility in
estimating or judging recelver performance. As an example cne might con-
sider the problem of detecting the presence of & pulse signal {from a radar
of known characteristics. The radsr signal is known to have a duration of
one ralcrosecond, a repetition rate of 1000 pulses per second, ard o be In
a frequency band 100 megscycles per second wide. Let us suppose we are
interested in detecting the radar signal when it is lookingz et our recelving
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antenra, but that the direction to the radar from the recelver Is unknown. To
arrive at an estimate for the parameter A in this case one can asiume that
every rader pulse is to be detected. This means that one thousand times a
second (at the end of every millisecond) the recsiver must make the decl-
tlon; a pulze waos or was not recelved during the past millisecond. Since the
ore microsecond pulse can bs anywhere in each one thousand microsecond
intervel, an estimate of this uncertainty in arrival time for the pulse Is a
factor of 1000, The spectrum occupled by a single pulse is about one mega-
cycle per second wide, and it can lie anywhere in the band 100 megacycles
per second wide. This frequency uncertainty combined with the time of
arrival uncertsinty gives 10° pessible sivnals. Figure 6-1 shows that a detec-
tabllity index d = 16 allows one to achieve an 3! percent detection prob-
ability with & false alarm probability of 0.1 percent. 1f & broadband receiver
is used, then, from Figure 6-3, 2E/No must be 2Z declbels above 16, or
2569, Sinca

E=5X14 (6-13)

where S = peak pulse power
t4 = pulse length

and
No = FAT (6-14)
where F == recelver nolse factor
T == temperature seen by receiving antenna
& = Maxwell-Boltzmann constant == 1.37 X 10" joule

one can solve for the peak signal power necessary to give the dstectability
index:

S == (FAT/2t4)(2E/N¢). (6-15)

Assuming a nolse factor of 10 and a temperature Jf 300 degrees Kelvin®,

o 10X 1.37 X 109 X 3 X 107
St 2% 10

== 52,6 X 1078 watt.

X 2.56 X 10

.

It should be ncied that the assumeri iclse alann w.o:0ability of 0.1 percent

*A reasonable figure if antenna looks along the surface of the earth.
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will lead to the rather high false alarm rate of 1 per second since 1000 decl-
sions are made per second. If a false alarm rate of 1 per hour {s desired the
{alse alarm probability on each trial must be reduced to 2.78 X 10°7. To
achieve a detection probability of 0.90 with this false alarm probability re
quires an lucrease in the detectabllity index from 16 to 41.3. If one eatimates
from Figure 6-3 that at ihis velue of d the broadband receiver loss is 20
decibels, the required peek signal power fromn Eq (6-15) becomes 84.8 X
10718 watt,
A block diagram of the broadband recelver evaluated above is given In
Figure 6-5(a). The output of the square-law detector is fed to & gated in-
tegrator, At the end of each miili-
second the output of this integzator
. is clamped to sero volts, The out-
put of the Integraior In compared
=*_ with an adjustable threshold volt-
ago; and whenever the integrator
=] output exceeds this voltage, a de-
M | tection !s Indicated (by lighting a
light, ringing a bell, ete.),
From Figures 6-3 and 6-4 one
t F~ gaes that a reduction cf about 20
Biner §100 . declbele in the signal energy re-
i lire] o C qulired at the recelver Input to give
Koo bol | the same detectabllity can be
'” L] achleved through the use of o like-
Buoe'™i bpt  ljhood recelver. This Is a large Im-
Fiousx 6-§ Block diagram of recelvers for provement; It would permit an
the detection of s pulse signal of unknown increase in the free space intercept
c..ter frequancy and stacting time, () Broad- range of a given signal of ten
band recolver, (b) Likeliviood ratlo recelver, tlmes! Figure 6-5 {b) glvea a block
dlagram of this receiver, The cost of this receiver designad o give optimum
performancz In the face of 10° possible signal waveforms is seen to be pro-
hibitive. After separating Input passband into one hundred separaie pass-
bands, corresponding to the possible pulse center frequencies, it Is =till
necessary to cross correlate the output of each narrow filter with the one
thousand possible signel waveforms &t each center frequency. These corres-
pond to the one thousand possible true positions of the signal pulse. The
cutputs of the 10" correlstoes are then given an exponentlal weighting and
combined in a single adder. The output of thie adder ix the likelihood ratio,
and it would be compared with an adjuatsble threshold voltage in a voltage
comparator circult to give the detection Indicaiicn. This astronomical In-

(4)

1
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creass In squipment complexity necessery to optimally detect & algnal witen
the degree of uncertainty concerning tte signal is lazge has forced 2 ".ariety
of enginesring compromises on thoso wio are concerned with th: design
and development of practical Intercept erjuipments.

It should be noted, hovwver, thut the coiplex recelver of Flpure 6-5(b)
in addition to doing an optimum job in the detection of the r.esence of a
signz! also gives cne a relatively rellable estimate of charar'eristicy of the
signal received. This can be obtained by compering the outputs ¢! the cross-
correlstors whenever a detection occu’s. The correlutor having the ls:gest
output should indicate which signel caused the detecilon. Birdsall and Peter-
son bave !nvestigated the probability thit this largest output will be the
correct choice among M alternstive cholcos ii & signsl has ccourrad (Refsr-
ences 6 and 7). Thie probablility deperds upon ths detoctibliity inden 3. Let
this probability be denotad Py (d). Birisall shows that

Py(d) = ®(and" -- by), (¢-16)
where
.
d(%) = # / exp (12/2) di, (6-17)
>
O(—by) = 1/M, (6-18)
and
ox == &u/1.38288 (6-19)

For M > 1000, ay can % obtained from the equation
O(ay) m 1 -~ (1/M) (6-20)

Values of ax for several values of A are tabulated in Table I. In general,
for large values of M end for large detectability indices, Py (d} will be very
zlose to unity.

TABLE I
M 4 16 256 10% 10° a0v 10
IaM 827 884 916 964 9488 979 84
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The recelver of Figure 3-5{v)
of a gated rastched flter instead of the paralisl cross cusizintove * The outdut
of a matched diter at the ond of each possidle pulse position will be the
cross correlation between ths input signal and pulse at that time. This out-
nut can be s:.mplod and then applied through an exponential function gener-
alor t0 A Sumnuing ‘atseeator togother with the gated cutput of the other
ninety-nine matched fliters. Such a lkelihoo sccolez+ e indlcatd In biock
disgram form In Figure 6-6. “"his receiver has tbc same detection capapisiiy

Fisupe 6-
celver for 3

outputs of the one hur e
exponential function units and then iuu sUmmea ih ke
tor. The output of this Integrator would then be sainpled a! the end o!

\'"m.-

6 A o *Maod Hkeithood ratio re-

g =)

=H | AR
J

00 hamu&l sigaals,

2= he simplified comsidersbiy by the use

as the recelver in Figure 6-S{t),
but the aignal recognition capaiil-
fty has been loat. It could bs ry-
covered by the Introdu-tion of
suitable memory and voltagy com:
parator circuits at the outpuls of
the mrtched filters.

11 the pulse position {s not knovn
to be at one of 1000 nonoverlep-
ping positions, then the pulse gen-
erator and gate circults of Iigure
6<6 should be removed. The

o - otohad !tm would be pund through

d”m o J‘M

2% ‘nh.upl.

tach repetition perlod. This simplified recelver {s belleved to be optima) for
{ a pulse of unkiown time position within the repetition
period, but the perlormance of this receiver has not been calculated. Its per-
formance cain bo #xpected to be poorer than that of the receiver in Figures
6, since more uncertaisity has heen introduced.

the detection o

6-5(b) and 6-6

6.2 Approxinte Approaches te the Intorcept Problem

The previous section has Intrcduced some of the problems of detection and
recognition of signals when large degrees of uncertainty sre involved. The
woinsioxity of this probiem has forced the use of approximate methods for

study!ng the problem of tnuery

epring o

gnals under pracilcal conditions, In

this section some of these approximate methods of analysin and the results

obtalned with them will be reviewed.
6.2,1 Tke Caincldence Concept

In considering the opsimum deisction of any one of a large ensemblo of

*A metched filter Is one whose impulse response s the expected signal waveform reversed
in time. Thus, i the signal waveiorm s 5(¢) and has a duration 9, the mawched filter has
an impulse rasponse 5(3 « §).

N e
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possible signals we have seen that the general approach s to bulld an opti-
mum recelver for each possible signal. Tho outputs of these individuai re-
ceivers or chansuels are then combined in a wey which maximises the dif-
fsremce botween the output when a signal In present in st least one channel
and the output when no signal is present. Ir such a recelver the way in which
ihe probability of detection varies with signal strength s obtained by taking
a vertical section througii ihe »eecsfver operating charactaristics. Such a curve
ia plotted in Figure 6-7 with detectability index & &= ¢tha absclies. In gencral,

d wiil be some function of the iapst

signal-to-noise vatlo as dlscussed in

Sections &.1.1 and 6.1.2. This figure
is obtsined by waing = vertleal
fules sl pesickite- = 881 yection threugh Flgure 6-1 6t Py (A4)
= ,00{. I{ a smailer {alse alarm
rate is of interest, this curve would

s be shifted to the left, and wvice

versa. Probabllity of Intercept cal-

Fiourz §-7 Probability o! deteciion for a culations can be great'y simplified
likelihood ratio recelver versus signai detec- by replacing thiz detection curve
tabllity index 4. by the dotted one shown. The as-

tumption made by the dotied curve s that signal-to-noise ratios larger than
some oritical value {leading to d = 7.5 for the case shown in Figure 6-7)
are certaln to be detected, and all signals below this critical value are
missed entirely. This approximation to the true situation has been calied
et oomnent ) the critical value o! d belna the detection thresh.

NE Uit bee ot iR T T . g
old. In Figure 6-7 this threshold VAR T e i ora leeding to

a 50 percent detection probability. This cholcs is arbltruy, and one might
equally well choose a detection threshold corresponding to a 90 percent or
greater detecilon probability.

Uniler the threshold assumption, any time the signal Input to the recelvers
of Fijure 6-5(b) or 6-6 falls within the acceptance band of one of the re-
celvey chnnnel amplifiers and has sufficient {ntensity, & signal interception will
be wads, On the other hand, If the input signal Is rejected by all amplifiere or
if iz energy Is too smali, nu interrention occurs. Thus, with the threshold
essumption, probabllity of faiercept becomes the pisbatilty of colncidence
between the sigra! parzineters {fiald strengih, centor frequency, time of ar-
wival, ote)) and the recelver parameters (threshiold intensity, acceptance fre-
quency range, etc.). Under tnis wssuinption the probability of Intercept for
all three receivers suggested at the end of Section 4.1.% s unity jor i in
tended rader signals as long &+ the input signal strength ia sufficlent, The
threshold pulse energy for the two likelihood ratic rezelvers, howevar, will

—-—————

_;-m-mm:

-




e e e

o
= —vmw.-:—.__ .
m“-‘ =
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ba 20 decibels iesz than for the ‘‘broudband receiver” of Figure 6-5(a).
Thus, calculation of the probability of Intercept for sny one of these re.
celvers is reducad to calculating what fraction of the tims the incoming puise
signals exceed the particuler recelver’s threshold energy.

A3 an example, let us suppose that the radar is being rotaied &t a uniform
rate through 360 degrees of azimutk, and let it further be assumed that when
the jutercept recelver is within the radar antenna beamwidth the pulse energy
exceeds the threshoid ¢! the llkellhood ratio recelver by 35 decibeis. If the
radar alde lobes are only down 30 decibels from the malr beam, the intercept
probability with likelihood receivers would he unity. The broadband recelver's
threshold being 20 decibels lower, this recelver would oniy intercept pulses
whils the intercept receiver antenn:a was within the sadar antenna's maln
beam. The probability of Intercapt for this recelver would thus be

= 4. /140° (6-21)
where
#x == redar antenng bandwidth,

6.2.2 Probability of Coincldence Calculations
Coincidence calculations have formed the hasls of the intercept prob-
ebllity estimates by a number of authors who are listed in References 8
through 15. Two of the most recent reports in this aree sre thos: of Klel
and Enslow (References 13 and 15). Enslow’s report Iz a rather careful and
co:nplete summary of the nature of the problem and of the prior work In the
field. Such an exhaustive review does not seem f7easible here, but smang
typical probhms will be dlscussed to {llustrate the approack.
: tooanms suatems the complexlty of multickunne] receivery

a Prowbsaima .. 4 T ————,

(=t e sn csmasamls e

bes led eagineers to the dm'op'mnt 01 thu Seones —
celver. One can consider the use of receivers th&t mn over uny one
of a vaclety of signa! parameters such as: frequency, direction of grrival,
intensity, duration, etc. Initlally one {s usually most interested In frequency
and direction of arrival.

Figure 6-8 Is an example of a time-frequency diagram for & recelver scan-
ning the frequency band from /, to /g with linear sawtooth sweep. This figure
can be used to calculate the probability of coincidence in both time and
fraquency between a pulse signai and the panoramic recelver acceptance
frequency band. Figure 6-9 is an example of an angie-versus-time disgrem
for the visualization of coincidence betweon the directions of rotating re-
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T

Frouae 6-8 Trequency-u. dagrem  Fiovae 6-9 Diagram of anteans direction

for a linearly sweeping panoramlc re- versus time for two marrowbeam antznnas
colver and & pulse elgnel, rotating at & constznt spaed.

celving and iransmitting antennas and the engle of the path between the
receiver and the trazamitter. In this figure it i3 assumed that the reference
diveciions for each antenna are chosen ao that 180 degrees corrcanonds to
hath antennss “looking’” directly at each other, Whenever the 180-degree
line {8 within boih beamwidtns ai ihe sanic iz, »n smaular coinicldence
occurs. Such 2 colncidence is not Dlustrated In Figure 6-9, although it looks
as though one might occur on the next rotation o che recelving antenns. The
svrubols vsed In Flgures 5-8 and &9 are defued beiow. In choosing values
for many oi there quantities the threshold coucept is vused, For exataple, i
the signal pulee duratlon i ig ssoonds. e %uow iat most of the signal
power spect::ii lies within a bandwidth approsimately 1/#, cycles por
second wi:l:, Or tke other hand, if the cignal strength ia sufficieniiy groat. o
recelver tuned to a frequency band 3/¢4 cycles below or above the llgml
frequency f, may intercept sufficient energy to produce & detection.

fo == signal center frequency in cycles per second.
o, = signal spectral bandwidth in radlane per second.
t¢ = signal duraticn in seconds.

== signal pulse-repstition perlod In seconds.

! nulm-remtium lrequency in cycles per second,
lf » — A R T
oo 27 bamdd in cuoles ner second,

fa, 1 = limits of pammmaé‘%«.vmf*fmp = 1B

D = sweep bandwlidth of recelver In cycles per second. =
s == recelver sweep rate in radians per zecond per second,

a = acceptance bandwidth of receiver in cycles per second,

4 = receiver acceptenca bandwlidth in radians per second,

T, = recelver sweep perind in seconds.

8 = tranamitting-entenna bearvwidth in degrees,

transmitting-antenna lock perlod In seconds.




frequency of reveclution of radar antenna in cycles per second.
=+ colncidenco period in seconds.
SRF == scanning-repetition frequency.

The information In Figures 6-8 and 6-9 cati be represented in another
form which is illustroted In Figure 6-10. Figure 6-10(a) represents the
panoramic recelver searching for
the pulse train {ilustrated in Figure
6-8.* Two pulse trains are shown:
(1) the upper pulse train is unity

616 ELECTRONIC COUNTERMEASURES
T\, = transmitting-zentenna rotation period in seconds,
6s = transmitting-antenna beamwidth in degrees.
ty = recelving-antsnna look period in seconds.
Twe = recelving-antenna rotation perlod in seconds.
3¢ = random delay in seconds,
P, = frequency of coincidence in cycles per sécond.

Breglvar In tranamittes iem

7 W

Transmitior in rosoiver boam

whenever a pulse occurs, and zero
otherwise; and (2) the lower pulse
train is unity whenever the receiver
acceptance bandwidth lies within
the frequency intstval f, :t b,/4q
acennled by the pulse signal speo-
trum, Similarly, the two jiule
trains In Flgure 6-10(b) repiament

the antenna rotation problem of

Fiouar 6-10 Pulse-train  representations of Flgure 6-9, The upper suls iraln is
colncldonce problems, (a) Sweeping recelver unity whenever the recelver sita les
and s pulse slgnal. (b) Rotating transmitting within the transmitting beamwidih,
snd raeeiving sntennts. and zero otherwise; and the lower

train is unity whenever the transmittar site is within the recelving-antenna
vandwldih, In both Figures 6-10(a) and (b), a coilncidence wil! be achleved
when there Is an ovéilap between the two pulse tralns. This occurs at 4 In
Figure 6-10(a). The problem of calcuiaiinz the probabllity of colncidence
in the case of regular scanning patterns such as those liiusisated in Figures
6-8 and 6-9 Is thus reduced to calculating tha probability of ceincidence
hatwean two peclostle vules tralns, This waa recognized hv P, 1, Rlcmrds

S

during World War II and led to his careful study : —
11). e !

6.2.3 Unit Ceincidence Prohabilities
The probability of a coincldence of the recclver acceptance trnd wiih a
*With a different time scale.

SR P —
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: signal pulse on & single sweep Lias been called the “unit colncidence probablil-
ity (References 13 and 15). As long as the pulss-repetition period ie
greater than the sweep pericd, the probabliity of frequency coincidonce
alone Is the ratio of the duration of the pulse plus the duration of the re-
ceiver acceptance time divided by the sweep pariod

PV 2= ﬁﬂw (6-22)

where T, > T,and P,/ = the probability ¢f a signal-frequency coincidence
on a single recelver scan. For Ty < T, one has the possibility of coincidence
with more than one pulse, When the pulse length ¢4 Is much less than the
puise repetition period T, the number of pulses which occur in ona sweep
perlod T, is Just

n == the next Integer > (T,/T,). (6-23)
'The probability of a frequency colncidence duriag one scan is then multipiled
by this facter and becomes
pon = (Gt b0 -
[ ]

which Is valid until Ty == ¢4 < [(d, - b)/s]. For shorter 7'y mi icaet one
colncidence is certain to occur and one has

PV = 15 Ty <ty + ({501 ) /1) (6-25)

For &n Interception to occur it is necessary that there be coincidence be-
tween the recelving and transmitting antenna scans &3 well as between the
frequency of the signa! and the recelver fraquency. Thus, {f the two scans are
independent,

P = p(1) p1) (6-26)

where P,'') = the probability of &«n intercept coincidence on & s2ingle fre-
quency scan and P,V = the probabllity ofun antenna colncidence during

T T i ’W‘B ébgiwn ~a‘i.~°:'::..‘u“ M'IM

If both antennas are nmnnlng, P, s not eRey 16 vaminaie wawnnt o
possible synchronization effects, which are also encountered when one at-
tempts to calculate P,(¢), the probability of at least one signal-frequency

=1

o R ) ey oo mWER
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coincidence by a time ¢, (Recall P,V is probability of colncidence during
ors scan,) Ou the other hand, if the recelving antenna i3 omnidirectional,
Pyt s just the